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With the rapid evolution of technology over the past two decades, the internet has 
changed the world.   New media forms are constantly emerging, all claiming to 
involve, connect with, and engage consumers.  Digitalisation of the marketing 
environment has changed the consumer-marketer relationship, and the diffusion of 
interactive media is fundamentally altering the concept of advertising (Pavlou & 
Stewart, 2015).  Technological advancements and the active use of the internet in the 
consumer’s daily life, have provided consumers with new ways of searching for, 
creating and exchanging information for choice (Broniarczyk & Griffin, 2014).   
 
As a result of such advances in technology there has been a significant shift in power 
from the marketer to the consumer, with consumers gaining more control over the 
information they receive and how they choose to use the information (Kerr, 
Mortimer, Dickinson, & Waller, 2012; O'Brien, 2011).  Consumers have become 
more empowered (Pires, Stanton, & Rita, 2006; Schultz, 2006a) with their adoption 
and use of internet technologies and they are no longer dependent upon advertising to 
just provide product information (Dinev & Hart, 2004).  Consumers are actively 
using social media and sharing a wide range of User-Generated Content (UGC) 
(Broniarczyk & Griffin, 2014), and interacting in a two-way relationship with brands 
online and other consumers in the marketplace.  
 
The practice of Behavioural Targeting (BT) (or otherwise referred to as ‘online 
behavioural advertising’ (Gray, 2014)) has emerged as a new tool for marketers to 
more effectively track consumers online and deliver targeted marketing offers to 
them.  BT is allows online advertisers to increase the effectiveness of advertising 
campaigns and has played an important role in online advertising (Yan et al., 2009).  
BT involves creating profiles of consumers’ online activities, such as the websites 
they frequent and their browsing habits (Guha, Cheng, & Francis, 2010; Ur, Leon, 
Cranor, Shay, & Wang, 2012) and leveraging the consumer’s past behaviour in order 
to predict and influence their future behaviour (Pandey et al., 2011).   
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Personalisation however is dependent on two key factors: 1) the marketer’s ability to 
acquire and process consumer information; and 2) the consumers’ willingness to 
share their information and use personalisation services (Chellappa & Sin, 2005).  As 
a result, personalisation and privacy can be in conflict (Cannon, 2002) and this is 
often referred to as the Personalisation-Privacy Paradox (Taylor, Papadopoulou, 
Gallacher & Williams, 2013; Xu, Luo, Carroll & Rosson, 2011).   
 
The aim of this research is to identify the role of brand reputation in encouraging 
consumer willingness to provide personal data online, for the benefits of 
personalisation.  Specifically, this study extends Malhotra, Kim and Agarwal’s 
(2004) Internet Users Information Privacy Concerns (IUIPC) Model, and uses the 
theoretical underpinning of Social Contract (SC) Theory to assess how brand 
reputation moderates the relationship between trusting beliefs and perceived value 
(privacy calculus framework) with willingness to give personal information.  The 
valuable distinction between the Malhotra et al. (2004) study and the contribution of 
this research project is that Malhotra et al. (2004) measured trait “trust in online 
companies” (Jarvenpaa & Tractinsky, 1999), they did not measure contextual “trust 
in a specific firm”.  Therefore a new research study was needed which 
experimentally manipulates both – trusting beliefs (as per Malhotra et al.’s (2004) 
IUIPC model) as well as brand reputation (i.e., trust in a specific firm).  The 
originality of this research study is that it experimentally manipulates contextual 
brand reputation (i.e., trust in a specific firm), while showing that trusting beliefs 
(trait trust) does not vary across specific firm contexts.  This research project 
addresses the overarching research question: What is the role of brand reputation in 
encouraging consumers to give personal information online?   
 
The research is highly relevant as most privacy research undertaken to date focuses 
on the consumer side and consumer related concerns, with very little research in 
existence in relation to the role of brand reputation and branding in the online 
environment.  Practical implications of this research study include gaining 
knowledge as to how to minimise online consumer privacy concerns; improve 
aspects of brand reputation; and provide insight on how to reduce consumer 
resistance to the collection of personal information and encourage consumer opt-in.  
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Key findings from this research revealed that brand reputation influences the 
relationship between trusting beliefs and perceived value, and willingness to give.  In 
addition, findings identified that consumers feel more in control of the personal 
information which is collected and used online.  Finally, one of the most important 
findings in Study Three related to the use of incentives, revealing that consumers are 
not influenced by the existence of an offer or incentive.  Therefore marketers should 
invest the funds allocated towards consumer incentives and enticements, into 
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Chapter 1 
OVERVIEW OF THE PROGRAM OF RESEARCH 
 
1.0 Introduction 
With the rapid evolution of technology, the internet has changed the world.   New 
media forms are constantly emerging, all claiming to involve, connect with and 
engage consumers.  The digitalisation of the marketing environment has changed the 
consumer-marketer relationship, and the diffusion of interactive media is 
fundamentally altering the concept of advertising (Pavlou & Stewart, 2015).  
However, the very nature of ‘virtual life’ itself seems to rebel against this opacity.   
Consumers want to ‘tell all’ to their friends and strangers.  They demand relevant and 
timely offers, more targeted advertising offers and they demand access to marketers’ 
offerings and product or service information 24/7.  There has been a shift in power 
from the marketer to the consumer as a result of such advances in technology, with 
consumers gaining more control over the information they receive and how they 
choose to use the information (Kerr, Mortimer, Dickinson, & Waller, 2012; O'Brien, 
2011).   
 
To both the marketer and the consumer, data is ‘currency’.  Data is needed to 
maintain the two-way flow of communication between the marketer and the 
consumer.  The collection and use of this personal consumer data, facilitated by the 
use of the internet, has raised new privacy questions and ethical issues.  How do we 
erect ‘walls’ in a transparent environment?   An investigation into online consumer 
privacy concerns and willingness to provide personal information to brands/ 
marketers for personalisation will be examined through three studies within this 
dissertation.  The aim of this research study is to identify the role of brand reputation 
in encouraging consumer willingness to give their personal information online for the 
benefits of personalisation. 
 
Behavioural Targeting (BT) strategies are being implemented by marketers allowing 
them to build more detailed consumer profiles and create personalised marketing 
offers to consumers, based on the data collected from consumers online.  The 
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advantages for consumers include more streamlined and relevant marketing offers 
and less irrelevant advertising clutter.  However, the trade-off might be that the 
personalisation of marketing offers may come at the expense of some of the 
consumer’s privacy.  Marketers need to be aware of the level of consumer concern 
over the collection and use of the consumer’s personal data through BT.  Ultimately 
BT is a highly effective tool for marketers to develop personalisation strategies 
which improve the targeting of messages to consumers.  In order to maximise 
marketing effectiveness and minimise costs, the industry has developed an increased 
reliance on databases, customised offerings, and other information intensive 
strategies and tactics for profiling and following consumers (Nowak & Phelps, 
1995).   
 
However, consumers have become more techno-savvy and aware of the collection 
and use of some of their personal data.  As a result, serious concerns have arisen 
regarding the extent to which marketers should be allowed to gather and use personal 
information about consumers (Culnan, 1995; Nowak & Phelps, 1995; Phelps, Nowak 
& Ferrell, 2000).  Consumer privacy concerns (specifically, consumer unwillingness 
to give their personal information) can reduce the personalisation benefits that 
marketers can offer to consumers (Andrade, Kaltcheva, & Weitz, 2002).  Therefore 
marketers need to understand consumers’ level of privacy concern and address all 
privacy related issues which are paramount to the success of the consumer-marketer 
relationship.   
 
The purpose of this chapter therefore, is to introduce the program of research in this 
dissertation that addresses the area of online consumer privacy research.  A 
framework of this research is presented in Figure 1.1.  The chapter is structured as 
follows.  Section 1.1 provides a brief background to the research area.  Section 1.2 
provides justification for undertaking the research.  Section 1.3 identifies the 
overarching research question and the three study specific research questions.  
Section 1.4 discusses the philosophical perspective underpinning the program of 
research.  Section 1.5 provides an overview of the research methods used.  The 
anticipated contributions to theory and practice from the research are summarised in 
Section 1.6.  Section 1.7 presents the structure of the chapters in this dissertation.  
Section 1.8 provides a conclusion to the chapter.   
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Figure 1.1 Chapter 1 Framework 
 
 
Source: Developed for this research 
 
1.1 Research Background  
Technological advancements in information technology have provided marketers 
with new tools and increased capability (at decreased costs) to collect and use 
consumer data in ways which previously had not been possible, or were 
economically impractical.  Described as an ‘enabler of a global marketplace’, 
consumers and marketers use the internet to overcome time, distance and geographic 
constraints (Pires, Stanton, & Rita, 2006, p. 937).  The internet has allowed 
marketers to strengthen their communication efforts with consumers, increase 
marketing budget efficiencies, form better relationships and build stronger brands 
(Rohm & Sultan, 2004).  The exponential growth of the internet and increasing 
consumer concerns for privacy as a result of internet growth and e-commerce, have 
resulted in perceived privacy risk being a key area of concern for marketers.  
Perceived privacy risk can be defined as the consumer’s perception of risk when 
marketers attempt to collect, use or distribute information about the consumer and 
their behaviour (Myerscough, Lowe, & Alpert, 2006).   
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Technological innovations have allowed for greater and faster, two-way 
communication between consumers and marketers, the ability for consumers to 
partake in e-commerce activities, and the opportunity for marketers to collect 
valuable online data from their consumers.  In addition, BT allows marketers to 
adopt personalisation strategies to send the right message, to the right consumer, at 
the right time (Cannon, 2002).  Personalisation involves delivering the tailored 
content, with an advertising message that is relevant for interpersonal 
communications (Kim & Han, 2014) to the consumer at just the right time, thereby 
reducing the amount of delivered content and increasing information accessibility 
(Ho, 2006).  Personalisation offers many benefits for consumers by delivering time-
saving and relevant advertising materials to them.  Consumers want useful 
personalised services, however there appears to be concern with the manner in which 
firms are using consumer data for personalisation (Ho, 2006) and in many cases, 
personalisation can be infeasible to achieve without some loss of privacy (Chellappa 
& Sin, 2005).  The use of BT and the collection of consumer data online, which are 
important relationship management activities, along with issues such as identity 
theft, have raised online privacy concerns for consumers and contributed to 
perceived risk in information disclosure. 
 
An extensive review of literature on consumer privacy concerns has been undertaken 
and has led to the development of a conceptual model, through evaluation of existing 
models (Malhotra, Kim & Agarwal, 2004; Myerscough, Lowe & Alpert, 2006; 
Okazaki, Li, & Hirose, 2009) and investigates relationships between consumer 
privacy concerns and brand reputation as a moderating effect.  Three key Internet 
Users Information Privacy Concerns (IUIPC) dimensions of collection, control, and 
awareness of privacy practices are investigated.  The scale developed in this research 
study will offer further support for the application of Social Contract (SC) theory 
(Dunfee, Smith, & Ross, 1999; Jos, 2006) to the study of online consumer privacy 
concerns and build upon the existing study of SC theory in the academic areas of 
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Whilst privacy concerns are of paramount importance to the consumer, in relation to 
what personal information is collected, how the information is used and whether the 
information might be shared with third parties (Nowak & Phelps, 1995; Phelps, 
D'Souza & Nowak, 2001), prior research has found consumers are willing to disclose 
their personal information in exchange for some economic or social benefit (Culnan 
& Armstrong, 1999; Milne, 2000; Myerscough et al., 2006; Phelps et al., 2000); as 
long as the perceived benefit exceeds the perceived risk (Culnan & Armstrong, 
1999), often referred to as the privacy calculus.  
 
1.2 Research Justification  
Justification for undertaking the program of research comes from identified 
limitations in the research investigating online privacy and the role of brand as an 
influencer on behavioural intentions, in this case, willingness to give.  Consumer 
privacy is an important consideration to consumers, marketers and regulators in the 
online environment.  More specifically, this study extends Malhotra, Kim and 
Agarwal’s (2004) Internet Users Information Privacy Concerns (IUIPC) model to 
assess how brand reputation moderates the relationship between trusting beliefs and 
perceived value (privacy calculus framework) with willingness to give personal 
information.  The valuable contribution of this research is that whilst the Malhotra et 
al. (2004) study measured trait “trust in online companies” (Jarvenpaa & Tractinsky, 
1999), they did not measure contextual “trust in a specific firm”.  Therefore a new 
research study was needed which experimentally manipulates both – trusting beliefs 
(as per Malhotra et al’s. (2004) IUIPC model) as well as brand reputation (i.e., trust 
in a specific firm).  The originality of this research study is that it experimentally 
manipulates contextual brand reputation (i.e., trust in a specific firm), while showing 
that trusting beliefs (trait trust) does not vary across specific firm contexts.    
 
In addition, most of the research undertaken to date has focused on the consumer and 
their privacy concerns (Buchanan, Paine, Joinson, & Reips, 2007; Caudill & 
Murphy, 2000; Dinev & Hart, 2004, 2005; Dinev, Xu, Smith, & Hart, 2013; Dolnicar 
& Jordaan, 2006; Joinson, Reips, Buchanan, & Schofield, 2010; Lwin, Wirtz, & 
Williams, 2007; Miltgen & Peyrat-Guillard, 2014; Pan & Zinkhan, 2006; Taylor, 
Ferguson, Ellen, & Biswas, 2015; Wirtz, Lwin, & Williams, 2007; Wu, Huang, Yen, 
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& Popova, 2012); their likelihood or willingness to give personal information 
(Malhotra et al., 2004; Myerscough et al., 2006; Olivero & Lunt, 2004; Phelps et al., 
2000; Schoenbachler & Gordon, 2002); and the resulting trade-offs (such as 
incentives, rewards) (Awad & Krishnan, 2006; Culnan & Bies, 2003; Dinev et al., 
2006; Dinev & Hart, 2003; Dinev & Hart, 2006; Hann, Hui, Lee, & Png, 2002; Xu, 
Luo, Carroll, & Rosson, 2011).  Very few studies (Myerscough et al., 2006; Oh, 
2000) have included the brand in the equation and of those undertaken, the key focus 
related to brand image, brand name or brand strength.  This research project will 
build on one of the most important studies regarding internet users online privacy 
concerns (Malhotra et al., 2004), adding two important dimensions to the conceptual 
model: privacy calculus and brand reputation. 
 
Extant literature has focused on brand building and management (Aaker, 1996; 
Delgado-Ballester & Munuera-Alemán, 2005; Jevons, Gabbott, & de Chernatony, 
2005; Keller, 2008) however, only very little research (Akdeniz, Calantone, & 
Voorhees, 2013; Myerscough et al., 2006; Sarkar Sengupta, Balaji, & Krishnan, 
2015; Skard & Thorbjørnsen, 2014) applies branding reputation to the online 
environment or investigates brand reputation and consumer privacy concerns.  Whilst 
understanding the brand in the offline environment has been an ongoing task for 
marketers, the integration of online marketing communication channels has created a 
more complex and dynamic challenge (Simmons, 2007) and thus identified the need 
for further research and investigation into branding online.  The reputation of the 
brand has never been more under scrutiny than in today’s world, where consumers 
are empowered to share information instantaneously and globally.  Understanding 
the consumer’s attitudes towards the brand and their experience with the brand, 
allows marketers to assess the perceived reputation of the brand.  
 
In the marketing context, there is agreement amongst academics and practitioners 
alike that brand reputation is increasingly important, and that in order for brand 
success and profitability it is necessary to hold a positive brand reputation in the 
minds of the consumer (Veloutsou & Moutinho, 2009).  Very few academic studies 
have investigated brand reputation as a moderator on behavioural intentions.  Key 
findings from research undertaken recently are summarised in the following: 
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 Bang, Odio and Reio (2014) examined individuals’ volunteer intention for 
future sporting events, and found that brand reputation is a moderator in the 
relationships between attitude and volunteer intention and between subjective 
norm and volunteer intention; 
 Further, Palmeira (2014) examined the role of brand reputation on the impact 
of value product on perceptions of a premium product from the same brand. 
Research found that brand reputation plays an important role in the interplay 
of products in line extensions;  
 Sarkar Sengupta, Balaji and Krishnan (2015) examined the different coping 
mechanisms used by customers when confronted by a service failure, and 
observed that brand reputation moderates the relationship between severity of 
service failure and coping strategies, customer satisfaction and behavioural 
intentions under different conditions;  
 In addition, Akdeniz, Calantone and Voorhees (2013) examined how brand 
reputation and price and warranty affect consumer perceptions.  Findings 
revealed that consumers perceive stronger warranty (or higher price) claims 
as being more credible, when high brand reputation is perceived and did not 
perceive higher product quality with a stronger warranty (or higher price) 
when brand reputation was low. 
The consumer’s individual decision process as to whether they willingly disclose 
their personal information to a marketer or brand online, in exchange for some form 
of benefit (economic, informational or social), is dependent on a ‘cost-benefit’ or 
‘risk-benefit’ analysis, referred to as the ‘privacy calculus’ (Culnan & Bies, 2003; 
Dinev & Hart, 2006; Laufer & Wolfe, 1977;  Li, Sarathy, & Xu, 2010; Li, 2012; Xu, 
Michael & Chen, 2013; Xu, Luo, Carroll & Rosson, 2011).  Limited studies have 
empirically tested the proposition of the privacy calculus.  One role of the 
brand/marketer is therefore to reduce the level of consumer’s perceived risk of 
information disclosure, in order to increase their willingness to give their personal 
information online. 
 
Whilst some research into the role of trust has previously been undertaken in 
marketing literature, a gap in literature exists in relation to the link between 
perceived privacy risk in the online environment and brand reputation.  In addition, 
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whether the relationships between these constructs will affect consumers’ 
behavioural intentions. i.e., consumers’ willingness to disclose their personal 
information for the purposes of personalisation is a relatively unexplored area.  
Therefore, the stronger the brand relationship with the consumer, the more likely the 
consumer will be to share their personal information with marketers for the benefit of 
personalisation. 
 
This research is highly relevant as most privacy research undertaken to date focuses 
on the consumer side and consumer related concerns, with very little research in 
existence in relation to the role of brand.  Yet literature on brand reputation (Akdeniz 
et al., 2013; Bang et al., 2014; Palmeira, 2014; Sarkar Sengupta et al., 2015; 
Veloutsou & Moutinho, 2009) suggests it could be a potential a driver in influencing 
the consumers’ willingness to supply their personal data.   
 
1.3 Research Questions and Objectives 
Brand reputation is an accumulation of consumer attitudes towards the brand and 
their experiences with the brand. Within this study brand reputation is perceived as 
an artefact of brand attitude and a guarantee of what to expect as a consumer (brand 
experience).  Due to technological change, and the growth of internet savvy and 
protection-concerned consumers, the importance of understanding the role of a 
brand’s reputation on consumers’ willingness to give their personal information, for 
the benefit or personalisation is of high importance for today’s marketers and 
customer relationship managers.   
 
The research in this dissertation takes a step in this direction, providing a valuable 
contribution to the under-examined body of knowledge on brand reputation in the 
online privacy realm (Jurisic & Azevedo, 2011; Veloutsou & Moutinho, 2009).  The 
originality of this research study is that it experimentally manipulates contextual 
brand reputation (i.e., trust in a specific firm), while showing that trusting beliefs 
(trait trust) does not vary across specific firm contexts.  The program of research 
provides an in-depth exploration of consumer online privacy concerns, the perception 
of value and willingness to exchange one’s personal information for a trade-off (SC 
theory) and role/influence of brand reputation.  
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Studies 1 and 2 explore the context of brand reputation, looking at attitudes towards 
the brand and people’s experience with the brand and the subsequent impact on their 
willingness to give personal information online.  Study one (qualitative research) 
examined consumer attitudes towards the brand, exploring the first research question: 
RQ1:  How do consumer attitudes towards a brand, affect the giving of personal 
information online?  The second study (qualitative research) examined consumer 
experiences with the brand, in order to investigate the second research question: 
RQ2:  How does consumers’ experience with a brand, influence their willingness or 
unwillingness to share their personal information online?  Within this study brand 
reputation is perceived as an artefact of brand attitude and a guarantee of what to 
expect as a consumer (brand experience).  Therefore the final study (quantitative 
research) was the culmination of the understanding of brand attitudes and brand 
experiences, in order to examine the influence of brand reputation on consumer 
willingness to give: RQ3:  To what extent is brand reputation an influence in 
encouraging consumers to give their personal information online? 
Together all three studies explore the overarching research question: 
What is the role of brand reputation in encouraging consumers to give 
personal information online?  
Central to this is the context of brand reputation, which adds value to Malhotra et 
al’s. (2004) basic exploration of trait trust, focusing on trusting beliefs, not attitudes, 
or experiences, or trust specific to a brand.  Brand reputation in the online 
environment is extremely important as consumers have the ability to share 
information easily, and to transact and interact at any time.  In the online 
environment consumers are not dealing with physical products or sales people, 
therefore the reputation of a brand is more important. Poignantly, how else do you 
trust something that is virtual if not by its reputation? 
 
The outcome of the research project is firstly to contribute to theory, and secondly, to 
present recommendations for marketers to reduce consumer privacy concerns and 
improve personalisation strategies.  Recommendations for marketers encompass how 
to: 
 address consumer concerns regarding data collection and privacy issues;  
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 generate more consumer awareness and positive attitudes towards data 
collection, which will in turn increase involvement in the consumer-marketer 
relationship; and  
 assess the value of offering perceived benefits to consumers, in exchange for 
their personal information.   
 
1.4 Philosophical perspective of the Research Program 
The aim of this research study is to be objective and find real, true results from 
surveying consumers in relation to their privacy concerns, and how their 
relationships with brands influence their willingness to give their personal 
information online.  A positivist epistemology considers research findings to be 
‘absolutely true’ and the critical realist end of the positivist scale considers research 
findings to be ‘provisionally true’ until they are ‘falsified’ (Thomas, 2006). 
Positivism is an objectivist epistemology, which presents the objective truth 
(Thomas, 2006, p. 155). The ontology of positivism is defined as having a fixed 
character of reality whereby data should represent the ‘real world’ (Thomas, 2006, p. 
98).  This research study adopts a postpositivist approach. 
 
Postpositivists adopt a modified dualist objectivist epistemology (Guba & Lincoln, 
1994), which presents the objective truth (Thomas, 2006) and whereby research 
findings are accepted as being provisionally true until they are falsified (Thomas, 
2006).  Postpositivists accept the notion that there are laws or theories which govern 
the world and such laws or theories do need to be tested or verified and refined, so 
that we can understand the world (Cresswell, 2013).  A limitation of the 
postpostivitist approach is that the very objects that are to be studied, such as 
psychological properties and social entities, may be ‘non-observable’ (Thomas, 
2006).  From a methodological approach, postpositivism involves the use of 
modified experimental/manipulative research methods and the falsification of 
hypotheses (Guba & Lincoln, 1994).  The adoption of this approach has led to the 
selection of experimental design as the primary research method for this study and 
the collection of hard data (quantitative data) which can be statistically analysed to 
test various research hypotheses and to prove results and outcomes which other 
researchers will find difficult to dispute. 
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The adoption of a postpositivist paradigm and the use of quantitative analysis 
methods are therefore most suitable for this research study.  The ontology of 
postpositivism is critical realism, whereby one believes in a real reality, however one 
which is imperfect and probabilistically apprehendable (Guba & Lincoln, 1994).  
This ontological approach is more concrete and believable than the constructivist 
ontology of relativism, whereby the researcher simply creates their own specific 
realities and therefore a postpositivist approach will guide the research design for this 
study.  
 
1.5 Overview of the Research Methods 
To answer the research questions and objectives as identified in Section 1.3, a mixed-
methods design was adopted for the three studies in this research project.  The 
mixed-methods design is supported by a postpositivist methodology.  The methods 
and research designs for the three studies undertaken in this research project are 
summarised as follows and depicted in Table 1.1. 
 
STUDY ONE addressed research question one using qualitative methods. Study One 
was an exploratory research study conducted to investigate consumer attitudes and 
privacy concerns in the online environment, in order to gain an understanding of the 
role of brand reputation in encouraging consumers to give their personal information 
online.  Six focus groups were undertaken across three generational groups 
(Generation Y, Generation X and Baby Boomers).  The qualitative data was analysed 
using thematic analysis through a combination of manual process and QSR NVivo 
Version 9.0.  
 
STUDY TWO addressed research question two using the qualitative method of in-
depth interviews (n=21) applying Critical Incident Technique (CIT) (Chell, 1998; 
Edvardsson & Roos, 2001; Flanagan, 1954).  The qualitative data was analysed using 
thematic analysis through a combination of manual process and QSR NVivo Version 
9.0.   
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Table 1.1 Overview of the Research Program   
Overarching Research Question What is the role of brand reputation in encouraging consumers to give  
personal information online? 
STUDY #: STUDY 1 STUDY 2 STUDY 3 
Research 
Question 
How do consumer attitudes towards a 
brand, affect the giving of personal 
information online? 
How does consumers’ experience with a 
brand, influence their willingness or 
unwillingness to share their personal 
information online?  
To what extent is brand reputation an 
influence in encouraging consumers to 
give their personal information online? 
Objectives of 
the study 
To investigate consumer attitudes and 
privacy concerns when sharing their 
personal information with brands online.  
To explore critical incidents whereby consumers 
have been willing or unwilling to share their 
personal information with a brand online. 
Delving into the role of brand reputation and the 
influence of trade-offs (privacy calculus) in 
encouraging consumers to be more willing to 
give.  
To examine how/if reducing consumers’ 
perceived risk and increasing the perceived 
value of trade-offs will assist brands in 
encouraging consumers to be more willing to 
share their personal information online. 
Research 
Method 
Qualitative Qualitative Quantitative 
Process Thematic Analysis 
Semi-structured interviews using Critical 
Incident Technique (CIT) 
Online quant survey 
Sample 
Focus Groups n=6 groups  
(total respondents n=40) 
(2x Gen Ys; 2x Gen Xs; 2x Baby Boomers) 
n=21 CIT interviews Consumer panel data (n= 432) 
Analysis 
Method 
Thematic analysis using manual process 
and NVivo software 
 
Thematic analysis using manual process and 
NVivo software 
SEM, AMOS, EFA, and ANOVA 
  
 13 Chapter One: Overview of the Program of Research 
 
STUDY THREE addressed research question three using quantitative research 
methods, with data collected via a 2 (High/Low brand reputation) x 2 (High/Low 
brand trust) x 2 (Incentive/No Incentive Offered) between-subjects factorial design, 
using scenario creation method.  The survey questionnaire was conducted online, 
through a consumer panel data company (n=432).  The key findings from Study One 
and Study Two led to modifications in the conceptual model in order to test the 
hypotheses.  The data was analysed using Exploratory Factor Analysis (SPSS), 
Analysis of Variance (ANOVA) and Structural Equation Modelling (SEM).   
 
1.6 Summary of Contributions to Online Privacy Theory and 
Practice 
The research undertaken in this study extends Malhotra et al’s. (2004) IUIPC model, 
to incorporate the effect of brand reputation on consumer willingness to give 
personal information.  In addition, the valuable distinction between the Malhotra et 
al. (2004) study and the contribution of this research project is that Malhotra et al. 
(2004) measured trait “trust in online companies” (Jarvenpaa & Tractinsky, 1999), 
they did not measure contextual “trust in a specific firm”.  Whereas this research 
study experimentally manipulates both – trusting beliefs (as per Malhotra et al’s. 
(2004) IUIPC model) as well as brand reputation (i.e., trust in a specific firm), 
showing that trusting beliefs (trait trust) do not vary across specific firm contexts.  
Further, these research findings build on privacy calculus research in the online 
consumer privacy area.   
 
The research findings from this study have presented three main theoretical 
contributions and four practical contributions to marketing.  Theoretical 
contributions included: firstly, development of a new model to measure consumer 
online privacy concerns, extending Malhotra et al’s. (2004) IUIPC model and 
integrating privacy calculus.  Secondly, the research findings have led to the creation 
of a new theoretical framework for measurement of online consumer privacy 
concerns and the role of brand reputation in encouraging consumers to share their 
personal information with marketers for the benefit of personalisation. In addition, 
the application of CIT to the study of consumer online privacy and brand reputation 
is a further contribution to theoretical development.  Thirdly, the scale measurement 
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(and items) adapted for this research study offers further support for the application 
of SC theory to the study of online consumer privacy concerns and builds upon the 
existing study of SC theory in the academic areas of relationship marketing, 
marketing ethics and information privacy. 
 
Contributions to marketing practice include: firstly, insights collected from this 
research project provide greater understanding of consumers’ attitudes and concerns 
in relation to their data being collected online. Secondly, recommendations for 
marketers specifically, as to how to address consumer concerns regarding data 
collection and privacy issues and how generate more consumer awareness and 
positive attitudes towards data collection and involvement in consumer-marketer 
relationship are presented. Thirdly, findings reveal the need for a stewardship of 
brand reputation to ensure that brand reputation does not suffer from adverse BT and 
personalisation strategies. Fourthly, the value and use of offering incentives to 
consumers in return for their personal information is addressed.  
 
1.7 Overview of the Dissertation 
This research consists of eight chapters that develop a comprehensive research 
program to examine the overarching research question posed in Section 1.3.  The 
chapters are briefly summarised as follows. 
 
Chapter 1 introduces the program of research. Background and justification for 
undertaking the research was provided and the overarching research question was 
identified.  The chapter presented the theoretical framework for the study, the 
philosophical perspective employed and a summary of the research methods and 
designs used in the three studies.  The contributions to online consumer privacy and 
brand reputation theory and practice are also identified.   
 
Chapter 2 presents the literature relevant to the studies to be undertaken.  The 
literature review draws on consumer online privacy research, behavioural targeting 
and personalisation, privacy calculus, and brand reputation, underpinned by SC 
theory.  This review identifies the gaps in online privacy and brand reputation in the 
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online environment, which together with relevant research questions, address the 
gaps by testing a proposed conceptual model and hypotheses in Study Three.   
 
Chapter 3 describes and justifies the research methods and designs underpinning 
Study One and Study Two.  These studies are both qualitative and exploratory, 
designed to investigate consumer attitudes and privacy concerns when sharing their 
personal information with brands online and further explores critical incidents 
whereby consumers have been willing or unwilling to share their personal 
information with a brand online.  The methodology for Study One involves focus 
group research.  The methodology for Study Two applies CIT to one-on-one in-depth 
interviews. 
 
Chapter 4 reports on the analysis and results of the qualitative research undertaken 
in Study One’s focus groups conducted across three generational groups (GEN Y, 
GEN X and BB).  Using the data collected from Study One, key insights into 
consumer attitudes and online privacy concerns are used to inform the design of the 
Study Two CIT interviews.   
 
Chapter 5 reports on the analysis and results of the qualitative research undertaken 
in Study Two’s CIT in-depth interviews.  The chapter also discusses how the 
findings from Study One and Study Two contribute to informing a revised 
conceptual model to be tested in Study Three. 
 
Chapter 6 describes and justifies the research methods and designs underpinning 
Study Three.   The constructs in the revised conceptual model are specified and 
hypotheses are outlined for testing.  The research design involves a 2 (High/Low 
brand reputation) x 2 (High/Low brand trust) x 2 (Incentive/No Incentive Offered) 
between-subjects factorial design, using manipulated scenarios to test the research 
hypotheses.  Data collection is conducted online through an online questionnaire via 
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Chapter 7 reports on the analysis and results of the quantitative research undertaken 
in Study Three’s online questionnaire.  The discussion identifies how the research 
findings support the hypothesised relationships identified in the revised conceptual 
model. 
 
Chapter 8 presents the findings from the three studies and how these findings 
contribute to answering the overarching research question: What is the role of brand 
reputation in encouraging consumers to give personal information online? and the 
individual study specific research questions posed.  Additionally, this chapter 
identifies the theoretical and practical contributions made through these three studies. 
Chapter 8 also provides a conclusion to the dissertation by identifying limitations 
associated with the research studies and presenting recommendations for future 
research.  Finally, a conclusion of this research is presented. 
 
Appendices include details of data collection instruments used in the three studies as 
well as other relevant information regarding the studies where required.  
 
1.8 Conclusion 
The objectives of this chapter were to provide an overview of the research to be 
undertaken in this dissertation.  This chapter provided an overview of this research 
by setting the background of the research and justification for undertaking the 
research.  The overarching research question was stated and the theoretical 
positioning of the study identified.  The research methodology and design were 
presented, followed with the contributions of the research to theory and practice.  












Chapter One introduced the outline and justification for the research undertaken in 
this study.  Chapter Two presents a review of the literature that covers a range of 
literature within the disciplines of online privacy, behavioural targeting, brand 
reputation, and privacy calculus.  It identifies the gaps to be addressed in this 
research and the theoretical underpinnings that guide the development of a new 
model of privacy and brand reputation.  
 
The chapter is structured as follows: Section 2.1 discusses the effect of technology 
changing the marketplace and the use of BT.  Section 2.2 covers issues for 
consumers including personalisation and privacy, leading to a review of privacy 
models, further discussing trust and perceived privacy risk.  Section 2.3 discusses 
trade-offs in the online environment, addressing SC theory (which underpins the 
conceptual model) and the privacy calculus model.  Section 2.4 contextualises 
responses from the brand, addressing brand reputation and brand trust.  Section 2.5 
presents the conceptual model of IUIPC and the influence of the brand reputation on 
consumers’ willingness to give their personal information online.  Section 2.6 












 18 Chapter Two: Literature Review  
 
Figure 2.1 Chapter 2 Framework 
 
 
Source: Developed for this research 
 
2.1 Technology changing the marketplace 
2.1.1 How the equilibrium has changed 
With the rapid evolution of technology over the past two decades, the internet has 
changed the world.  New media forms are constantly emerging, all claiming to 
involve, connect with and engage consumers.  This digitalisation of the marketing 
environment has changed the consumer-marketer relationship, and the diffusion of 
interactive media is fundamentally altering the concept of advertising (Pavlou & 
Stewart, 2015).  Technological advancements and the active use of the internet in the 
consumer’s daily life, have provided consumers with new ways of searching for, 
creating, and exchanging information (Broniarczyk & Griffin, 2014).  As a result, 
there has been a shift in power from the marketer to the consumer, with consumers 
gaining more control over the information they receive and how they choose to use 
the information (Kerr et al., 2012; O'Brien, 2011).  Along with the adoption and use 
of internet technologies, consumers have become more empowered (Pires et al., 
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2006; Schultz, 2006a). They are no longer dependent upon advertising to simply just 
provide product information (Dinev & Hart, 2004).  Instead, consumers are actively 
using social media and sharing a wide range of UGC (Broniarczyk & Griffin, 2014), 
and interacting in a two-way relationship with brands online, as well as other 
consumers in the marketplace. 
 
The internet, described as an ‘enabler of a global marketplace’, allows consumers 
and marketers to overcome time, distance and geographic constraints (Pires et al., 
2006).  For consumers, the global reach of the internet has permitted greater access 
to information regarding products and services offered; and the ability to exchange 
information with marketers and other consumers.  The widespread adoption of 
information and communication technologies by consumers and marketers has 
resulted in a shift in market power from suppliers to consumers (Pires et al., 2006).  
In addition, this notion of empowerment has the potential to increase the bargaining 
power of consumers (Bakos, 1991, 1997; Porter, 2001; Varadarajan & Yadav, 2002), 
who now control the marketplace (Schultz, 2006b).  Technology has enabled 
consumers to have control over and the ability to edit (or remove), their personal 
information, especially in the online environment (Kelly, Kerr, & Drennan, 2013). 
 
The internet has allowed marketers to strengthen their communication efforts with 
consumers, increase marketing budget efficiencies, form better relationships and 
build stronger brands (Rohm & Sultan, 2004).  Schultz (2006b) suggests the major 
transformation of electronic media has impacted traditional outbound marketing 
communication.  The adoption and use of the internet as a daily communication tool 
has changed marketing communication from simple outbound monologues created 
by marketers and distributed by their media partners, to an interactive and almost 
instantaneous system, where consumers ask questions and expect an immediate 
response, hoping to create a dialogue system between themselves and the sellers 
(Schultz, 2006b).  As a result, far more marketing strategies are now based on a 
‘pull’ strategy of relationship marketing (Wolfe, 1998), driven by the consumer 
(Schultz, 2006b), as opposed to the traditional ‘push’ approach of transactional 
marketing (Wolfe, 1998).  The number of touch points through which marketers can 
communicate with consumers has exponentially grown and the industry has moved 
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beyond traditional media options (Klues, 2005).  Sison (2008, p. 167) summarises 
this situation as: 
emerging media have become a blessing and a challenge to advertisers, 
heightening the flow of information between buyers and sellers, but, at the 
same time, increasingly shifting control over that flow in favour of the buyer, 
thus bringing in the era of permission marketing. No longer can a marketer 
push her wares on the consumer. If consumers don’t like it, they can push 
back. 
 
The traditional marketer-to-consumer, one-way communication model no longer 
works for the consumers of the twenty-first century.  The role of the marketer has 
evolved to primarily listen to the consumer’s needs (Sison, 2008) and be prepared to 
respond promptly.  So with the application of integrated marketing communication 
(IMC) the industry has seen a progression away from the traditional one-to-many 
marketing communication model for mass media, to the one-to-one communication, 
or many-to-many communication model.  
 
The advertising and marketing industry is being continually challenged to create 
more direct, personal and interactive communication with consumers through an ever 
expanding array of channels.  Roy Spence, CEO of Omnicom Group suggests 
messages need to be two-way, because more than ever before, people want to be in a 
conversation (as cited in Melillo, 2007).  Today’s consumers are continually multi-
tasking, engaging in simultaneous media consumption, and creating and accessing 
multiple messages from multiple media forms 24/7 and demanding timely responses 
from marketers.  Technological innovations have allowed consumers to partake in e-
commerce activities, and the opportunity for marketers to collect valuable online data 
from their consumers.  In contrast however, these important relationship 
management activities along with issues such as identity theft, have raised online 
privacy concerns for consumers.  One such area, addressed in the following section, 
involving consumer privacy concerns, is the adoption and use of behavioural 
targeting activities in order for marketers to offer consumers more personalised 
offers and communications. 
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2.1.2 Behavioural Targeting and Personalisation 
The practice of Behavioural Targeting (BT), or otherwise referred to as ‘online 
behavioural advertising’ (Gray, 2014) has emerged as a new tool for marketers to 
more effectively track consumers online and deliver targeted marketing offers to 
them.  Recently BT has attracted much attention, however BT is still an area 
relatively unexplored in academia (Yan et al., 2009) and very few empirical research 
studies have been undertaken.  BT allows for browsing information to be segmented 
into two categories: 1) personally identifiable information (e.g., name, email address, 
social security number etc); and 2) not personally identifiable (e.g., age, gender, 
ethnicity, which websites you have visited and what pages you viewed etc) (Dwyer, 
2009).   
 
BT allows online advertisers to increase the effectiveness of advertising campaigns 
and has played an important role in online advertising (Yan et al., 2009).  BT 
involves creating profiles of consumers’ online activities, such as the websites they 
frequent and their browsing habits (Guha, Cheng, & Francis, 2010; Ur, Leon, Cranor, 
Shay, & Wang, 2012) and leveraging the consumer’s past behaviour in order to 
predict their future behaviour (Pandey et al., 2011).  BT allows marketers to deliver 
tailored advertising (Turow, Kingy, Hoofnatle, Bleakley, & Hennessy, 2009), which 
is relevant to the consumer (Nill & Aalberts, 2014; Turow et al., 2009), and targeted 
to their personal interests and their potential upcoming purchases (Berger, 2011; 
Dwyer, 2009).  BT is beneficial to the consumer by improving products and services, 
as a result of the detailed online behavioural profiles which can be compiled for 
individual consumers, and used to enrich their knowledge about their consumers who 
use their products/ services (Rao, Schaub, & Sadeh, 2014).   
 
Whilst the idea of BT has existed for several decades (Croft, 2007), more recently 
social media have been actively using BT.  Social Media giant Facebook, has sought 
to increase its profits through selling advertising space on its website, based on the 
behavioural profiles it has on its members, and such action has caused clashes with 
its members who have become concerned that their personal privacy has been 
compromised by Facebook’s use of BT (Gray, 2014). 
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The most simplistic way of explaining how BT works is that a consumer provides 
some amount of data to marketers (either knowingly via a pre-existing relationship or 
unknowingly) and while surfing the web, cookies (the embedding of a tag or 
identifier within the consumer’s browser) are activated and these cookies can 
essentially be stolen from your web-browsing cookie jar and passed out to hungry 
advertisers (Poole, 2009).  Cookies (or HTTP cookies) are used to carry information 
between the various websites which consumers visit and are flagged, allowing for re-
identification of repeat visitors (ability to track consumers’ online behaviour) (Gray, 
2014).  In using BT, advertisers place a cookie on the consumer’s computer, which 
allows the cookie to track the consumer’s movement across a range of websites 
(Gray, 2014).  As a result, consumers then start to receive advertising messages 
targeted to their specific characteristics or life stage.  For example, consumers 
purchasing books online may notice Amazon suggesting other similar books (Lenatti, 
2007), or a further example could involve high end car brands such as Lexus 
targeting their advertising messages so that their advertisement is only shown to  
consumers who have been recently browsed for high-end cars on auto websites 
(Goldfarb & Tucker, 2011). 
 
BT offers immense benefits to marketers, particularly in conjunction with 
relationship management programs whereby marketers have access to vast amounts 
of consumer data, and adding this to data obtained via BT allows marketers to target 
more tailored and personalised marketing offers to consumers in the online 
environment.  To support this value to marketers, American online behavioural 
targeting company Tacoda claims that brand lift can be increased by up to 17% as a 
result of the surprise effect of BT (Boone, Secci, & Gallant, 2007).   
 
While advertisers and marketers revel in the benefits of using BT, and the ability to 
more cost-effectively and efficiently reach and connect with the right consumers, 
Hosford (2008) states that for years now privacy groups have voiced their concern 
over who controls the vast amounts of personal data collected and how the 
consumers’ data is being used.  BT is a major issue in the online privacy debate, with 
the Federal Trade Commission’s (FTC) Do Not Track (DNT) efforts taking force 
(Tene & Polenetsky, 2012).  The concerns of privacy advocacy groups relate to 
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whether the consumer is being given sufficient notice (awareness) and control in 
relation to how their data is being used and how they can ensure whether their data is 
not being used inappropriately (Poole, 2009).  In addition, privacy concerns have 
been raised in relation to the transparency of data collection practices and the 
accuracy of data in the consumer’s behavioural profile (Rao et al., 2014). 
 
In the United States, the FTC investigated BT and hearings have been conducted in 
relation to consumer privacy and how companies and marketers are using consumer 
information through BT practices (Poole, 2009).  At the end of 2007 the FTC issued 
self-regulatory principles into BT, and a set of voluntary, self-regulatory principles 
for advertisers was developed in order to guide advertisers and marketers in the use 
of BT, in an effort to prevent harm to consumer privacy, for which BT was deemed 
to have the potential to cause (Berger, 2011).  The principles involved ‘transparency 
and consumer control, reasonable security, limited data retention, consent issues, 
and specifically consent in respect to sensitive data and changes to privacy 
practices’ (Poole, 2009, p. 16).   
 
From a regulation perspective, a preliminary staff report, titled ‘Protecting Consumer 
Privacy in an Era of Rapid Change’ was produced by the FTC (as cited in Goldfarb 
& Tucker, 2011).  The FTC report identified three groups of consumers who might 
be harmed in the current BT environment, and then they outlined an argument for 
benefits to increased regulation.  The three consumer groups of concern included the: 
 Concerned consumer: those consumers troubled/concerned by the collection 
and sharing of their personal information; 
 Unaware consumer: those consumers who have no idea (lack of awareness) 
that their information is being collected and shared; 
 Imperceptive to risk consumer: Consumers - some teenagers for example, 
who may be aware of the sharing of their personal information taking place, 
but they may not appreciate the risks of such information sharing (FTC as 
cited in Goldfarb & Tucker, 2011). 
 
In 2010, Advantage Media in conjunction with YouGov conducted a British survey, 
into consumer awareness of BT practices (Roberts, 2010).  Key findings from this 
research found that of the consumers surveyed, 53% stated that if they could they 
would make BT advertisements go away or delete them; 37% of consumers surveyed 
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stated that they would think badly of a brand that used online advertisements to track 
their online activities; 45% of consumers surveyed stated they had never seen a 
relevant advertisement based on their online behaviour; and finally 31% of those 
consumers surveyed believed they had experienced a relevant advertisement targeted 
to them based on their online behaviour (Roberts, 2010).  The effect of BT is 
therefore greatly influenced by the consumer’s level of awareness that their personal 
information is being tracked and used, and their perception of the value of 
personalised communications (or offers) provided to them.  
 
Growing awareness of privacy risks has also led to the blocking of cookies by 
consumers (Dwyer, 2009) which can be setup through selected software programs on 
one’s personal computer.  This technology offers a level of control for consumers, 
which greatly impacts on the marketer’s ability to collect and use consumer personal 
data, for the benefit of personalisation.  Advertising networks however, have 
responded by implementing a three-way approach including: 1) tagging each 
consumer with browser cookies; 2) the use of web beacons; and 3) the use of Flash 
cookies (Dwyer, 2009).  Whilst several questions about the regulation of BT 
practices remain unanswered and opinions continue to differ, there is no question 
overclaim that the use of BT is a powerful and highly valuable tool for marketers.   
 
BT allows marketers to create personalised marketing offers to consumers, based on 
the data collected online.  The advantages for consumers include more streamlined 
and relevant marketing offers and less irrelevant advertising clutter.  However, the 
trade-off might be that the personalisation of marketing offers may come at the 
expense of the consumer’s privacy.  In order to balance the need for the consumer’s 
personal information with the trade-off (benefit to them), marketers need to be aware 
of the level of consumer concern over the collection and use of their personal data 
through BT.  Ultimately BT is a highly effective tool for marketers to develop 
personalisation strategies which improve the targeting of messages to consumers. 
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2.2 Issues for consumers 
2.2.1 Personalisation strategies 
BT allows marketers to adopt personalisation strategies to send the right message, to 
the right consumer, at the right time (Cannon, 2002).  Chellappa and Sin (2005, p. 
181) define personalisation as ‘the ability to proactively tailor products and product 
purchasing experiences to tastes of individual consumers based upon their personal 
and preference information’.  Personalisation involves delivering the tailored 
content, with an advertising message that is relevant for interpersonal 
communications (Kim & Han, 2014), to the consumer at just the right time, thereby 
reducing the amount of delivered content and increasing information accessibility 
(Ho, 2006).  The consumer is more likely to perceive that the advertising message 
content includes useful information, when personalised and appears relevant (Kim & 
Han, 2014). 
 
Personalisation is dependent on two key factors: 1) the marketer’s ability to acquire 
and process consumer information; and 2) consumer willingness to share their 
information and use personalisation services (Chellappa & Sin, 2005).  As a result, 
personalisation and privacy can be in conflict (Cannon, 2002; Taylor, Papadopoulou, 
Gallacher & Williams, 2013) which is often referred to as the Personalisation-
Privacy Paradox (Taylor etal., 2013; Xu et al., 2011).  Xu et al. (2011, p. 42) explains 
the personalisation-versus-privacy predicament as mirroring a paradox where 
‘consumers give out their private information with subjective expectations that the 
associated service provider will personalise transactions based on their profiles and 
trust that the provider will not indiscriminately share their personal information’.  In 
fact in many cases, personalisation can be infeasible to achieve without some loss of 
privacy (Chellappa & Sin, 2005).  Taylor et al. (2013, p. 9) argue that consumer 
information is needed for personalisation to function properly, however privacy 
attempts to ‘hide information to protect it from misuse’.  A significant amount of 
research has been undertaken into personalisation versus privacy (Awad & Krishnan, 
2006; Chellappa & Shivendu, 2006; 2007; Chellappa & Sin, 2005; Kobsa, 2007; Lee 
& Cranage, 2011; Lee, Ahn & Bang, 2011; Sundar & Marathe, 2010; Taylor, Davis, 
& Jillapalli, 2009; Volokh, 2000) with a growing depth of research focusing on the 
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online environment (Awad & Krishnan, 2006; Chellappa & Sin, 2005; Ho, 2006; 
Kobsa, 2007; Taylor et al., 2009).  
 
Consumers want useful personalised services, however there appears to be concern 
with the manner in which firms are using consumer data for personalisation (Ho, 
2006).  Chellappa and Sin (2005) state that in certain situations consumers may not 
be willing to share information about themselves due to privacy concerns, 
particularly in the online environment.  Such privacy concerns pertain to how the 
consumer’s personal information is collected and used, whether their personal 
information will be passed onto third parties and the fear of identity theft.  Lee and 
Cranage (2011) argue that personalised services lead to positive consumer responses, 
including increased willingness/likelihood to disclose personal information and to 
make purchases.  Further, Culnan (2000) suggests that consumers place a premium 
on their privacy.  From a marketer’s viewpoint, personalisation benefits the 
company, the customer and the supplier (Cannon, 2002).  The marketer’s challenge 
therefore is to understand the level of information or specific type of information and 
under what circumstances, the consumer is willing to share their information with the 
marketer.   
 
Consumers may be willing to share their personal information and preferences if they 
realise that there are benefits to be obtained in return (Culnan & Armstrong, 1999) 
and if the consumer perceives value in those benefits.  Volokh (2000, p. 88) agrees, 
stating that many businesses will realise that to lure consumers they must provide 
both personalisation and a promise that the consumer’s personal information 
collected will remain confidential.  Ultimately, the more marketers can personalise 
offers and marketing communications to consumers, without raising privacy 
concerns, the more perceived value the consumer gains and therefore the more long 
term sales and market share achievable for the client.  Consumer privacy concerns 
over collection and use of personal data, greatly influences the ability of marketers to 
produce personalised communications to consumers and thus warrants further 
attention. Therefore, of great importance to this research is the first research 
question: How do consumer attitudes towards a brand, affect the giving of personal 
information online?  
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2.2.2 Privacy  
The internet, with no borders and limited regulation, has led to consumer online 
privacy concerns globally (Wu et al., 2012).  Consumers are concerned about the 
privacy of their personal information online and are actively taking protective actions 
in order to reduce their level of risk regarding their information disclosure (Li, 2012; 
Taylor, Ferguson, Ellen & Biswas, 2015).  Measures that consumers are taking to 
protect their online privacy include refusing to provide their personal information to 
a website or brand online; providing inaccurate/falsified information; or removing 
their personal information from a website (Li, 2012).  Therefore, today’s challenge 
for marketers involves balancing the need to encourage consumers to willingly 
provide their personal information online for the benefit of personalisation, whilst 
understanding and managing consumer privacy concerns.   
 
For marketers and brands online, in order to maximise marketing effectiveness and 
minimise costs, the industry has developed an increased reliance on databases, 
‘customised persuasion’, and other information intensive strategies and tactics for 
profiling and following.  Digital media has provided marketers with new tools and 
increased capability (at decreased costs), to collect and use consumer data in ways 
which had previously not been possible, and to tailor content based on user 
behaviours and/or personal information (Sundar & Marathe, 2010).  Consumers 
benefit from the online collection of their data through the outcome (benefit) of 
individualised product offerings, price discounts and special promotions (Taylor et 
al., 2015).  While methods such as BT and the use of cookies and tracking software 
have allowed marketers the ability to more efficiently collect new types of consumer 
data (including online click-and-viewing patterns), which can be used to build a 
profile and target individual consumers (Gray, 2014; Milne, 2000; Rao et al., 2014), 
consumer concerns in relation to the collection and use of their personal data have 
grown significantly.   
 
In addition, consumers have become more techno-savvy and aware of the collection 
and use of some of their personal data, and as a result serious concerns have arisen 
regarding the extent to which marketers should be allowed to gather and use personal 
information about consumers (Nill & Aalberts, 2014).  When applying the privacy 
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construct to marketing practices, one of the primary difficulties outlined by Phelps et 
al. (2000), involves actually being able to establish and document ‘harm’ to the 
consumer, as a result of perceived invasions of privacy.  In this sense, harm refers to 
privacy harm, or rather, a threat to consumer privacy.  Sheenhan and Hoy (2000) 
state, in marketing practice it is difficult to differentiate between what is genuine 
harm and what is simply annoyance for the consumer.  However, Hann, Hui, Lee, 
and Png (2008) contend that marketing directly imposes privacy harm on consumers 
and as a result, indirectly leads consumers to avoid marketing in two ways, by 
concealment and deflection  This issue is quite challenging for marketers, as some 
online consumers are unaware of any privacy risks, and therefore may have a low 
level of concern and protection mechanisms in place, whilst other consumers are 
very active in protecting their information online (Drennan, Mort, & Previte, 2006). 
 
As a result of the dynamism of online technologies and practices such as BT, 
information privacy has become one of the most important ethical issues of the 
information age.  Whilst the issue of consumer privacy is of paramount importance 
to marketers and companies alike (as well as the consumer), even more than 100 
years after Warren and Brandeis (1890, as cited in Phelps et al., 2000) labelled 
privacy as being ‘the right to be left alone’, there is still no agreed on, universal 
definition of privacy in academic research (Dinev, Xu, Smith & Hart, 2013; 
Goodwin, 1991; Nowak & Phelps, 1995).  Goodwin’s (1991, p. 152) definition of 
consumer privacy however, is the most commonly cited and accepted definition in 
marketing literature (Foxman & Kilcoyne, 1993; Milne, 2000; Myerscough et al., 
2006), and this definition is adopted in this research: 
the consumer's ability to control (a) presence of other people in the 
environment during a market transaction or consumption behaviour and (b) 
dissemination of information related to or provided during such transactions 
or behaviours to those who were not present. 
 
Goodwin (1991) further defines consumer privacy on the basis of two dimensions: 
control over information disclosure; and control over unwanted intrusions into the 
consumer's environment.  ‘Disclosure of information’ relates to the capturing and 
storing of the consumer’s information (both willingly supplied by the consumer and 
unknowingly collected) into a database and ‘unwanted intrusions’ includes 
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unsolicited communications, such as direct mail, telemarketing, electronic direct mail 
and the practice of BT.  The use of new technologies and BT have resulted in 
consumers being increasingly more concerned about their personal privacy, which 
has led many consumers to being unwilling to disclose their personal information 
(Dinev & Hart, 2006; Miltgen & Peyrat-Guillard, 2014; Olivero & Lunt, 2004) or 
even to provide misleading or incorrect/falsified information to marketers (Li, 2012; 
Sheehan & Hoy, 1999).  When consumers perceive their information privacy is at 
risk or has been breached, the common negative side effect for marketers is one of 
‘electronic retaliation’ by consumers ‘flaming’ or posting negative comments on 
discussion boards/blogs (Culnan & Armstrong, 1999).  Such online comments can 
remain on the web and can be difficult for marketers/companies to resolve or recover 
from. 
 
In one of the first studies on the online environment, Olivero and Lunt (2004) 
investigated consumer privacy concerns versus willingness to disclose in e-
commerce exchanges.  In their research study, privacy concerns were expressed for 
the monitoring of users’ movements among websites; fraudulent activities of 
information extraction; and information passed on to third parties.  Adopting an 
interpretative approach and using grounded theory analysis, they found an 
association between perceived risk and awareness of information collection/ 
extraction and an overall consumer shift in concern from trust issues, to issues of 
control (Olivero & Lunt, 2004).  Consumers are actively demanding control over 
their information in an effort to reduce their perceived level of risk in relation to 
information disclosure.  A key finding from Olivero and Lunt’s (2004) study is that 
risk awareness reduces the level of consumer trust, whilst increasing the demand for 
control and desire for rewards.  These issues result in difficulties for the marketer in 
managing the relationship with the consumer, and increasing the consumer’s 
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Supporting this view, Culnan and Armstrong (1999) state that consumers are less 
likely to perceive the collection of their personal information as privacy-invasive 
when:  
 they have a relationship with the company;  
 they feel they have the ability to control future use of their information;  
 the information collected/used is relevant to the transaction from which it was 
gained; and  
 the information collected will be used to draw ‘reliable and valid inferences 
about them’.   
For marketers, it is vitally important to understand the type or amount of information 
that raises consumer concerns about their privacy, in relation to first receiving 
marketing communications; and secondly, in relation to the collection and use of 
their personal data.   
 
Whilst most consumer data used by marketers involves ‘group level’ as opposed to 
‘individual level’ consumer information, the greatest threats to consumer privacy are 
those which involve individual-specific consumer data (Nowak & Phelps, 1995).  
Individual level information includes the consumer’s name and address details, 
demographic characteristics, their lifestyle interests, shopping preferences, and 
purchase histories (Nowak & Phelps, 1995).  The benefits of marketers collecting 
and using individual-level consumer data include reduced advertising clutter (less 
reliance on mass advertising), the creation of more relevant advertising messages to 
the consumer and ultimately reduced marketing costs.  Nowak and Phelps (1995) 
summarise information-related knowledge and perceived consumer control, 
highlighting when privacy may be of concern to the consumer (refer to Table 2.1).   
 
Nowak and Phelps (1995) suggest increasing the consumers’ level of information 
knowledge (for example, in relation to collection, use and who has access to their 
data), and control can lead to a reduction in their level of concern for privacy.  In 
order to achieve this ‘privacy does not matter’ stage, the recommendation is for 
marketers to regularly inform consumers when their individual-specific data is being 
collected, advise them as to how the information will be used, and outline who will 
have access to the personal data (Nowak & Phelps, 1995).  
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Consumer privacy concerns can reduce the personalisation benefits that marketers 
can offer to consumers (Andrade et al., 2002), as it can lead to consumer 
unwillingness to provide their personal information online, lost sales (through 
rejection of e-commerce), or even an unwillingness on the part of the consumer to 
use the internet (Wu et al., 2012).  Therefore, understanding the consumer’s level of 
privacy concern and addressing these issues is paramount to the success of the 
consumer-marketer relationship.   
 
Table 2.1 Using amount of information-related knowledge and control, based on Nowak & Phelps (1995, p. 
57) 
 
Building on their examination of the level of consumer control and knowledge, 
Phelps, Nowak & Ferrell (2000) constructed a conceptual framework (refer to Figure 
2.2) for understanding consumer privacy concerns.  Phelps et al. (2000) identified 
four factors which influence consumers’ overall concern in relation to how their 
personal information is used, these include: type of personal information requested; 








Consumer willingly supplies the information to the marketer, for a specific purpose, 
which is known to the consumer. The marketer uses that information only for the purpose 










Privacy concerns are reduced by the following: 
Consumers are made aware anytime individual-level information is being collected. 
 
Marketers inform consumers of the uses of the information that consumers are asked to 
provide. 
 
Consumers are allowed easy access to the information that pertains to them (e.g., allowing 
the consumer to check his or her credit rating information). 
 






LITTLE OR NO CONTROL 
LOW KNOWLEDGE 
 
Consumer is unaware information is being collected and therefore unaware of the uses of 
that information. 
 
Consumer supplies the information for one purpose and the information is used for other 
purposes without the consumer’s knowledge or consent. 
 
A third party supplies individual-level information without the consumer’s knowledge or 
consent to the data transfer or the ultimate uses of that data.   
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offered in the exchange; and consumer characteristics.  In addition to Phelps et al’s. 
(2000) research Lwin, Wirtz and Williams (2007) also found that concern for 
collection of personal information online increased dramatically when sensitive data 
was requested that was incongruent/not relevant to the sale or inquiry. 
 
Figure 2.2 Conceptual Model for understanding consumer privacy concerns (Phelps et al., 2000, p.31) 
 
 
While marketers see strategic advantage in optimising conditions for the disclosure 
of privacy information, they are also bound by privacy regulations and ethical issues 
in relation to the collection and use of consumer data.  Many such legal codes of 
conduct and legislation have been based on more traditional and controllable 
channels of communication, rather than the online environment.  The evolution of 
technology is challenging marketers to balance consumer privacy concerns and new 
and potential legislations, with the need to collect personal individual-level consumer 
data in order to engage in relationship marketing and specifically to tailor effective 
and relevant marketing offers to consumers, based on the consumer’s specific 
interests (Culnan & Armstrong, 1999).  
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Whilst privacy concerns are of paramount importance to the consumer, in relation to 
what personal information is collected, how the information is used and whether the 
information might be shared with third parties (Nowak & Phelps, 1995; Phelps, 
D'Souza & Nowak, 2001), prior research has found consumers are willing to disclose 
their personal information in exchange for some economic or social benefit (Culnan 
& Armstrong, 1999; Milne, 2000; Myerscough et al., 2006; Phelps et al., 2000) as 
long as the perceived benefit exceeds the perceived risk (Culnan & Armstrong, 1999, 
p. 106).  Many privacy researchers refer to this as the ‘privacy calculus’, an 
assessment that the consumer’s personal data will be used fairly and without negative 
consequences (Awad & Krishnan, 2006; Chellappa & Shivendu, 2006; 2007; 
Chellappa & Sin, 2005; Culnan & Armstrong, 1999; Dinev & Hart, 2005; Kobsa, 
2007; Lee & Cranage, 2011; Lee et al., 2011; Taylor et al, 2009).  The benefits/trade-
offs consumers will accept for the disclosure of their personal information include 
increased information, financial rewards or additional/improved services (Olivero & 
Lunt, 2004).  Whilst trade-offs can be offered to consumers to incentivise them to 
share their personal information with marketers for the benefit of personalisation, it 
is the level/depth of individual concern for information privacy which will affect the 
consumers’ willingness/likelihood to share.   
 
An extensive review of literature on consumer privacy concerns has been undertaken 
and is presented in Table 2.2, specifically relating to the collection and use of 
personal consumer data in both the offline and online environments (and extending 
on research undertaken by Awad and Krishnan (2006)).  Of particular interest to this 
study is research undertaken by Malhotra, Kim and Agarwal (2004), Smith et al. 
(1996), Okazaki, Li and Hirose (2009) and Myerscough et al. (2006).  These 
academics were at the forefront of designing measurement scales for investigating 
consumer privacy concerns.  The following section discusses the evolution of these 
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Any link to "Brand":  
"Brand Loyalty"  
"Brand Value"  
"Role of Brand" 
"Company Reputation" 
Laufer et al.  
(1976) 
What are some of the factors of privacy? 
What factors affect consumer concern 
over privacy invasions? 
Offline 
• Concern about immediate event 
• Concern about future events 
• Control over information usage 
• Consumer privacy concern 
Environmental 
psychology 
Perceived control over various uses of information results in 
less consumer concerns over privacy invasions. 
NO 
Stone et al. 
(1983) 
How do values, beliefs, and attitudes 
towards information privacy vary across 
organisational types? 
Offline 
• Information privacy values  
• Information privacy beliefs 
• Information privacy attitudes 
• Types of organisations 
Applied psychology 
The more a user values privacy, or rather, the more 
concerned about privacy, the less control the consumer 




How does information acquisition affect 
physical/ social structure in a work 
environment? 
Offline 
• Type of personality inventory 
• Purpose of information request for 
information on individuals' reactions 
to personality inventories 
• Information flows 
• Individual information rights 
• Physical structure of work 
environment 
• Social structure of work 
environment 
• Job acceptance rate  
• Job turnover 
Expectancy theory of 
motivation 
Organisations that do not consider the rights of individuals 
may experience lower job acceptance rates, higher turnover, 




What are the elements of the right of 
consumer information privacy? 
Offline 
• Environmental control 
• Social use of information control 
Control as central aspect 
of privacy; social 
psychology 
Consumer privacy is defined based on two dimensions of 
control: control of information disclosure, and control over 




What factors affect consumer attitudes 
toward secondary information use? 
Offline 
• Attitude toward secondary 
information use                             
• Concern for privacy                  
• Attitudes toward direct mail 
marketing 
• Demographics 
No general theory of 
secondary information 
use applied 
Control differentiates participants' attitude toward secondary 
information usage. Study participants with positive attitude 
are less concerned about privacy, perceive shopping by mail 





What are the ethical dimensions of 




• Consumer control of information 
• Ethics 
• Privacy safeguards (legislation) 
Teleological theories: 
Ethical egoism and 
utilitarianism 
If a fair and thorough utilitarian analysis is performed, the 
costs of the unconstrained use of consumer information far 
exceed the benefits; in the face of rising consumer activism 
and legislation, marketers need to adopt a course of action 
that will resolve the ethical conflicts relating to consumer 


















Any link to "Brand":  
"Brand Loyalty"  
"Brand Value"  
"Role of Brand" 
"Company Reputation" 
Smith (1994) 
How should corporations manage 
information privacy policies? 
Offline 
The right of individuals and groups to 
decide when, where, and how 




Developed a model to explain corporate approaches to 





What are the primary dimensions of 
individuals' concerns about organisational 
information privacy practices? 
Offline 
• Privacy 
• Ethical issues of data collection; 
unauthorised secondary use; improper 
access; errors; reduced judgement; 
combining data 
 
Develops CFIP (concern 
for information privacy) 
scale (a parsimonious 
15-item instrument with 
four subscales tapping 





This study provides two major contributions to the privacy 
literature:  
(1) a framework describing the primary dimensions of 
individuals' concerns about organisational information 
privacy practices; and  




Why is initial trust level high? Offline 
• Disposition to trust  
• Institution-based trust  
• Cognitive processes 
• Trusting beliefs 
• Trusting intentions 
Cognitive approach 
Initial trust levels are based on specified conditions related 





Can organisations address privacy 
concerns through procedural fairness? 
Offline 
 
• Willingness to have personal 
information used with fair information 
practices 
• Willingness to have personal 
information used without fair 
information practices 
• Privacy 
• Direct marketing experience 
frequency 
Privacy calculus;  social 
contract theory 
When fair information practices are used, privacy concerns 




How are consumer concerns affecting the 
growth and development of online 
commercial activity?  
What are the implications of these 
concerns for one potential industry 
response: the commercial uses of online 
anonymity? 
Online 
• Relationship termination costs                                       
• Relationship benefits 
• Shared values 
• Communication 
• Opportunistic behaviour 
Five outcomes:                            
• Acquiescence                         
• Propensity to leave                  
• Cooperation                          
• Functional conflict 
• Decision-making uncertainty 
Consumers structure 
their decisions in the 
context of a relationship 
development process; 
Morgan and Hunt's 
(1994) key mediating 
variable model, based on 
relationship commitment 
and trust 
Recognising consumers' rights to data ownership on the 
internet is the first step.  Industry acceptance and 
enforcement of stated opt-out policies regarding information 
exchange is necessary. Ultimately, opt-in, informed consent   
policies are likely to reap the greatest rewards for online 
firms.  
Mentions "unbranded" 
product (e.g., no brand 
relationship) to explain 
"discrete transactions"  
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The purpose of this study is to begin to 
investigate the link between privacy 
concern and consumer behaviour in the 
online environment. As individuals' 
concerns with privacy increase: 
HI: the frequency with which they register for a website 
will decrease. 
H2: the frequency with which they provide inaccurate 
information to websites which request information will 
increase. 
H3: the frequency with which they provide incomplete 
information to websites which request information will 
increase. 
H4: the frequency with which they read unsolicited 
commercial e-mail will decrease. 
H5: the frequency with which they contact an internet 
Service Provider (ISP) about unsolicited e-mail will 
increase. 
H6: the frequency with which they request their names 
be removed from mailing lists will increase. 
H7: the frequency with which they send a highly 
negative message (i.e. a 'flame') to those sending 
unsolicited e-mail will increase. 
 
Online 
• Consumer complaining behaviour 
• Privacy concern 





As privacy concern increased, respondents reported that 
they were more likely to provide incomplete information to 
websites, to notify internet Service Providers (ISPs) about 
unsolicited e-mail, to request removal from mailing lists, 
and to send a "flame" to online entities sending unsolicited 
e-mail. Additionally, as privacy concern increased, 
respondents reported that they were less likely to register for 
websites requesting information. Implications for online 





• What are the privacy issues pertinent to 
online marketers collecting and using a 
consumer's information? 
• What are the ethical responsibilities of 
online marketers? 
• What policy initiatives are needed in this 
new transactional environment? 
Online 
• Online privacy 
• Control & knowledge 
• Ethics & regulation 
Discusses several 
theories: 
• Managerial egoism 
• Utilitarianism 
• Stakeholder theory 
• Virtue ethics 
• Integrative Social Contract 
theory 
• Duty-based theory 
• Power and responsibility 
equilibrium model 
Marketers and public policymakers both have a vested 
interest in solving the online privacy dilemma. Increasing 
consumers' confidence and trust in the privacy and security 
of their information will fuel growth of e-commerce on the 
internet. The arguments in support of self-regulation suggest 
a short-term approach. Public policymakers in the United 
States and Europe need to agree on common privacy 
standards, even if it is only at a minimal level. This article 
proposes that ethical standards, not just policy statements, 
should be adopted in confronting online privacy concerns.  
One minor mention "to 




What is the link between corporate 
privacy management practices and 
individuals concern over privacy and 
government regulation?  
Offline 
• Corporate management of personal 
data 
• Regulatory approaches to 
information privacy 
• Consumer reactions across cultures 
Theories of cultural 
values and governance; 
multidimensional 
theories of privacy 
A country's regulatory approach to information privacy is 




Can improving exchange mechanism 
provide consumers more control? 
Online and 
Offline 
• Information requests and disclosure 
statements  
• Information provision and marketing 
contact 
• Information capturing without 
consent 
• Information practices 
Information exchange 
framework 
Improving information exchange will better inform 
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What factors affect consumer name 
removal preferences? 
Are the existing mechanisms for 
providing consumer control adequate? 
Online and 
Offline 
• Consumer awareness of data 
• Knowledge of name removal 
mechanisms 
• Willingness to remove personal 
information from direct response 
• Preferences for controlling personal 
information across channels 
Consumer control and 
awareness as basis of 
consumer privacy 
Name removal preferences vary by channel, consumer 






Review of online retailer disclosures of 
various privacy and security related 
practices, to compare the prevalence of 
disclosures to a subset of data from a 
consumer survey. Goal: to evaluate 
potential relationships between online 
retailer practices and consumer 
perceptions of risk and purchase 
intentions across product categories. 
Online 
Examination of website from 381 
commercial enterprises based in the 
United States with respect to privacy 
and security issues. 
Empirical/descriptive 
study 
Provides a comparison point with FTC related 
research, the present examination of commercial websites 
delves further into internet privacy and security 
issues by examining the degree of favourableness of actual 
online retailer practices from a privacy policy perspective. 
In addition, by integrating data from a consumer 
 
No 
Phelps et al. 
(2000) 
What is the relationship among categories 
of personal information, beliefs about 
direct marketing, situational 
characteristics, specific privacy concerns, 
and consumers' direct marketing habits? 
Offline 
• Type of personal information 
requested 
• Amount of informational control 
offered 
• Potential consequences and benefits 
of exchange 
• Consumer characteristics 
Social contract theory 
Publicising data management practices can help address 




Do the five influences (awareness, usage, 
information sensitivity, familiarity with 
entity, & compensation) reflect the 
underlying dimensions of consumer 
privacy online? 
Online 
• Influences of consumer privacy 
concern  
• FTC's five core principles: Notice; 
Choice; Access; Security; Redress 
 
Adapts existing privacy 
frameworks (Foxman 
and Kilcoyne, 1993; 
Goodwin 1991; Nowak 
and Phelps 1995) which 
underscore the link 
between consumer 
control and whether 
consumers were 
informed or uninformed 
of their privacy rights.  
 
FTC's 5 core principles address many of online consumers' 
privacy concerns. However, two factors not directly 
incorporated in the five principles, the relationships between 
entities and online users and the exchange of information for 
appropriate compensation, may influence consumers' 
privacy concerns. 
Discusses 'relationship' 
but not 'brand' 
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Do privacy concerns and/or related 
variables, (i.e., willingness to provide 
information, the amount of control desired, 
purchase history, and attitude toward 
direct marketing) indirectly play a role in 
the purchase decision-making process? 
 
Offline 
• Interrelationships among antecedents 
and consequences of privacy concerns 
No general theory – 
empirical research 
Results indicate that a consumer’s attitude toward 
direct marketing and his/her desire for information control 




Which of three approaches are successful 
in encouraging self-disclosure? 
Online 
• Completeness of the privacy policy 
• Reputation of the company 
• Offer of a reward  
Social exchange theory 
Completeness of the privacy policy and reputation of the 
company reduce the level of concern over self-disclosure, 





How effective is permission-based mobile 
advertising and for which contexts is it 
well suited? 
Online 
• Type of advertisement              
• Relevance of advertising                     
• Frequency 
• Standard of copy 
• Reward 
• Explicit permission 
Elements of permission-
based marketing 
Consumers respond well to text ads that grab attention and 
are relevant. Explicit permission is essential. 
Mentions - as part of 
their study: Brand 
building, brand equity, 
brand attitudes, 




What are the antecedents to privacy 
concerns of internet users? 
Online 
• Perceptions of vulnerability 
• Trust 
• Personal interest 
• Ability to control 
• Privacy concerns  
Privacy calculus 
Perceived vulnerability, trust, and personal interest are 
antecedents to privacy concerns. 
No 
Hann, Hui, 
Lee & Png 
(2002) 
Exactly how much do individuals perceive 
to be the cost of releasing personal 
information online? 
Online 
• Privacy concerns 
• Cost-benefit analysis 
Privacy calculus 
Claims to be first study to estimate the dollar value of 
privacy concerns  by conducting a conjoint analysis 
exploring individuals’  trade-offs between the benefits and 
costs of providing personal information to websites.  
Investigates the value 






Which factors are important in building 
trust in an organisation? What role does 
trust play in building organisational 
relationships? 
Offline 
• Trust in the organisation 
• Perceived risk 
• Credibility 
• Past experience with company 
• Reputation of company 
• Perception of dependability 
• Willingness to provide information 
• Perception of relationship with 
company 
Trust as a driver of 
database marketing 
The consumer-firm relationship is dependent upon trust, 
which may be more dependent upon a company's reputation 
and dependability than on the purchase situation. 
Trust in company - 
leads to consumer 
perception of a 
relationship with the 
company.  
("Past experiences 
with company" and 
"reputation of 
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1. Can online users be segmented into 
distinct groups 
based on Westin’s typology of privacy 
concern? 
2. If so, are there differences in these 
groups based on 
demographics and/or their computer 
usage? 
Online 
• Privacy typologies 
• Situations: awareness, usage, 
information sensitivity, familiarity 
with entity, & compensation; & 
behaviours 
Applied Alan Westin's 
three-part typology of 
consumers based on their 
concerns with privacy in 
the “traditional” (i.e., not 
online) marketplace. 
 
This four-part typology suggests that the vast majority of 
online users have concerns about privacy that vary 
depending on the situation. The high percentage of 
respondents that fall into a pragmatic category also suggests 
that the contextual nature of the internet heightens the 
contextual nature of privacy online. The challenge becomes 
understanding the complexities 
of interactive communication to determine at which 
points many online users exhibit a level of concern that 
will cause them to act not in accordance with the desires of 
online communicators. Raising awareness of actions that 
online users can take is also necessary - If a group like the 
FTC publicised this type of information, online users would 
be aware of what types of things to look out for when they 







H1: Internet users’ information privacy 
concerns will have a negative effect on 
trusting beliefs. 
H2: Internet users’ information privacy 
concerns will have a positive effect on risk 
beliefs. 
H3: Trusting beliefs will have a negative 
effect on risk beliefs. 
H4: Trusting beliefs will have a positive 
effect on intention to reveal personal 
information. 
H5: Risk beliefs will have a negative effect 
on intention to reveal personal information. 
Online 
• Privacy concerns 
• Collection, control & awareness 
(IUIPC) 
• Trusting beliefs 
• Risk beliefs 
• Behavioural intention 
 
From Social Contract 
theory, they develop a 
theoretical framework on 
the dimensionality of 
internet users’ 
information privacy 
concerns (IUIPC) and 
build a scale for this 
framework. 
Testing a causal model 
on the relationship 
between IUIPC and 
behavioural intention 
toward releasing 
personal information at 
the request of a 
marketer.  
 
Findings suggest that the theory-driven construct of IUIPC 
will serve as a useful tool for analysing online consumers’ 
privacy concerns and reactions to various privacy threats on 
the internet. IUIPC, compared to CFIP, has a better model 
fit and a significantly stronger correlation with criterion 
variables. This article introduced a 10-item scale of IUIPC, 
which was shown to reasonably represent the dimensionality 
of privacy concerns, categorised as collection, control, and 
awareness. Using this scale, we were also able to 
demonstrate how consumers’ privacy concerns negatively 
influenced their willingness to carry on relationships with 
online companies 
Minor mentions of 
"consumer-firm 
relationships".  
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(1) The relation between control and trust 
in the negotiation of privacy; 
(2) The implications of offering rewards 
against disclosure and how the trade of 
personal information is perceived by 
consumers; 
(3) If & to what extent the perception of 
environmental risks affect relationships 
with companies and willingness to 
disclose. 
Online 






Interviewees reported willingness to disclose when the 
perceived benefits could justify costs such as time 
consumption and risks of vulnerability. It appears that if on 
one hand disclosure can be elicited by financial rewards on 
the other the trade of information reinforces the perception 
of risk, stimulating a need for protection that may imply 
lack of trust and be incompatible with the development of 
trust. Our results indicate that the awareness of the market 
value of information and the perception of increased risk 
motivate a need for emancipation from external power, 
which is expressed through the emerging demand for active 
control over the disclosure or use of information. This may 
be a symptom of the changing of the nature of the 
relationships with companies. More specifically, the demand 
for active control indicated the need for instruments that can 
allow consumers to take informed decisions in the 
exchanges with companies and trade appropriate benefits. 
By providing this kind of control firms can still aim at 
establishing successful relationships with consumers, 
although more based on cooperation and less on trust. 
One mention of  




How do consumer dispositions affect 






• Intent to use personalisation services 
Service quality 
measurement 
Personalisation and privacy are independent constructs. 
Personalisation value outweighs privacy concern in 
intention to use personalisation. 
One minor mention on 
p.198 “vendors build 
online trust, e.g., 
improving their brand 
image” + mentions 






H1: Internet privacy concerns have a 
negative effect on intention to transact. 
H2: Internet literacy has a negative effect 
on internet privacy concerns. 
H3: Internet literacy has a positive effect 
on intention to transact. 
H4: Social awareness has a positive effect 
on internet privacy concerns. 
 
Online 
• Internet literacy  
• Social awareness 
• Privacy concerns 
No general theory - 
proposed a theoretical 
model & tested the 
model through structural 
equation modelling 
(SEM) 
Social awareness was positively related and internet 
literacy was negatively related to internet privacy concerns. 
Moreover, internet privacy concerns were negatively related 
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RQ1: What types of information do DTC 
branded-drug websites collect? 
RQ2: To what degree are privacy policies 
of DTC branded-drug websites in 
compliance with the FTC guidelines for 
FIPs? 
RQ3: How readable are privacy notices at 
DTC branded-drug websites? 
RQ4: Do levels of compliance and 
readability vary by manufacturer? 
 
Online 
• Type of information collected 
• Privacy policies 
Content analysis of 
privacy policies 
Content analysis conducted found that privacy notices 
provide adequate disclosures of the types of information 
collected and intended uses of the information, but they 
provide insufficient information on security of collected 
data, post collection access of information by site visitors 
for review and revision, and consumer choice on how the 
information is used. 
Mentions 'branded 
advertising messages' 
in relation to framing 







RQ1: Do information transparency 
features, which provide knowledge of 
information and procedures, affect 
consumer willingness to be profiled online 
for personalised offerings? 
RQ2: Does the effect of information 
transparency features on a consumer’s 
willingness to be profiled online differ 
across personalised service versus 
personalised advertising?  
 
Online 
• Privacy concern 
• Information transparency 
• Importance of privacy policy 




Provides literature table summary on 'information privacy' 
from 1976 - 2005.  Our results indicate that customers who 
desire greater information transparency are less willing to be 
profiled.  
Recommendations: that firms adopt a strategy of providing 
features that address the needs of consumers who are more 
willing to partake in personalisation, therefore accepting that 
the privacy sensitive minority of consumers are unwilling to 






Through three models, research examines 
the strategic interaction between an online 
portal (which provides personalisation) 
that determines the service level to be 
offered and advertisers who pay the portal 
for placing advertisements through which 




• Online portals 
Model Testing 
Services contracted and profits are increasing in both the 
advertiser’s MVI  - marginal value for information, and the 
consumers P4P - personalisation for privacy ratio, although 
profits of the advertiser gains at a faster rate than the portals 
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1. The more privacy risk consumers 
perceive the less likely they are to 
provide personal information online: 
H1: Online perceived privacy risk will be 
negatively correlated with the willingness to 
provide personal information online. 
 
2. To discover the effect that privacy 
policy disclosure has upon perceived 
privacy risk and willingness to provide 
information online:  
H2a: When asked to provide personal 
information online, perceived privacy risk is 
lower for websites with stronger privacy 
statements than it is for websites with weaker 
privacy statements. 
H2b: When asked to provide personal 
information online, willingness to provide this 
personal information is greater for websites with 
stronger privacy statements than it is for 
websites with weaker privacy statements. 
 
3. By establishing trust and developing 
meaningful relationships with online 
consumers, then brands can work to 
reduce consumer anxiety online, as they 
have been found to offline:  
H3a: When asked to provide personal 
information online, perceived privacy risk is 
lower for stronger brands than it is for weaker 
brands. 
H3b: When asked to provide personal 
information online, willingness to provide this 
personal information is greater for stronger 
brands than it is for weaker brands. 
 
Online 
• Perceived privacy risk 
• Willingness to disclose 
 
Role of 2 factors: • Privacy statements 
• Brand strength 
No general theory; 2x2 
experimental procedure 
A clear negative relationship was found to exist between 
perceived privacy risk and willingness to provide personal 
information online; perceived privacy risk might be industry 
specific; increasing the strength of the privacy statement on 
a website will do nothing to affect the willingness to provide 
personal information online; This would suggest that by 
establishing long-term commitments to developing a trusted 
brand, marketing managers may succeed in alleviating the 
perception of privacy risk, which currently abounds at the 
consumer level; as brand strength increases, willingness to 
provide information shifts from unwilling to willing; to get 
consumers to provide their personal information, it is 
necessary to go beyond simple quick fix solutions, such as 
privacy statements, as these have little or no effect on 
consumers; when looking to reduce perceived privacy risks, 
long-term strategies to build consumer trust in the brand 
appear to be most effective; while willingness to provide 
personal information increases when brand strength is 
higher, there would seem to be no effect as a result of the 
strength of privacy statements.  






Research aim:  to develop a robust, 
reliable measure of privacy concerns and 
behaviour suitable for administration via 
the internet 
Online 
• Privacy concern 
• General and Technical Protection 
(behaviours) 
Scale development for 
online privacy testing 
In Study 1, 515 people completed an 82-item questionnaire from 
which the three scales were derived. In Study 2, scale validity 
was examined by comparing scores of individuals drawn from 
groups considered likely to differ in privacy-protective 
behaviours. In Study 3, correlations between the scores on the 
current scales and two established measures of privacy concern 
were examined. The authors conclude that these scales are 
reliable and valid instruments suitable for administration via the 
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Behavioural research suggests that 
consumers engage in a privacy calculus 
where they trade off their privacy costs 
from sharing information against their 
value from personalisation.  
 
Online 
• Online privacy  




Through a formal economic model of this personalisation-
for-privacy (p4p) trade-off, research examines welfare 
implications by characterising consumption utilities as "no-
free-disposal" functions. Research investigates the 
optimality of four regulatory regimes (through 
allowance/disallowance of usage-enforcing technologies, 
and private contracts) by analysing the strategic interaction 
between a monopolist who offers personalisation services 
"free of charge" and two consumer types-privacy and 
convenience seekers.  
 
‘Reputation’ mention: 
“the ability to collect 
information depends 
upon consumer trust in 
retailers, and this trust 
is intrinsically linked 
to the reputation of a 
firm”. 
Kobsa (2007) 
Article discusses the connection between 
online privacy and personalised websites, 
and the fact that practice of 
personalisation often entails gathering 
extensive amounts of data about 




• Online privacy  
• Privacy calculus 





There is ‘no silver bullet’ for radically enhancing the 
privacy-friendliness of personalised systems, neither 
technical nor legal nor social/organisational. 
Instead, numerous small enhancements should be introduced 
dependent on the application domain as well as the types of 
data, users, and personalisation goals involved.  
 





RQ:  proposes that when concerned 
individuals are faced with a perceived 
power-responsibility imbalance, they will 
resort to counteractive behaviours to 
reduce the perceived lack of equilibrium. 
Online 
• Online privacy 
• Power responsibility  
• Regulation  





Research investigated the moderating role of information 
sensitivity and congruency on the business policy-concern 
relationship across three industry contexts. Findings 
suggested that a strong business policy is effective in 
reducing concern when low sensitivity data are gathered, but 
insufficient in reducing concern for highly sensitive data. 
Furthermore, concern increased dramatically when sensitive 








Proposes a conceptual framework of e-
customer profiling for interactive 
personalisation by distinguishing content 
(that is, expected customer benefits) and 
process (that is, expected degree of 
interaction) issues. 
Online 
• Online privacy 
• Personalisation 
Conceptual model 
framework and testing 
Paper proposed a conceptual framework aimed at addressing 
personalisation efforts and the identification of expected/ 
desired content-related benefits and personalisation forms. 
Based on four dimensions - value, knowledge, orientation, 
and relationship quality, the framework explains both 
content-and interaction-based customer heterogeneity. Paper 
also presents a preliminary test of the framework and 




value / company (not 
related to brand) 
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Develops a conceptual model that links 
anteceding environmental factors with the 
resulting consumer responses using the power-
responsibility equilibrium perspective.  
 
Online 






development and testing 
Findings indicated: 
• robust perceived business policies and governmental regulation 
reduce consumer privacy concern 
• data showed that a perceived lack of business policy or 
governmental regulation results in consumers attempting to regain 
power balance through a variety of responses 
• increased concern resulted in higher power-enhancing responses 
such as the fabrication of personal information, use of privacy-





Research purpose: to explore the effects of 
privacy concern on positive consumer 
behaviours such as future purchasing, loyalty 
and positive word-of-mouth in the context of 
online personalisation. 
H1: The level of generalised online trust is negatively 
related to the level of privacy concern. 
H2: The level of privacy concern is negatively related to 
behavioural intentions. 
H3: Increasing levels of information control weaken the 
relationship between trust and privacy concern. 
H4: Increasing levels of information control weaken the 
relationship between privacy concern and behavioural 
intentions 
H5: A personalised non-cash compensation offer 
strengthens the relationship between trust and privacy 
concern. 
H6: A personalised cash compensation offer strengthens 
the relationship between trust and privacy concern. 
H7: A personalised non-cash compensation offer 
weakens the relationship between privacy concern and 
behavioural intentions. 
H8: A personalised cash compensation offer weakens 
the relationship between privacy concern and 
behavioural intentions. 
Online 
• Privacy concern   
• Personalisation 
• Information control 
• Compensation 
• Implicit data 
collection 
• Online trust 
Social Contract theory 
• Results found that increasing perceived information control 
reduces the negative effect of privacy concern on intentions to 
engage in positive behaviours.  
• In contrast, the offer of compensation has no effect on the 
relationship between privacy concern and these behavioural 
intentions. However, compensation increases the salience of trust 
to privacy concern. 
 







RQ: What are the factors that affect an 
individual’s intent to voluntarily disclose 
personal information to a website? 
H1: Trust in website will decrease risk perceptions of 
disclosing information.  
H2: Trust in website will positively influence user 
attitudes toward information disclosure.  
H3: Perceived risk will negatively influence user 
attitudes toward information disclosure.  
H4: Relevance of information asked will decrease risk 
perceptions of disclosing information.  
H5: Relevance of information asked will positively 
influence user attitudes toward information disclosure.  
H6: Attitude toward information disclosure will 
positively affect users’ intent to disclose information 
online.   
Online 
• Trust in a website 
• Risk 
• Relevance 
• Usefulness of 
website 
Theory of Reasoned 
Action (TRA) 
Study findings demonstrates that information relevance directly 
influences the risk beliefs and the attitudes of individuals whose 
risk perceptions decreased and formed positive attitudes towards 
disclosing information when they believed that the information 
requested was relevant. Consistent with prior research, trust in 
website had a similar affect on risk and attitude.  
 
Researchers claim despite the recognition of the construct in the 
context of information sharing, to the best of their knowledge, 
this was the first study in which it was tested in the nomological 
network of information disclosure.  
‘e-tailer reputation’ 
Value (not brand 
value) 
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Research objectives: (1) to examine how privacy 
assurance affects proximal outcomes of 
personalisation, such as perceived usefulness and 
privacy concerns; & (2) to identify the role such 
outcomes play in predicting customer 
behavioural responses, such as willingness to 
disclose personal information and make 
purchases. 
Online 
•  Personalisation 
•  Privacy assurance 




Findings report that enhancing privacy assurance increases the 
perceived usefulness of services and decreases customer privacy 
concerns. Customer behavioural responses are positively related to 
the perceived usefulness of services and negatively associated with 
privacy concerns. However, despite the positive effects on 
perceived usefulness and purchase intentions, personalisation has 





recommended as a 





Study develops and tests a framework of 
information privacy and its correlates, the latter 
often being confused with or built into 
definitions of information privacy per se.  
H1: Perceived information control positively 
affects perceived privacy. 
H2: Anonymity positively affects perceived 
information control. 
H3: Secrecy positively affects perceived 
information control. 
H4: Confidentiality positively affects perceived 
information control. 
H5: Perceived risk negatively affects perceived 
privacy. 
H6: Perceived benefits of information disclosure 
negatively affect perceived risk. 
H7: Information sensitivity positively affects 
perceived risk. 
H8 Importance of information transparency 
positively affects perceived risk. 
H9: Regulatory expectations positively affect 
perceived risk. 
Online 
• Privacy calculus 




Study enhances the theoretical understanding of information 
privacy and is useful for privacy advocates, and legal, management 
information systems, marketing, and social science scholars. 
The research model was empirically tested and validated in the 
Web 2.0 context, using a survey of Web 2.0 users.  
The study enhances the theoretical understanding of information 
privacy and is useful for privacy advocates, and legal, management 
information systems, marketing, and social science scholars. 
 
Mention of company 
(not related to brand 
reputation) 




RQ1: On which issues do people really focus 
when their privacy may be at risk? 
RQ2: How does culture influence PC and related 
behaviours, in particular for people from 
geographically proximate nations in Europe? 
RQ3: How do people of different ages vary in 
their attitudes toward privacy and their 
subsequent behaviours? 
Online 
• Privacy concerns  




Findings: Responsibility is relevant to personal data management, 
which represents a hotly contested issue. A geographical north-
south divide appears for the importance of responsibility as 
opposed to trust. Moreover, people regard disclosure differently in 
the south (as a choice) and east (as forced) of Europe. Younger 
people express more positive attitudes toward data management, 
feel more responsible, and are more confident in their ability to 
prevent possible data misuse. Their lower PC and greater 
protective behaviours (i.e., a potential reversed privacy paradox) 
may help explain contradictory results in prior literature. These 
results offer significant and useful theoretical, managerial, and 
policy implications.  
















Any link to "Brand":  
"Brand Loyalty"  
"Brand Value"  
"Role of Brand" 
"Company 
Reputation" 
Taylor et al. 
(2015) 
The objective of the paper was to advance 
understanding of how information privacy concerns 
are derived from the combination effects of 
individual traits that ultimately influence the 
consumer’s attitude towards data collection 
programs. The study investigated a hierarchical 
model of individual traits, information privacy 
orientation and consumer privacy concerns.  
General – not 
specific to 
online 
• Privacy concerns 
• Information privacy 
orientation (IPO) 
• Risk orientation 
Mowen’s Meta-theoretical 
Model of Motivation (3M 
model) 
Findings: results suggest that consumer attitudes toward data collection 
programs associated with personal shopping information (e.g., retail 
loyalty card programs) are determined through a hierarchical model of 
personal traits and contextual-dependent variables. Specifically, it was 
found that the compound traits of risk orientation and need for 
cognition influence the situational trait of information privacy 
orientation which leads to the surface trait of consumer privacy concern 
and ultimately attitude toward the information collection program.  
Value (but not brand 
specific) 





Overarching research question: 
What is the role of brand reputation in 
encouraging consumers to give personal 
information online? 
Study specific RQS: 
RQ1: How do consumer attitudes towards a 
brand, affect the giving of personal information 
online? 
RQ2: How does consumers’ experience with a 
brand, influence their willingness or 
unwillingness to share their personal information 
online? 
RQ3: To what extent is brand reputation an 
influence in encouraging consumers to give their 
personal information online? 
 
Online 
• Privacy concerns 




• Trusting beliefs 
• IUIPC dimensions: 
collection, control, 
awareness 
• Brand reputation 
• Behavioural 
intention – willingness 
to give 
Social Contract theory 
Privacy calculus 
The research is highly relevant as most privacy research undertaken to 
date focuses on the consumer side and consumer related concerns, with 
very little research in existence in relation to the role of brand 
reputation. Practical implications of this research study include gaining 
knowledge as to how to minimise online consumer privacy concerns; 
improve aspects of brand reputation; and provide insight on how to 
reduce consumer resistance to the collection of personal information 
and encourage consumer opt-in.  
Study One key findings revealed areas of consumer concern when 
personal information is being requested online: 1. Extent of personal 
information; 2. Excessive information; 3. Mandatory; 4. Other’s personal 
information; 5. Relevance; 6. Control ; 7. Support information; 8. 
Incentives; 9. Brand familiarity and trusting beliefs; 10. Consumer risk-
reduction strategies. 
Study Two key findings revealed the key triggers of consumer 
willingness to give personal data online as including: 1. Trust in source / 
good reputation; 2. Previous experience with the brand; 3. Website design & 
functionality; 4. Incentive offered; 5. Trust in financial institution; 6. Insider 
knowledge (group belonging); 7. Desires personalisation - wants offers 
tailored to me.  
For unwillingness to give, the top four of seven triggers were identified 
as being: 1. Too much information requested; 2. Information requested too 
personal (sensitive in nature); 3. Relevance and 4. Control. 
The importance of perceived benefits, or offer of incentives in order to 
reduce consumers’ level of perceived risk, was illustrated as being a 
significant component of influence in willingness to give.   
Study Three revealed significant negative relationships between 
collection and awareness on trusting beliefs and results indicated a 
significant ‘positive’ relationship between control and trusting beliefs.  
Further results revealed evidence of the extent to which brand 
reputation does influence (in the case of perceived value – willingness 
to give) and whereby brand reputation does not influence (in the case of 
trusting beliefs – willingness to give) consumer willingness to give 
personal information online.  Further, that lowering consumer risk 
online does not lead to a higher perception of value of information 
disclosure or willingness to give.  One of the most important findings 
in Study Three relates to the use of incentives, which revealed that 
consumers are not influenced by the existence of an offer or incentive.  
Therefore marketers should invest the funds allocated towards 
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2.2.3 Privacy models 
Information privacy concerns have emerged as an important issue for consumers, 
marketers and public policy makers alike.  Westin (1967, as cited in Malhotra et al., 
2004, p. 337) defines information privacy as ‘the claim of individuals, groups, or 
institutions to determine for themselves when, how, and to what extent information 
about them is communicated to others’.  Whilst the understanding of what types and 
how much information consumers are willing to share with marketers (usually as a 
trade-off for benefits of some kind) has become essential for marketing campaign 
success, few scales have been developed to test consumer information privacy 
concerns.  Firstly, in the offline environment Smith et al. (1996) developed a one-
dimensional global information privacy concern (GIPC) scale.  However, the 
downfall of the GIPC was that the scale was unable to address the specific 
dimensions of privacy concerns.  Smith et al. (1996) undertook further studies to 
create a multidimensional scale, concern for information privacy (CFIP).  The CFIP 
scale measures specific consumer privacy concerns based on a 15 item scale and 
identifies four dimensions of information privacy concerns: 1) collection; 2) 
unauthorised secondary use; 3) improper access; and 4) errors.  In addition to 
examining privacy literature and U.S. laws during the development of the CFIP 
instrument, Smith et al. (1996) undertook experience surveys and focus groups and 
included the involvement of expert judges.  The outcome was a framework which 
describes the primary dimensions of an individual’s information privacy concerns, as 
well as a validated instrument for measuring such concerns (Smith et al., 1996).  The 
psychometric properties of the 15 item CFIP scale have been empirically confirmed 
and the four-dimensional model has been proven to be a reliable and valid measure 
successfully applied to the context of offline direct marketing (Malhotra et al., 2004).   
 
With the widespread adoption of the internet and the expectation that online 
consumers would be different to offline consumers in terms of their concerns 
regarding information privacy, the CFIP model required revision and application to 
the online environment.  By drawing on SC theory (addressed in detail in section 
2.3.1), Malhotra et al. (2004) adapted the CFIP scale to the online environment to 
create the IUIPC scale.  In applying SC theory, Malhotra et al. (2004) state that 
consumer privacy cannot be fully understood without first being able to assess how 
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individuals define ‘justice’ within the long term exchange of personal information.  
Other studies (Caudill & Murphy, 2000; Culnan & Armstrong, 1999; Phelps et al., 
2000) have also applied SC theory, using perceptions of fairness and justice to 
explain the consumer-firm relationship.  Section 2.3.1 following, presents a detailed 
overview of SC theory and its application to marketing practice.  In order to test the 
relationship between the three first order dimensions (collection, control and 
awareness) and consumers’ behavioural intentions (willingness to provide their 
personal information at the request of the marketer), Malhotra et al. (2004) created a 
second-order construct IUIPC; developed a scale to measure the construct and then 
proposed and tested a causal model (refer to Figure 2.3) to examine the relationship.   
 






























In the development of their IUIPC framework, Malhotra et al. (2004, p. 337) applied 
McKnight, Cummings and Chervany’s (1998) trust-risk framework and Fishbein and 
Ajzen’s (1975) reasoned action paradigm to create a tool to analyse the reactions of 
online consumers to various online privacy threats.  Overall, IUIPC provides a 
multidimensional scale which measures ‘the degree to which an internet user is 
Notes. * Less sensitive information (0), more sensitive information (1), positive effect , negative effect 
.effect --. 
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concerned about online marketers’ collection of personal information, the user’s 
control over the collected information, and the user’s awareness of how the collected 
information is used’ (Malhotra et al., 2004, p. 338).  Three key factors which 
characterise the IUIPC model include collection, control, and awareness of privacy 
practices and these can be further classified as: 
 the collection factor captures the central theme of equitable information 
exchange based on the agreed social contract; 
 the control factor represents the freedom to voice an opinion or exit;  
 the awareness factor indicates understanding about established conditions and 
actual practices.  
 
2.2.3.1  Collection 
The first dimension of the IUIPC model, collection refers to the degree to which a 
person is concerned/worried about the amount of data possessed by others, relative to 
the value of the benefits received (Malhotra et al., 2004; Okazaki et al., 2009).  The 
collection dimension is grounded in SC’s principle of ‘distributive justice’, whereby 
in an equitable exchange, consumers give up some personal information in return for 
something of value, after evaluating the costs-benefits associated with the transaction 
(also referred to as the ‘privacy calculus’) (Malhotra et al., 2004).  Ultimately 
consumers would be reluctant to release their personal information if they expect a 
negative outcome.   
 
2.2.3.2  Control 
SC theory is strongly rooted in the principle of ‘procedural justice’ which involves 
individuals viewing ‘procedures as fair’ when they are in control of the procedures.  
In terms of the information privacy context, control is important because consumers 
are ‘taking high risks’ when they supply their personal information for marketing 
purposes.  Consumers achieve control by exercising their right to accept or reject the 
process or decision outcome.  An individual’s concern for information privacy 
therefore centres on whether the individual has control over their personal 
information, as manifested by the existence of voice (i.e., approval, modification) or 
exit (i.e., opt-out) (Caudill & Murphy, 2000; Malhotra et al., 2004).   
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 2.2.3.3 Awareness of privacy practices 
The final dimension of the IUIPC model, awareness, is a passive dimension of 
information privacy, and refers to the degree to which a consumer is concerned about 
his/her awareness of organisational information privacy practices (Malhotra et al., 
2004).  Two types of justice measure ‘awareness’: interactional justice (issues of 
transparency and propriety of information made during the enactment of procedures) 
and informational justice (disclosure of specific information) (Malhotra et al., 2004).   
 
The willingness of a consumer to provide their personal information will be 
dependent on the consumer’s perceived awareness of how the online data will be 
used, and whether the consumer is able to gain more information and transparency 
about how the data is being used, before providing their personal information.  
Whilst the CFIP factors capture some of these interactional /informational issues 
such as unauthorised secondary use, improper access, and errors, Malhotra et al. 
(2004) state the ‘awareness’ factor of the IUIPC model, based on SC theory, will 
succinctly convey these concerns about organisational practices.  In summary, in 
relation to the behavioural intention of encouraging consumers to be more willing to 
give their personal information online, it would appear that consumers’ level of 
concern for their online information privacy (IUIPC) would be negatively related to 
their level of trust (trusting beliefs), and positively related to their level of perceived 
risk.  As such, Hypothesis one (H1) and two (H2) can be postulated as follows: 
H1:  Consumer concern for their online information privacy (IUIPC) is 
negatively related to trusting beliefs. 
H2: Consumer concern for their online information privacy (IUIPC) is 
positively related to perceived risk of information disclosure. 
 
2.2.3.4  Extension of the IUIPC Model 
The IUIPC model was applied in Okazaki et al.’s (2009) study to investigate the 
consequences of consumers’ privacy concerns in the context of mobile advertising, 
and mobile users’ preferences for the degree of regulatory control in mobile 
advertising in Japan.  Their research model tested several psychological factors 
including prior negative experience, information privacy concerns, perceived 
ubiquity, trust, and perceived risk (Okazaki et al., 2009) on degree of regulatory 
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control.  Okazaki et al. (2009) applied SC theory and Malhotra et al’s. (2004) valid 
and reliable consumer privacy concern scale dimensions of collection, control and 
awareness of privacy practices.  They measured consumer ‘trust’ by adopting the 
Schlosser, White, and Lloyd (2006) trust scale, dimensions of ability, benevolence 
and integrity, and assessed consumer perceived risk by applying Malhotra et al’s. 
(2004) risk beliefs scale items.  In addition to measuring consumer privacy concerns, 
trust and risk, Okazaki et al. (2009) also introduced the dimension of perceived 
ubiquity (which they define as the user’s flexibility of time and location) related to their 
context of mobile communication.  Their model is presented in Figure 2.4.  
 




Similar to the studies undertaken by Malhotra et al. (2004) and Okazaki et al. (2009), 
Myerscough et al. (2006) investigated the role of perceived privacy risk, privacy 
statements and brand strength on consumers’ willingness to provide their personal 
information online.  This is the first study in the privacy area to include the 
dimension of brand, however the study did not investigate brand reputation or brand 
trust; instead they chose the dimension of brand strength.  Myerscough et al. (2006) 
selected strong and weak brands based on industry scales of Top 100 brands. The 
study also used website privacy statements as its focus.  Initially sample items were 
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generated for the construct domains and then through qualitative testing, these 
constructs were refined to result in a list of five items to measure online perceived 
privacy risk, and two items to measure willingness to provide personal information 
online.  Their model, shown in (Figure 2.5) includes some of the elements of the two 
preceding models including perceived privacy risk and a behavioural outcome. A 
commonly occurring construct in the Myerscough et al. (2006) and other studies is 
perceived privacy risk. This is explored in the following section. 
 
Figure 2.5 Model of willingness to provide personal information (Myerscough et al., 2006) 
 
 
2.2.4 Perceived Privacy Risk 
Perceived privacy risk is a relatively new concept to marketing research and the 
study of consumer behaviour (Myerscough et al., 2006).  The exponential growth of 
the internet and increasing consumer concerns for privacy as a result of internet 
growth and e-commerce, have exacerbated the issue and led perceived privacy risk to 
be a key area of concern for marketers.  The internet allows marketers to observe 
consumer online behaviour in real-time, and to create highly targeted, relevant and 
customised promotional offers for individual consumers based on their online 
activities and the information they share online.  However, the catch-22 (i.e., the 
need for the consumer’s information for the benefit of personalisation) is that 
consumers are becoming increasingly more wary and concerned about who is 
accessing and using their trail of valuable information left behind from their online 
activities (BT) and the possibility of unauthorised sharing of their personal 
information by marketers with third parties.  Such concerns can lead to consumer 
fears in relation to incorrect use of their personal information and identity threat.  
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Perceived privacy risk can be defined as the consumer’s perception of risk when 
marketers attempt to collect, use or distribute information about consumers and their 
behaviour (Myerscough et al., 2006, p. 117), or as defined by Dinev et. al. (2013, p. 
299) perceived risk is ‘a function of the expected outcomes of information disclosure, 
together with considerations for context (i.e., information sensitivity)’.  Extensive 
research has been undertaken to investigate the relationship between perceived risk 
and willingness to purchase among online consumers (Jarvenpaa, Tractinsky & 
Vitale, 2000; Jarvenpaa & Tractinsky, 1999; Miyazaki & Fernandez, 2000; Phelps et 
al., 2001).  Various studies have attempted to link perceived privacy risk to trust 
(Jarvenpaa et al., 2000) and control (Olivero & Lunt, 2004), with the 
recommendations that perceived privacy risk can be reduced by providing consumers 
with control (over their information) and by increasing their level of trust in the 
seller.  According to Dinev et. al. (2013) predictors of perceived risk include trust, 
self-efficacy, and structural assurances.   
 
Research undertaken by Zimmer et al. (2010) into information relevance, found that 
information relevance directly influences perceived risk: when a consumer perceives 
the information being collected as relevant, their level of perceived risk is reduced, 
and therefore they are more willing to give personal information.  Information being 
requested by a brand online is only relevant if it is perceived as legitimate or useful 
for the function or purpose of the website.  Zimmer et al. (2010) claim their research 
undertaken into relevance as a construct for examination in online privacy, is one of 
the first studies to investigate this area.  The following section investigates trusting 
beliefs and the relationship between trusting beliefs and perceived privacy risk and 
trusting beliefs and willingness to give. 
 
2.2.5 Trusting Beliefs 
Trusting beliefs, as borrowed from the trust-risk literature, was defined in the IUIPC 
model by Malhotra et al. (2004, p. 341) as ‘the degree to which people believe a firm 
is dependable in protecting consumers’ personal information’ or as defined by See-
To and Ho (2014, p. 185) ‘is a person’s specific trust on a firm and her beliefs that 
the firm will act according to her benefit’.  Stoel and Muhanna (2012, p. 249) define 
trusting beliefs as the ‘perceptions of one party about the trustworthiness of another’, 
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which leads to trusting intentions, and then results in a trust-related behaviour.  
Lankton, McKnight and Thatcher (2012, p. 655) state that trusting beliefs can 
encourage behavioural intention as they are capable of reducing the ‘complexity in 
social interactions by overriding beliefs that the trustee will behave in an 
opportunistic manner’.  In addition, trusting beliefs influence privacy restrictiveness 
behaviour (Lankton et al., 2012), and in application to the privacy calculus model, 
there is support that consumers who have a higher level of trusting beliefs are more 
willing to disclose information for e-commerce.  
 
A consumer’s personal traits are said to influence (to some extent), both trusting 
beliefs and risk beliefs/perceived risk.  Malhotra et al. (2004) postulated that one’s 
tendency to worry (express concern) over the privacy of one’s personal information, 
will influence how the person perceives an online request for their personal 
information by a marketer/brand.  Consistent with the Theory of Reasoned Action 
(Fishbein & Ajzen, 1975), Malhotra et al. (2004) proposed that internet users with a 
high degree of information privacy concerns are likely to be low on trusting beliefs 
and high on risk beliefs. 
 
Treiblmaier and Chong (2011, p. 78) refer to trust as ‘an individual’s willingness to 
accept vulnerability, with the expectation that the other party can be relied upon’.  
Even for those consumers who have a level of trust in a company, they still perceive 
a level of risk in the disclosure of their personal information, in the risk that the 
information might be intercepted during transmission into third party databases (via 
hacking or spoofing identity efforts) (Dinev & Hart, 2006; Treiblmaier & Chong, 
2011).  The perception was supported by research undertaken by Dinev and Hart 
(2006) which found that willingness to disclose personal information is affected by 
how possible consumers think their personal information can be misappropriated and 
misused by third parties.  In addition to the focus on consumer privacy concerns, the 
relationship between trusting beliefs and perceived risk; and trusting beliefs and 
behavioural intentions will be investigated.  It would therefore appear that trusting 
beliefs are negatively related to perceived risk of information disclosure; and in 
addition, trusting beliefs are positively related to willingness to give personal  
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information online.  This leads to the following hypotheses (H3 and H4): 
H3 Trusting beliefs is negatively related to perceived risk of information 
disclosure. 
 




2.3 Trade-offs in the online environment 
2.3.1 Social Contract Theory 
The origins of SC theory date back to 17th and 18th century Europe during which the 
theory was developed primarily as a justification for the ‘legitimacy of government at 
the time’ (Smith, Klein & Kimmel, 2006, p. 16).  Philosophers alike defined SC 
theory, including John Locke (applying ethics as obedience), Thomas Hobbes 
(applying ethics as accountability) and Jean-Jacques Rousseau (applying ethics as 
social transformation) (Dunfee et al., 1999; Jos, 2006).  According to Jos (2006, p. 
139) SC theorists provide ‘diverse accounts of human nature and the social 
processes that shape conflict, cooperation, and compliance’.  The three elements 
common to most SC theories include: 1) consent of the individual; 2) agreement 
among moral agents; and 3) a device or method by which an agreement (actual or 
hypothetical) is obtained (Dunfee et al., 1999, p. 17).  SC theorists have ‘much to 
offer when it comes to assessing the constraints and challenges that face professions 
as they seek to create shared values and ideals and ensure ethical practice with a 
minimum of external policing’ (Jos, 2006, p. 150). 
 
SC theory has attracted considerable attention in the business ethics field and has 
particular relevance to  marketing ethics, due to its shared focus on exchange 
(Dunfee et al., 1999).  The concept of SC theory has been applied both explicitly and 
implicitly in general marketing literature and is outlined as an ‘exchange-based 
model of ethics to understand the ethical issues associated with and to provide 
ethical guidance for a domain based on economic exchange’ (Dunfee et al., 1999, p. 
17).  Malhotra et al. (2004) state that SC theory has been effectively used as a 
conceptual tool for explaining consumer behaviour in the context of ‘information 
privacy’.  SC theory has been applied as the theoretical underpinning to the IUIPC 
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framework.  In the application of information privacy, SC theory ‘suggests that a 
firm’s collection of personally identifiable data is perceived to be fair only when the 
consumer is granted control over the information and the consumer is informed 
about the firm’s intended use of the information’ (Malhotra et al., 2004, p. 338).   
 
In applying SC theory, the majority of research into consumers’ willingness to share 
their personal information has been focused on the consumer, including their 
concerns over what information is collected, how much information is collected and 
whether other third parties might have access to their personal information.  It is 
equally conceivable that brand reputation is a guarantee of a certain quality product 
or service experience and forms a social contract with the consumer. 
 
2.3.2 Privacy Calculus Model 
The consumer’s individual decision process as to whether they willingly disclose 
their personal information to a marketer or brand online, in return for some form of 
benefit (economic, informational or social) is dependent on their conduct of a ‘cost-
benefit’ or ‘risk-benefit’ analysis, referred to as the ‘privacy calculus’ (Culnan & 
Bies, 2003; Dinev & Hart, 2006; Laufer & Wolfe, 1977;  Li et al., 2010; Li, 2012; 
Xu et al., 2013; Xu et al., 2011).  Privacy is regarded by the consumer as an 
entitlement which could be exchanged for some form of value, often with a 
behavioural intention occurring after the risk and benefit/return calculus has been 
determined (Xu et al., 2013).  In order for the consumer to be willing to give their 
personal information, the benefit of the information disclosure must exceed the 
perceived risk of the disclosure of personal information (Xu et al., 2013).  Consumer 
privacy concerns are not uniform, they are dependent on both individual and 
contextual factors, and consumers are selective in their willingness to share different 
types of information (Frost, Vermeulen, & Beekers, 2014).  The cumulative effect of 
the risk-benefit analysis is comparable to the construct of perceived value (Xu et al., 
2011).   
 
Limited studies have empirically tested the proposition of the privacy calculus (refer 
to Figure 2.6).  Key privacy calculus research studies undertaken to date have 
investigated the role of privacy calculus in relation to personalisation versus privacy 
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(Awad & Krishnan, 2006; Xu et al., 2011); examining an extended privacy calculus 
model for e-commerce transactions (Dinev & Hart, 2006) with further e-commerce 
transaction research extending on the privacy calculus model examining a case study 
of Italy and the United States (Dinev et al., 2006), Location-based services and the 
role of push-pull technology (Xu, Teo, Tan, & Agarwal, 2009); situational online 
information disclosure and privacy calculus (Li et al., 2010); factors which affect 
privacy disclosure on social network sites (Xu et al., 2013); privacy calculus in 
relation to the role of affect and cognition on online consumers' decision to disclose 
personal information to unfamiliar online vendors (Li, Sarathy, & Xu, 2011); and 
trust and perceived risk of personal information as antecedents of online information 
disclosure (Treiblmaier & Chong, 2011).  The privacy calculus model as tested by 
Xu et al. (2011) incorporates perceived benefits of information disclosure and 
perceived risks of information disclosure, as influencing consumers’ perceived value 
of information disclosure.  
 
Figure 2.6 Privacy Calculus Model as developed by Xu et al. (2011). 
 
 
2.3.2.1  Perceived Risks of Information Disclosure 
The behavioural intention of willingness to give is influenced by the consumer’s 
level of privacy risk, risk beliefs or perceived risks of information disclosure.  The 
level of perceived risk is dependent on how risky the consumer considers the act or 
exchange of their personal information to be (Treiblmaier & Chong, 2011) and 
includes the possibility of suffering some form or harm or loss (Yates & Stone, 1992) 
as a result of disclosing one’s personal information.  Malhotra et al’s. (2004) IUIPC 
research found that consumers having trust in a marketer can significantly lessen 
their perceived risk and ultimately a customer’s reluctance and willingness to 
disclose their personal information.  In addition, Malhotra et al. (2004) states that 
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consumers would be reluctant to release their personal information if they perceived 
negative outcomes.  The role of the brand/marketer is therefore to reduce the level of 
consumer perceived risk of information disclosure in order to increase their 
perceived value of the information exchange and thus increase consumer willingness 
to give their personal information online.  It would therefore appear that perceived 
risk is negatively related to perceived value - the higher the perceived risk, the lower 
the perceived value and therefore the consumer will be the more willing to give their 
personal information online.  As such, Hypothesis four (H5) can be postulated: 




2.3.2.2  Perceived Benefits of Information Disclosure 
Perceived benefits (or perceived usefulness) of information disclosure have been 
found to influence online shopping behaviour and consumer willingness to disclose 
their personal information (Li et al., 2010).  Such benefits to the consumer could be 
in the form or monetary rewards (discount, free freight, bundled purchases, or free 
services etc), informational value or more personalised services.  Consumers will 
willingly disclose their personal information in a social contract, as long as the 
perceived benefits surpass the perceived risks (Culnan & Armstrong, 1999).  Xu et 
al’s. (2011) research reported findings which indicate that personalisation is 
positively related to perceived benefits of information disclosure.  The role of the 
brand/marketer is therefore to increase the consumer’s perception of perceived 
benefits in the information exchange, in order to increase their perceived value of the 
information exchange, and thus increase their willingness to give their personal 
information online.  It would therefore appear that perceived benefit is positively 
related to perceived value - the higher the perceived benefit, the higher the perceived 
value, and therefore the consumer will be the more willing to give their personal  
information online.  As such, Hypothesis five (H6) can be postulated: 
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2.3.2.3  Perceived Value of Information Disclosure 
Perceived value of information disclosure is defined as the ‘individual's overall 
assessment of the utility of information disclosure, based on perceptions of privacy 
risks incurred and benefits received’ (Xu et al., 2011, p. 44).  Perceived value of 
information disclosure should be positively related to one’s willingness to give one’s 
personal information, being that the higher the consumer’s perception of perceived 
value, the higher is their willingness to give their personal information online.  This 
leads to the final privacy calculus hypothesis (H7) being: 
H7 Perceived value of information disclosure is positively related to 
willingness to give personal information. 
  
 
2.4 Responses from the Brand 
2.4.1 The concept and value of the brand 
A brand is not just something that we buy, it is something we avoid, or aspire to, and 
something we outgrow (Belch, Belch, Kerr, & Powell, 2014).  Aaker (2007, p. 23) 
cites branding as not simply a name and logo, but rather the brand is part of a 
‘coherent strategy, supported by actively managed and adequately funded brand-
building programs’.  Kapferer (2008) defines brand as a name with power to 
influence buyers, while de Chernatony (1999) adds that in order to thrive, a clear 
vision for the brand is needed to provide a well-defined sense of direction for the 
brand.  Ultimately, a brand allows ownership of the product/service, adds credibly 
and legitimacy, enhances visibility, and helps communicate facts (product/service 
offering) (Aaker, 2007, p. 10).  Branding allows marketers to define their offering, 
characteristics, personality and distinguishing qualities of their product, service, or 
idea, and segment this from competitors in the market.  The study of branding has 
increased in complexity, with some confusion over what brands are and what 
branding does (Jevons, 2005).  Like most marketing constructs, the definition of a 
brand has many and varied descriptions, with most being product orientated, as 
opposed to communication orientated; or which address evolving intangible 
components or consumer perceptions (Jevons, 2005).  The most commonly accepted 
definition of a brand in marketing literature is: ‘a distinguishing name and/symbol 
(such as logo, trademark, or package design) intended to identify the goods or 
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services of either one seller or a group of sellers, and to differentiate those goods or 
services from those of competitors’ (Aaker, 1991; The American Marketing 
Association as cited in Jevons, 2005).  This is a very old definition and implies 
marketer control of the brand.  A further insightful overview of a brand is provided 
by Agres and Dubitsky:  
the brand is a set of differentiating promises that links a product to its 
customers. The brand assures the customer of consistent quality plus 
superior value - for which the customer is willing to give loyalty and pay 
a price that results in a reasonable return to the brand.  Accordingly, the 
brand does not reside on the shelf even if the product does, but, rather, in 
the mind of the consumer (1996, pp. 21-22). 
 
Consumers establish relationships with brands on the basis of the brand’s 
characteristics and the perception and behaviour they have towards them (Veloutsou 
& Moutinho, 2009).  Brands allow companies to establish a unique identity which 
presents the opportunity to capture a large amount of repeat business (Jevons, 2005; 
Kapferer, 2012; Simmons, 2007).  Along with the digitalisation of the marketing 
environment, consumers have proactively become more interactive with brands, 
actively seeking out product and brand information and just generally connecting 
with the brand.  Consumers form relationships with products or services and 
ultimately with the brands themselves (Veloutsou & Moutinho, 2009).  
 
To the consumer a familiar brand guarantees a certain level of quality and 
satisfaction (Horppu, Kuivalainen, Tarkiainen, & Ellonen, 2008).  The consumer’s 
decision to purchase or pay attention to a product, service or idea can often be solely 
dependent on the brand name.  Whilst many brands have a physical appearance and a 
logo device, the perception of a brand lives primarily in the mind of the consumer.  It 
is a promise of satisfaction and it is often synonymous with reputation (Healy, 2008).  
Aaker (1996, p. 25) outlines a common mistake which many brand managers make, 
involving the primary focus being ‘the product attributes and tangible benefits of a 
brand’ as opposed to the ‘emotional and self-expressive benefits, as well as 
functional benefits’ which are key and most insightful.  The brand itself refers not 
only to the ‘product’, but to the context of consumption (Arvidsson, 2005).  
Consumers derive meaning for a brand from ‘a rich diversity of brand experiences 
that are themselves dependent on a rich variety of backgrounds and contexts’ 
(Jevons et al., 2005, p. 300).  Alternative definitions of brand have included ‘value 
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enhancement’ or adding value (Jevons, 2005).  What the consumer thinks about the 
brand influences the perception of value of the brand in the consumer’s mind.  
Branding involves value creation through the provision of an offer (or claim) to the 
consumer and the subsequent consumer experience gained from consumption, which 
encourages satisfied consumers to repeat purchase/ experience the brand (Aaker, 
1991; Ibeh, Luo, & Dinnie, 2005).  Therefore this research will investigate the 
second research question: How does consumers’ experience with a brand influence 
their willingness or unwillingness to share their personal information online? 
 
Kapferer (2008, para 18) refers to brands as living systems made up of three poles: 
products or services, name and concept (refer to Figure 2.7, The Brand System), 
asserting ‘what makes a name acquire the power of a brand is the product or service, 
together with the people at points of contact with the market, the price, the places, 
the communication – all the sources of cumulative brand experience’.  The ‘whole 
system’ consists of a concept with inherent value, an identified name and signs (such 
as logo/symbols), and as a brand asset, it only exists if the products/services also 
exist.  Differentiation (a key role in branding) is summarised by the brand concept, 
which involves the unique set of attributes (both tangible and intangible) that 
constitute the value proposition of the brand (Kapferer, 2008).  In order to gain 
market share and leadership Kapferer (2008, para 20) states that the brand must be: 
able to conjure up a big idea, and be attractive; experienced by people at contact 
points; activated by deeds and behaviours; communicated; and distributed. 
 




Of importance to the study of branding is how marketers apply branding in the online 
environment.  The following section will address this area in further detail. 
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2.4.2 Branding in the online environment  
Whilst understanding the brand in the offline environment has been an ongoing task 
for marketers, the integration of the online environment into marketing 
communication channels has created a more complex and dynamic challenge 
(Simmons, 2007) and thus identified the need for further research and investigation 
into branding online.  The internet offers opportunities for companies to efficiently 
build their brands online and to ‘enhance global reach’ (Eid, Al Sharief, & Hussein, 
2012, p. 22) 
 
Branding online is of interest to marketers because the dynamics of the brand in a 
computer-mediated environment may be different to the dynamics of a brand in the 
‘physical world’.  In devising online branding strategies marketers need to identify 
the differences in the ways consumers search for and collect information online.  For 
example, two important distinctions between offline and online, involve first, that 
consumers ‘scan’ as opposed to read materials when online, and secondly, consumers 
learn about brands through electronic conversations with other consumers (de 
Chernatony, 2000).  With increased information availability it is suggested that 
consumers will search for ‘best value’ irrespective of brand and that as a result 
branding may become less important for low value, frequently purchased items and 
continue to be important for the high value, infrequently purchased and highly 
differentiated items (Rowley, 2004).  
 
Simmons (2007, p. 545) has developed a framework using the key themes inherent in 
the branding literature.  These are described as the four pillars of i-branding (internet 
branding): 1) understanding customers; 2) marketing communications; 3) 
interactivity; and 4) content.  The pillars provide a framework from within which ‘to 
organise, integrate and discuss the current thinking in relation to what is critical in 
developing the internet successfully as a branding tool’ (Simmons, 2007, p. 545).  
Simmons, Thomas, Truong (2010, p. 1276) applied this conceptual framework in 
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A challenge for marketers in branding online, involves the lack of sensory interaction 
available (inability to touch/feel/smell etc) and consumer fears regarding the security 
of their personal information, and as a result the creation of trust through the 
development of strong internet brands will become critical for marketers (Eid et al., 
2012; Simmons, 2007).  de Chernatony (2000, p. 11) states that successful branding 
on the internet will increasingly come from organisations ‘who do not manage 
market conversations, but rather join in’.  The key for online businesses is therefore 
to search for new internet brand strategies which might assist them in creating some 
distinctiveness while engaging their customers (Simmons, 2007, p. 544).  Simmons 
(2007, p. 549) believes that within the internet context, personalisation is viewed as 
an integral element of marketing communications and that online communication 
combines mass media’s reach with the personalisation inherent in two-way dialogue, 
which was previously only possible using personal forms of promotion. 
 
2.4.3 Brand Reputation 
In the marketing context there is agreement amongst academics and practitioners 
alike that brand reputation is increasingly important, with a positive brand reputation 
in the minds of the consumer necessary for brand success and profitability 
(Veloutsou & Moutinho, 2009).  Brand reputation is ‘one of the primary contributors 
to perceived quality of the products carrying the brand name” and  “the aggregate 
perception of outsiders on the salient characteristics of companies, or brands’ 
(Veloutsou & Moutinho, 2009, p. 315), or rather brand reputation is the accumulated 
attitude towards a company (Jurisic & Azevedo, 2011).  Brand reputation is closely 
tied to consumers’ trust of product quality, which influences consumers’ purchase 
intentions (Chaudhuri & Holbrook, 2001; Oh, 2000).   
 
A clear distinction is necessary between brand reputation, brand attitude and brand 
experience.  Brand reputation differs from brand attitude, which refers to an overall 
evaluation of a brand, including cognitive, affective, and behavioural intentions 
(Olsen, Slotegraaf, & Chandukala, 2014).  Brand attitude strength is a predictor of 
consumer behaviour of interest to companies, including brand consideration, 
intention to purchase, purchase behaviour and brand choice (Whan Park, MacInnis, 
Priester, Eisingerich, & Iacobucci, 2010).  A key component of a brand’s value 
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(Olsen et al., 2014), brand attitude is based on certain attributes such as durability, 
incidence of defects, serviceability, features, performance, or ‘fit and finish’ (Aaker 
& Keller, 1990).  
 
Brand experience however refers to a consumer’s knowledge of and familiarity with 
a brand or brand category and has more impact than product features and benefits 
(Ha & Perks, 2005).  Brakus, Schmitt and Zarantonello (2009, p. 52) define brand 
experience as being “conceptualised as sensations, feelings, cognitions, and 
behavioural responses evoked by brand-related stimuli that are part of a brand’s 
design and identity, packaging, communications, and environments”.  Importantly, 
brand experience is distinct from other brand and customer-focused concepts and can 
be positive or negative, short-lived, or long-lasting (Zarantonello & Schmitt, 2010).  
The reputation of the brand has never been more under scrutiny than in today’s 
world, as a result of the online environment and the ability for consumers to 
instantaneously share information so easily.  Understanding the consumer’s attitudes 
towards the brand and their experience with the brand, allows marketers to assess the 
perceived reputation of the brand.  Brand reputation is an accumulation of consumer 
attitudes towards the brand and their experiences with the brand. Within this study 
brand reputation is perceived as an artefact of brand attitude and a guarantee of what 
to expect as a consumer (brand experience). 
 
Brand reputation is different from brand image, which is the consumer's mental 
picture of an offering (de Chernatony, 1999), or the representation of a brand in the 
consumer's mind, linked to an offering (Dobni & Zinkhan, 1990).  Keller (1993) 
states brand image is a set of perceptions about a brand that the consumer forms on 
reflection of their involvement/association with the brand.  These consumer 
perceptions are continually changing and many studies into brand image assume that 
the brand is passive (de Chernatony, 1999).  Whilst brand image is a well-known 
brand constructs in marketing research, brand reputation is a more powerful concept, 
as stated by de Chernatory (1999, p. 173) because it “assesses perceptions across 
many stakeholder groups, does not just focus on the most recent impression and is a 
predictor for stakeholders of future outcomes”.   
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According to Sarker Sengupta et al. (2015) research findings have confirmed that 
customers positively relate to brand reputation and as a result, this affects consumer 
perception of service performance and perceived benefits.  Jurisic and Azevedo 
(2011)  state that the customer-brand relationship can be strengthened through 
improving brand reputation and brand satisfaction.   
 
Brand reputation is not simply about keeping consumers happy and satisfied; brand 
reputation is earnt over time and encompasses how the consumer evaluates the brand 
(Veloutsou & Moutinho, 2009) and such evaluations will continue to change over 
time.  The better the brand reputation, the more consumers the company is likely to 
attract and therefore higher sales and profits are achievable in the market.  The 
reverse is the case for brands who develop a negative reputation, usually as a result 
of failing to fulfil stated intentions or marketing signals (Veloutsou & Moutinho, 
2009).  Brand reputation as an important factor influencing consumer-brand 
relationships deserves important attention and should be properly nurtured by 
marketing activities (Jurisic & Azevedo, 2011).  Therefore this research will explore 
the final research question: To what extent is brand reputation an influence in 
encouraging consumers to give their personal information online? 
 
Very few academic studies have investigated brand reputation as a moderator on 
behavioural intentions.  Key findings from research undertaken recently are 
summarised in the following: 
 Bang, Odio and Reio (2014) examined individuals’ volunteer intention for 
future sporting events, and found that brand reputation is a moderator in the 
relationships between attitude and volunteer intention and between subjective 
norm and volunteer intention; 
 Further, Palmeira (2014) examined the role of brand reputation on the impact 
of value product on perceptions of a premium product from the same brand; 
research found that brand reputation plays an important role in the interplay 
of products in line extensions;  
 Sarkar Sengupta, Balaji and Krishnan (2015) examined the different coping 
mechanisms used by customers when confronted by a service failure, and 
observed that brand reputation moderates the relationship between severity of 
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service failure and coping strategies, customer satisfaction and behavioural 
intentions under different conditions;  
 In addition, Akdeniz, Calantone and Voorhees (2013) examined how brand 
reputation and price and warranty affect consumer perceptions.  Findings 
revealed that consumers perceive stronger warranty (or higher price) claims 
as being more credible, when high brand reputation is perceived, and did not 
perceive higher product quality with a stronger warranty (or higher price) 
when brand reputation was low. 
 
This dissertation proposes that brand reputation moderates the relationships between 
consumers’ level of trusting beliefs and the consumers’ level of perceived value of 
information disclosure on their willingness to give their personal information online.  
Therefore the following moderation hypotheses can be postulated: 
H8 With greater brand reputation, the relationship between trusting beliefs 
and willingness to give personal information will be strengthened. 
 
H9 With greater brand reputation, the relationship between perceived value 
of information disclosure and willingness to give personal information 
will be strengthened. 
 
 
2.5 Developing the Conceptual Model 
A model to measure consumer online privacy concerns and the likelihood/ 
willingness of consumers to give personal information to marketers for 
personalisation has been developed from the literature.  The key constructs to be 
examined include: consumer online privacy concern (IUIPC dimensions of 
collection, control and awareness, trusting beliefs, perceived risks), behavioural 
intention (likelihood/ willingness to give, likelihood to advocate and attitude towards 
the brand) and brand reputation as a moderator on these relationships.  The proposed 
model can be seen in Figure 2.8.   
 
The model proposes a relationship between the independent variables (internet users 
information privacy concerns, perceived risk and brand reputation and trust) on the 
dependent variable (behavioural intentions –likelihood to give personal information).  
As can be seen by the model, it is expected that the higher the level of consumer 
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concern for their online privacy, the lower the likelihood of the consumer to 
willingly share their personal details with marketers online.  In addition, the lower 
the perceived risk, the greater the behavioural intention, and the higher the brand 
reputation/trust, then the greater the behavioural intention.   
 
Figure 2.8 Proposed model. Extension of Malhotra, Kim & Agarwal’s (2004) Internet Users Information Privacy 




When structural equation modelling is undertaken, it is suggested that behavioural 
intentions (including likelihood to give personal information, likelihood to advocate 
and attitude towards the brand) will be the outcome, or dependent variables.  It is 
suggested that behavioural intentions (including likelihood to give personal 
information, likelihood to advocate and attitude towards the brand) will be the 
outcome.  
 
This model proposes that, in addition to personal dispositions, the brand itself could 
have an important role in the likelihood of a consumer sharing their personal 
information with marketers online and for the benefits of personalisation.  By 
establishing trust and developing meaningful relationships with online consumers, 
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brands could work to reduce consumer anxiety online and increase consumer 
likelihood of sharing their personal information with marketers.  Only a few studies 
have linked online consumer privacy concerns to an element of ‘brand’, these 
include: company reputation (Andrade et al., 2002); past experiences and reputation 
of company (Schoenbachler & Gordon, 2002); brand equity and previous 
relationships (Tezinde, Smith, & Murphy, 2002).  Since very little research has been 
undertaken in relation to brand and online consumer privacy concerns, it is therefore 
proposed that this research will investigate the role of brand reputation in changing 
consumer behavioural intent and influencing consumers’ likelihood to give 
information. It is suggested that brand reputation could impact trusting beliefs and 
perceptions of risk, thereby effecting willingness to give. 
 
2.6 Conclusion 
Consumer privacy is an important consideration to consumers, marketers and 
regulators in the online environment.  Most of the research undertaken to date has 
focused on the consumer and their privacy concerns, their likelihood to give personal 
information and the resulting trade-offs (such as incentives, rewards).  Very few 
studies have included the brand in the equation, and of those undertaken, the key 
focus related to brand image, brand name or brand strength.  This research project 
will build on one of the most important studies regarding internet users online 
privacy concerns, with the addition of an important dimension of branding - brand 
reputation.  Therefore this research will address the overarching research question: 
What is the role of brand reputation in encouraging consumers to give personal 
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Chapter 3 
METHOD AND RESEARCH DESIGNS FOR  




The literature review presented in the previous chapter overviewed the theoretical 
foundations of this research and discussed the gap in research regarding the role of 
brand in encouraging consumers to give their personal information online. As 
outlined in chapter one, this research program comprises two qualitative studies and 
one quantitative study. A framework of this chapter is illustrated in Figure 3.1.   
This chapter first presents the research methods and design processes for the 
exploratory studies one and two, addressing their key research questions (sections 3.2 
and 3.3). Ethical considerations are then addressed (section 3.4), as well as the 
strength and limitations of the research methods (section 3.5) before ending with 
conclusions (section 3.6). The subsequent chapters four and five present the results 
from studies one and two consecutively.  
 
Figure 3.1 Chapter 3 Framework 
 
 
Source: Developed for this research  
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3.1 Use of a Mixed-Methods Design 
In Chapter One, Section 1.4, it was identified that this research study is underpinned 
by a postpositivist philosophy, in order to address the overarching research question: 
What is the role of brand reputation in encouraging consumers to give their personal 
information online?  The philosophical perspective is needed to explain the research 
method selected for the study (Guba & Lincoln, 1994).  A postpositivist 
methodology supports using a mixed-method design (Teddlie & Tashakkori, 2009).   
According to Johnson, Onwuegbuzie and Turner (2007, p. 123), mixed methods 
research is:  
the type of research in which a researcher or team of researchers combines 
elements of qualitative and quantitative research approaches (e.g., use of 
qualitative and quantitative viewpoints, data collection, analysis, inference 
techniques) for the broad purposes of breadth and depth of understanding 
and corroboration. 
The use of between-method triangulation was recommended by Denzin (1978, p. 14) 
who stated that by utilising mixed methods ‘the bias inherent in any particular data 
source, investigators, and particularly method will be cancelled out when used in 
conjunction with other data sources, investigators, and methods’.  Rossman and 
Wilson (as cited in Johnson et al., 2007, p. 115) identified three reasons for 
combining quantitative and qualitative research, including:  
first, combinations are used to enable confirmation or corroboration of each 
other through triangulation. Second, combinations are used to enable or to 
develop analysis in order to provide richer data. Third, combinations are 
used to initiate new modes of thinking by attending to paradoxes that emerge 
from the two data sources. 
This research conducted within the postpositivist paradigm asserts that ‘reality is 
assumed to exist, but to be only imperfectly apprehendable because of basically 
flawed human intellectual mechanism and the fundamentally intractable nature of 
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3.2 Study One – Research Method and Design 
3.2.1 Research Objective 
Study One is an exploratory research study conducted to investigate consumer 
attitudes and privacy concerns in the online environment, in order to gain an 
understanding of the role of brand in encouraging consumers to give their personal 
information online. An overview of Study One is summarised in Table 3.1.  The 
objective of Study One is to address the following research question: 
RQ1: How do consumer attitudes towards a brand, affect the giving of 
personal information online?  
 
Table 3.1 Summary of Study One 
 
STUDY #: STUDY 1 
Research Question 
How do consumer attitudes towards a brand, affect the 
giving of personal information online? 
Objectives of the 
Study 
To investigate consumer attitudes and privacy concerns when 
sharing their personal information with brands online.  
Research Method Qualitative 
Process Thematic Analysis 
Sample 
Focus Groups n=6 groups (total respondents n=40) 
(2x Gen Ys; 2x Gen Xs; 2x Baby Boomers) 
Analysis Method 
Thematic analysis using manual process and QSR NVivo 
Version 9.0 was undertaken 
 
3.2.2 Research Design and Justification 
A qualitative research approach was adopted for Study One, as the primary aim of 
the research was to collect a richness of data directly from consumers who interact 
with brands online.  Qualitative research is most suitable for this study since apart 
from searching for a deeper understanding of consumers’ lived experiences in the 
online environment, the context and the setting are considered extremely valuable 
(Marshall & Rossman, 1999).  
 
Study One data was collected via focus group research, in which consumers were 
informally interviewed in a group discussion setting (Neuman, 2006).  The focus 
group method is a qualitative data collection technique reliant on the systematic 
questioning of several participants simultaneously in either a formal or informal 
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setting (Denzin & Lincoln, 1994, p. 703).  Focus groups allow researchers to capture 
consumers’ responses in real space and time and generally within face-to-face 
interactions, as well as being able to strategically focus interview prompts, based on 
themes which emerge during these face-to-face interactions and those which are 
considered of importance to the researcher  (Denzin & Lincoln, 1994).  Research 
findings from Study One will assist in designing the key questionnaire constructs and 
scale items to be tested in Study Three.  
 
3.2.3 Research Procedure and Justification 
The purpose of the focus groups was to explore consumer perceptions and concerns 
in relation to online privacy and to investigate how perceptions of high or low brand 
reputation influences consumer willingness to give their personal information online.  
The study was conducted analysing data collected from six focus groups, across the 
three generational groups: Generation Y, Generation X and Baby Boomers.  Two 
focus groups were conducted per generational group and the defined age ranges per 
generational group are depicted in Table 3.2. 
 
Table 3.2 Overview of generational groups for focus groups (Kumar & Lim, 2008) (ages 





3.2.3.1  Focus Group Discussion Guide  
A discussion guide was designed for the focus groups, which included the running 
sheet of the introduction to the research topic and the set of specific questions which 
were key to the study.  The discussion guide was submitted through the ethics 
approval process, prior to the commencement of data collection.  The focus group 
discussion guide was pretested with a sample of academic colleagues to ensure the 
most effective order of the questions, to avoid repetition or vagueness and to allow 
for the most optimal level of quality data collection. 
 
 
Generational Group: Respondents born between: 
Generation Y 1980 & 1994 (aged: 17-18 to 31-32 years)  
Generation X 1965 – 1979 (aged 32-33 to 46-47 years) 
Baby Boomers 1946 & 1964 (aged: 47-48 to 65-66 years) 
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Once informed consent was obtained from participants (refer to Appendix 3.1 for the 
Participant Information and Consent form for Focus Groups), the focus group 
moderator opened with a brief introduction to the topic, covering: dynamic 
technology, evolution of WWW/internet and communication changes and tools in our 
everyday lives.  This short and conversational opening was then followed by a 
general warm up to the topic, which followed the lines of: 
If you’re watching the news or reading the paper, it seems like every second 
day there is a story about identity theft or online privacy concerns. Central to 
this issue seems to be the fact that marketers are increasingly collecting 
personal information online. Consumers are becoming more concerned about 
what information is being collected about them by marketers and how that 
information is being used.  
 
The first question addressed to the focus groups pertained to the collection of 
personal information: ‘Have you experienced marketers collecting your personal 
information online?’  Some of the follow up questions to this line of inquiry 
included:  
 Why do you think they ask for this information? 
 What kind of information do you think they are after?  
 What do you think they are using it for?  
 Do you give them your personal information online? If not... why not? 
 Could you see any benefit or advantages to providing this information to 
marketers? 
 Is it a concern to you? Why / Why Not?  
(Refer to Appendix 3.3 for the Focus Group Discussion Guide featuring all focus 
group questions.) 
 
Following discussion regarding the collection of one’s personal information online, 
the line of questioning then moved towards investigating trusted brands which came 
to mind for the respondents, when prompted.  Specifically, respondents were asked 
to: ‘Think of a brand which you trust’.  After respondents all recalled a brand which 
they trusted, they were then asked:  
Let’s take [X Brand – the brand you trust] as an example, if you were on their 
website, how much and what kind of information about yourself and your 
purchasing habits (/use of product) would you be comfortable in sharing with 
[X Brand]? 
Other follow up brand trust questions included:  
 What type of personal information would you NOT disclose online? 
 What incentives or benefits would you accept in return for providing such 
personal information? 
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 Would you trust some brands more with your information than other 
brands? Why / Why not? 
On completion of discussion of exchanges with brands that one trusts, the line of 
questioning moved towards recalling and discussing brands which respondents did 
not trust: ‘Think of a brand which you do NOT trust’.  After respondents all recalled 
a brand which they did not trust, similar to the brand trust scenario, respondents were 
again asked:  
Let’s take [Y Brand – the brand you do not trust] as an example, if you were 
on their website, how much and what kind of information about yourself and 
your purchasing habits (/use of product) would you be comfortable in 
sharing with [Y Brand]? 
 
The same questions for the brand trust scenario were also asked for the non-brand 
trust scenarios.  The focus groups concluded with a series of questions pertaining to 
word-of-mouth and participation in competitions, for which the precise line of 
questioning can be found in Appendix 3.3.  
 
3.2.3.2  Sampling technique 
The sampling method utilised in this research study was purposive or judgement 
sampling.  Purposive or judgement sampling is a nonprobability sampling technique 
in which an experienced individual selects the sample based upon some appropriate 
characteristic of the sample members (Zikmund, 2003).  Participants are selected 
according to a predetermined list of criteria relevant to the key research objectives 
(Guest, Bunce, & Johnson, 2006).  According to Denzin and Lincoln (1994, p. 229) 
the ‘logic and power behind purposeful selection of informants is that the sample 
should be information rich’.  Focus group participants were acquired through QUT 
School of Business connections, the researcher’s industry connections and friends 
and colleagues.  The respondents were informed that some of them would be invited 
to participate in a one-on-one in-depth interview to investigate further some of the 
key issues identified from the focus groups (Study Two). 
 
The respondents (sampling frame) were all online/internet users.  Qualification to 
participate in the focus groups involved all respondents answering ‘YES’ to the 
following requirements: 
1) Being either a Generation Y, Generation X, or Baby Boomer 
2) Must spend at least 5 hours online per week 
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3) Had purchased a product/service online within the last three months; and  
4) Must reside in Brisbane/South East Queensland area and be available to 
attend focus group session on the nominated date. 
Efforts were made to gain as close to 50/50 males and females in each group, 
however participation was skewed towards females.  Refer to Table 3.3 for an 
overview of the gender breakdown by generational cohort for the six focus groups. 
 
Table 3.3 Gender breakdown by generational cohort for focus groups 
 
GENERATION: MALES FEMALES TOTAL 
GEN Y 5 9 14 
GEN X 3 10 13 
BABY BOOMERS 5 8 13 
TOTAL: 13 31 40 
 
Prior to the commencement of the focus groups all participants were required to sign 
the consent form (refer to Appendix 3.1) and complete a second form requesting 
some personal geo-demographic information (refer to Appendix 3.2).  The standard 
geo-demographic information requested was non-identifiable, however partly re-
identifiable by generational cohort and gender group only.  The geo-demographic 
information requested included: 
 Age (generational cohort year brackets) 
 Gender 
 Ethnic background 
 Do they use an iPhone/Smart phone/Android? 
 Work life: Do you work - full-time / part-time / casual basis / Unemployed 
and looking for employment etc 
 What is your income before tax? 
 What is the highest level of education you have completed? 
The focus group respondents were incentivised to participate in the groups, with the 
offer of a thank you gift (to the approximate value of $10-$15, funded personally by 
the researcher).  Incentivised gifts included a bottle of wine, chocolates or a Zarraffas 
coffee voucher. 
 
3.2.4 Method of Data Analysis 
The focus group data was analysed first manually, then later using QSR NVivo 
Version 9.0.  Thematic analysis was undertaken to identify themes, recurring phrases 
and statements in the group transcripts, to identify consumer concerns, issues and 
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perceptions of the role of brand in influencing consumer willingness to give their 
personal information online.  
 
 
3.3  Study Two – Research Method and Design 
 
3.3.1 Research Objective 
The objectives of Study Two were: 1) to explore critical incidents whereby 
consumers were willing or unwilling to share their personal information with a 
brand online; and 2) to delve into the role of brand reputation and the influence of 
trade-offs (privacy calculus) in encouraging consumers to be more willing to give 
their personal information.  The key research question for Study Two is: 
RQ2: How does consumers’ experience with a brand influence their 
willingness or unwillingness to share their personal information 
online? 
An overview of Study Two is summarised in Table 3.4. 
 
 
Table 3.4 Summary of Study Two 
STUDY #: STUDY TWO 
Research Question 
How does consumers’ experience with a brand influence 
their willingness or unwillingness to share their personal 
information online?  
Objectives of the 
Study 
To explore critical incidents whereby consumers have been 
willing or unwilling to share their personal information with a 
brand online. Delving into the role of brand reputation and the 
influence of trade-offs (privacy calculus) in encouraging 
consumers to be more willing to give.  
Research Method Qualitative 
Process 
Semi-structured interviews using Critical Incident Technique 
(CIT) 
Sample 
n=21 CIT interviews  
13x Face to Face and 8x Telephone interviews 
Analysis Method 
Thematic analysis using manual process and QSR NVivo 
Version 9.0 software 
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3.3.2 Research Design and Justification 
In line with Study One, the second study in this research project entailed analysis of 
qualitative data collected through in-depth, one-on-one interviews, and applying 
critical incident technique (CIT).  CIT extends the interaction and idea generation of 
focus groups by exploring recalled incidents in depth, delving deeper into 
respondent’s perceptions, concerns and emotions.  Such insights and findings which 
may not be collected through conducting focus groups.  Critical incident technique 
was introduced to the social sciences by John Flanagan in 1954  (Flanagan, 1954, p. 
327), who defined CIT as consisting of a ‘set of procedures for collecting direct 
observations of human behaviour in such a way as to facilitate their potential 
usefulness in solving practical problems and developing broad psychological 
principles’.  CIT is an interview procedure whereby respondents recalled their own 
personal events, incidents, processes or issues, outlining how they were managed and 
the outcomes, in order to gain an understanding of the event or incident from the 
respondent’s perspective, including all cognitive, affective, and behavioural elements 
(Chell, 1998, p. 56).  Observed events or incidents were recorded and analysed 
(Gremler, 2004).  
 
Critical incidents are those interaction incidents that the respondent perceives or 
recalls as being either positive or negative (Edvardsson & Roos, 2001).  Critical 
incidents recalled by respondents are typically retold as stories (Bitner, Booms, & 
Tetreault, 1990; Edvardsson & Roos, 2001; Flanagan, 1954).  According to 
Edvardsson and Roos (2001) data collection using CIT can be conducted in many 
ways, including via personal interviews, focus group interviews, and direct or 
participatory observation.  The interview sample were offered either a face-to-face or 
telephone interview, and respondents chose the interview method based on their 
geographic location and time availability.  Majority of the CIT interviews were 
conducted face-to-face: 13 interviews, compared with 8 telephone interviews.  
Sturges and Hanrahan (2004) state that telephone interviews can be used successfully 
in qualitative research.  Telephone interviews allow respondents to be relaxed, 
willing to talk freely and disclose intimate information, allowing for the collection of 
data that is “rich, vivid, detailed and of high quality”, whilst respondents remain on 
their own turf /home environment (Novick, 2008, p. 393).   
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The advantages of using telephone interviews for qualitative data collection include: 
decreased cost and ease of use (Novick, 2008; Rahman, 2015), increased access 
across geographic areas, interviewer safety and the ability for the interviewer to 
record notes unobtrusively (Novick, 2008).  Drabble, Trocki, Salcedo, Walker and 
Korcha (2015) found that using telephone interviews was both a viable and valuable 
method for collecting rich narrative data.  Whilst some disadvantages of using 
telephone interviews include possible lack of telephone coverage for some 
respondents, inability to see respondent’s facial responses, and potential for 
distraction (Novick, 2008), these specific disadvantages were not applicable to this 
research study and topic area.  
 
3.3.3 Research Procedure and Justification 
For the purposes of Study Two, one-on-one in-depth CIT interviews were conducted, 
structured around two open-ended questions that required respondents to provide 
details of an online experience they recalled having with a brand/company.  Firstly, 
respondents were asked to recall any incident/s whereby they were willing to share 
their personal information with a brand/company online.  Secondly, respondents 
were asked if they could recall any incident/s whereby they were unwilling to share 
their personal information with a brand/company online and for each incident, 
elaborate on: why they were, or were not, willing to share their personal information 
with that brand/company online.  
 
The semi-structured interview questions (refer to Appendix 3.5) were pre-tested in a 
pilot interview held with a Generation X participant, who had not participated in 
Study One and therefore had no prior knowledge or awareness of the research topic 
and questions.  This process was executed to ensure that the interview questions 
would be clearly communicated to respondents with a maximum level of 
comprehension.  At the conclusion of the pilot test, the number of prompter questions 
was refined down and simplified to ensure repetition of questions and content did not 
occur and to allow interviews to be conducted in a timely manner.  As discussed in 
section 3.3.2 the interviews were conducted both via face-to-face (13 interviews) and 
over the telephone (8 interviews).  All interviews were recorded and transcribed prior 
to data analysis and reporting.    
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3.3.3.1 Interview Structure 
Initially, respondents were introduced to the research area for discussion and then 
provided with a consent form (a hard copy was provided for face-to-face interviews 
and emailed to respondents for all telephone interviews).  The consent form was 
signed prior to commencement of the interview or verbal approval was recorded for 
all telephone interviews.  Respondents were then asked to recall specific online 
incidents whereby they willingly provided, or they refused to provide, their personal 
information to a brand, guided by the following questions: 
1. Think of a time when you were online (such as “shopping for ….” or 
“searching for information”) and you willingly provided your personal 
information to a brand? Tell me about this experience… who was the brand 
and what kind of personal information were they asking for? 
 
2. Think of a time when you were online and you were not willing to provide your 
personal information to a marketer, in fact where you refused to give your 
information? Tell me about this experience… who was the brand and what 
kind of personal information were they asking for? 
 
Respondents were asked to describe in detail the situation or circumstances 
surrounding the incident/s recalled, including who the brand/company was, and 
outlining the specifics of the incident/s.  Several prompter questions were used to 
collect a greater richness of data on each of the recalled incidents.  For the willing to 
provide incidents, some of the prompter questions included: enquiring as to 
respondents level of comfort in sharing their personal information; their thoughts, 
feelings and emotions during the exchange; their overall perception of the brand’s 
reputation; and their willingness to share their personal information again in the 
future.  For the not willing to provide incidents, many of the prompter questions were 
similar to those used in the willing to provide scenarios, however these questions 
also included: what the marketer could have done to improve the brand’s reputation, 
or to reduce their concerns to make them feel more comfortable/more willing to 
share your personal information (possible trade-offs).  A more detailed outline of 
prompter questions used in Study Two is presented in Table 3.5. 
 
Some respondents were able to recall more than one incident for either the willing to 
give or not willing to give incidences.  All recalled incidents were collected and 
analysed and a detailed breakdown of the incidences identified by respondents is 
reported in Chapter 5 Study Two results.  To be used in the analysis for Study Two, a 
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critical incident was required to: (1) have occurred while a consumer was interacting 
with a brand/company online, either during a transaction or undertaking research; 
(2) contain a clear example of either a ‘willing to provide’ or ‘not willing to provide’ 
incident; and 3) have been described in sufficient detail for research analysis.  A 
total of 10 incidents (across both the willing to provide and the not willing to provide 
categories) failed to meet these criteria and were removed from analysis, therefore 
resulting in a total 51 critical incidents analysed in Study Two (40 willing to provide, 
and 11 not willing to provide). 
 
Table 3.5 Summary of ‘willing to provide’ & ‘not willing to provide’ incident prompter questions 
 
3.3.3.2 Sampling technique 
In relation to sample size, Guest et al. (2006, p. 61) reviewed numerous articles and 
books and found that the recommendation in terms of sample size for a purposive 
sample ‘be established inductively and sampling continue until ‘theoretical 
saturation’’.  However as is generally the case with research projects, the desired 
Willingly provided prompter questions: 
Not willing to provide prompter 
questions: 
 Why do you think you felt 
comfortable/uncomfortable in sharing your 
information with the marketer/brand?  (OR 
what made you feel open/closed off to 
providing the information?) 
 How did you feel during this transfer of 
information, for example: 
- were you open/willing to share? 
- did you have any concerns? 
- what kinds of things were you thinking 
about? 
- what did you consider before you provided 
your information? 
 What emotions did you feel? 
 Do you think the brand has a good reputation? 
Or a bad reputation? Why? 
 Why did you trust / not trust the brand? 
 What was the outcome of providing your 
personal information?  For example, did you 
gain any benefit or trade-off for your 
information? 
 Did you have any regrets? Why? Why not? 
 Would you be willing to share your personal 
information with the marketer/brand again in 
the future? 
 Word of mouth question: Would you 
recommend this brand to others? How? (or if a 
NEGATIVE incident: Would you tell others 
about your experience?) 
 Why were you not comfortable in sharing 
your information with the marketer/brand?  
(OR why did you decide not to provide your 
personal information?) 
 How did this experience make you feel? for 
example: 
- what were your concerns? 
- what kinds of things were you thinking 
about? 
- what stopped you from providing your 
information? 
 What emotions did you feel? 
 What do you think the marketer could have 
done to improve the brand’s reputation? 
 Why did you not trust the brand? 
 Was there any outcome (positive or negative) 
as a result of not providing your personal 
information?  
 Did you have any regrets? Why? Why not? 
 What could the marketer have done to 
reduce your concerns and make you feel 
more comfortable/more willing to share your 
personal information with them? (possible 
trade-offs) 
 Word of mouth question: Would you tell 
others about your experience? 
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sample size often needs to be stated prior to the research project commencing and as 
Guest et al. (2006, p. 61) states ‘waiting to reach saturation in the field is generally 
not an option’.  According to Bertaux (1981) 15 interviews is the smallest acceptable 
sample size in qualitative research, while Creswell (1998) recommends between 5 
and 25 interviews for a phenomenological study and between 20 and 30 for a 
grounded theory study.  However, Kuzel (1992, p. 41) recommends 6 to 8 interviews 
for a homogeneous sample and 12 to 20 data sources ‘when looking for 
disconfirming evidence or trying to achieve maximum variation’.  Based on these 
academic recommendations, the sample size achieved in this research study was a 
total of twenty-one (n=21) in-depth interviews, seven per generational group.  
 
In reviewing the optimal number of respondents and incidents for effective 
application of CIT method, Gremler (2004) explored 115 CIT studies and found that 
the number of respondents varied considerably, ranging from as few as 9 to as many 
as 3,852 respondents.  In addition, Gremler (2004) reported the distribution of the 
number of usable critical incidents in the examined studies also varied considerably, 
ranging from 22 to 2,505 incidents.  Flanagan (1954) asserted that it may be 
satisfactory to collect as few as 50 or 100 incidents, supported by Dunn and 
Hamilton’s (1986) statement that how many incidents collected and what you do 
with them depends on why you are conducting the survey and the exact number of 
incidents collected should be determined by how thorough the research is intended to 
be.  
 
Since the primary purpose of Study Two was to collect data to identify any new 
constructs or dimensions for consideration and addition to the Malhotra et al’s. 
(2004) IUIPC conceptual model which would be tested in Study Three (via an online 
quantitative survey) (Gremler, 2004), due to time and cost restraints, the total number 
of critical incidents collected and analysed was capped at 56.  These 56 incidents 
were collected from a total of 21 individual semi-structured interviews from a sample 
of Australian Generation Y, Generation X and Baby Boomer consumers (seven 
interviewees per generational group).   
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3.3.4 Method of Data Analysis 
The CIT in-depth interview data was analysed manually, with some analysis 
conducted using QSR NVivo Version 9.0.  Similar to Study One, thematic analysis 
was undertaken to identify themes and the predominant triggers to willingness or 
unwillingness to give.  
 
3.4 Ethical Considerations for Study One and Study Two 
The research within these two qualitative studies has been undertaken in accordance 
with the Queensland University of Technology ethics guidelines and the National 
Statement on Ethical Conduct in Human Research (Australian Government, 2007) 
which was developed jointly by the National Health and Medical Research Council, 
the Australian Research Council and the Australian Vice-Chancellors’ Committee.   
Prior to commencing the research stage of both studies a Level 1 (Low Risk) Ethical 
Clearance application was prepared, submitted for ethical review and gained the 
appropriate approvals and clearances.  All participants recruited for involvement in 
these studies were volunteers and were able to opt-out at any time, ensuring that this 
research was free of coercion, discrimination and exploitation (Aguinis & Henle, 
2001).  
 
3.5 Strengths and Limitations of the Research Methods 
Various strengths and limitations have been identified in relation to the use of focus 
groups and in-depth interviews for qualitative research.  There are several strengths 
associated with using these research methods.  Firstly, deeper perspectives and richer 
data can be captured through face to face interaction, especially when thoughts, 
feelings, beliefs, values and assumptive worlds are involved (Marshall & Rossman, 
1999).  Secondly, these research methods capture the context, personal 
interpretations and experience, and permits greater flexibility in the research process.  
Thirdly, in-depth interviews provide greater insight into consumers’ thoughts, thick 
descriptions (rich data), emotions and attitudes which would be difficult to gain 
through quantitative research methods.  In addition, some strengths of using a 
qualitative research approach include: elicits tacit knowledge and subjective 
understandings and interpretations; delves in depth, and seeks to explore the why; 
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because thoughts, feelings, beliefs, values and assumptive worlds are involved, the 
researcher needs to understand the deeper perspectives that can be captured through 
face to face interaction; and allows triangulation of qualitative data for multiple 
perspectives (Marshall & Rossman, 1999, p. 53).  
 
In terms of research method limitations, firstly, the interpretation of findings is 
typically judgmental.  The researcher’s conclusions based on qualitative research 
may be subject to considerable interpreter bias (Zikmund, Ward, Lowe, & Winzar, 
2007).  Secondly, qualitative research studies using in-depth interviews generally use 
small sample sizes and cannot gain a representative sample.  Thirdly, participants 
may be unwilling or uncomfortable sharing information during the interview (which 
is a challenge for the researcher and their social skills to try to overcome).  Finally, 
the research findings are not generalisable and have issues with reliability, in 
addition to being time consuming and costly overall to conduct (which is why the 
sample size is usually restricted/small).  Ultimately, the depth of insight and richness 
of data which can be collected and analysed from in-depth interviews allows 
researchers to gain valuable understanding of consumers and effectively address their 
research objectives.   
 
3.6 Conclusion 
This chapter has outlined the research methods and designs for the exploratory 
studies one and two, addressing their key research questions.  Commencing with a 
discussion of the use of a mixed-method design to support the postpositivist 
philosophy, this chapter then overviewed the specific research method and design 
processes for both studies one and two (sections 3.2 and 3.3).  Study One applied 
focus group research method, whilst Study Two used one-on-one in-depth interviews 
applying CIT technique.  The chapter concluded addressing the ethical 
considerations (section 3.4) and the strength and limitations of the research methods 
(section 3.5).  It was noted that these two studies will inform the adaptations to the 
Malhotra et al’s. (2004) IUIPC conceptual model, for testing in the final study of this 
research project.  The subsequent chapters four and five present the results from 
studies one and two consecutively.  
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Chapter 4 




Study One aims to investigate consumer attitudes and privacy concerns when sharing 
personal information with brands online.  Study One was conducted using the 
process outlined in chapter three.  This study involved conducting a series of focus 
groups to explore consumer perceptions and concerns in relation to online privacy 
and to investigate how perceptions of high or low brand reputation, influences 
consumer willingness to give their personal information online.  A framework of this 
chapter is illustrated in Figure 4.1.  The results from Study One are reported by 
construct, revealing the situations under which respondents reported that they would 
be willing or unwilling to provide their personal information online.  Firstly, 
respondent willingness/unwillingness is assessed according to Malhotra et al’s. 
(2004) IUIPC constructs: collection (section 4.1), control (section 4.2) and awareness 
(section 4.3).  Findings pertaining to the influence of incentives (perceived benefits) 
is then examined in line with Xu et al’s. (2011) Privacy Calculus model (section 4.4).  
The results of respondent willingness or unwillingness to give personal information 
is then presented in relation to the level of involvement in the transaction (section 
4.5) and brand familiarity/relationship (section 4.6), before identifying strategies 
respondents use to reduce risk online (section 4.7). Supporting quotes are reported by 
generation (Y, X, BB), gender (Male (M) or Female (F)) and respondent number.  
The chapter concludes with a discussion (section 4.8) and conclusion (section 4.9) of 
the overall study findings.  The key focus of Study One is to address research 
question one (RQ1): How do consumer attitudes towards a brand, affect the giving 
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Figure 4.1 Chapter 4 Framework 
 
 
Source: Developed for this research 
 
4.1 Collection 
The results are structured around the three dimensions of Malhotra et al’s. (2004) 
IUIPC model: collection, control and awareness (refer to Figure 2.8).  Collection is 
referred to as the degree to which a person is concerned about the amount of 
individual-specific data collected by others and relative to their perception of the 
value of benefits received (Malhotra et al., 2004, p. 338).  The general consensus was 
that respondents were aware that the collection of their personal information was 
necessary for marketing and targeting purposes: 
[they collect your personal information] …so they can identify you, find out 
what you’re interested in, and then send you material on what you want to 
buy that, because you’ve specified that you like this, when there’s a special 
on. In that sense they want to target those people and I am sure that there are 
companies all over the world who employ marketing companies who do that 
research so they can target the right people and to notify them of the products 
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Respondents across all three generational groups, expressed concern over the amount 
of data collected by marketers:  
I can’t even begin to think how many people have my information. Everything 
you sign up for nowadays you seem to have to give a certain amount of 
information (XF6). 
 
4.1.1 Willing to give  
The following sections outline situations under which respondents reported a 
willingness to give their personal information online, due to: 1) their perception that 
the information being collected was not too personal/sensitive; and 2) trust that their 
bank will protect them if anything goes wrong in the transaction. 
 
4.1.1.1 When information being collected is not too personal 
Respondents commented that they accepted that a certain level of their personal 
information would need to be collected by a company/brand online, in order for a 
transaction to occur; to access further information; or to subscribe to a service.  Study 
One findings revealed consumer willingness to provide personal information online 
was dependent on the type or level of personal information being collected.  
Respondents indicated their willingness to provide their personal information, when 
the information being requested was not ‘too personal’, and even if the information 
was not overly relevant to complete the transaction.  A female Gen Y respondent 
summarised the situation: 
I filled in a survey, I think it was for Net-a-Porter, and they asked questions 
such as ‘What’s your favourite style?’ and ‘how did you discover your 
fashion style?’ and ‘what’s your celebrity crush?’ and that sort of thing. But 
that was fine, because that was harmless, because it’s nothing quite personal. 
I can say anything and they won’t really check it, and it doesn’t describe me 
personally (YF2). 
A male Baby Boomer respondent further supported this, with the statement: ‘I just 
answered questions; I wasn’t telling them anything about me that I would not have a 
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4.1.1.2 Trust that my bank will cover me 
Several respondents across all three generational groups were willing to give because 
they felt that their bank would ‘cover them’ if anything went wrong when shopping 
online or providing their credit card details online.  One Gen X respondent shared 
that they would be willing to provide their credit cards details online, but not their 
bank account details: 
For whatever reason, I’m happy to give the credit card details but I think 
with the fraud, that seems to be well managed with the banks able to have 
that money returned. But … I wouldn’t give out my bank account details 
though (XF6). 
 
Trust that the bank will fix the problem was echoed in the following respondent 
statements: 
I know that I can call my bank and say “that looks dodgy” and they’ll always 
say, “ok we’ll freeze it, we’ll fix it, don’t worry”. So I think it’s a trust thing 
(YF13). 
The bank is probably going to cough up the difference if anything goes 
wrong, so I’m probably comfortable doing it (online shopping) now and I’m 
probably not as cautious as I was five years ago (BBM5). 
 
Several respondents linked their trust in their bank ‘fixing’ any potential problems to 
past experience with the bank: 
I had a bank account with a U.S bank, and they were great, in that I bought 
something, I think it was about $200 maybe. And it was getting shipped from 
London to Chicago. And they called me up and said – Hi Caroline, it’s 
Marie, we just want to make sure this is ok, we’ve halted this …I said yes it 
was me, yes I did this. And they said – ok, sorry for halting it, it won’t delay 
…because they called me the instant I pressed accept. ...I like the fact that she 
called me up, it was nice and quick, she said just making sure it’s you. …I 
think money, insurance, things like that, that’s where you need that back up, 
you need that support, you need ‘hey, we want to make sure that this is you’ 
…I know that ANZ had that huge ad campaign a couple of years ago about 
‘the Falcon’ (YF13). [Falcon refers to an advertising campaign by the 
National Australia Bank (NAB) which promoted their software program to 
identify software/online fraud.] 
What I have experienced was that the banks/the financial institutions will 
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4.1.2 Not Willing to give 
In contrast, several data collection specific situations emerged from the study 
whereby respondents indicated they would not be willing to give their personal 
information.  These five key areas include: 1) information being collected was 
considered ‘too much’; 2) information being collected was considered ‘too 
personal’; 3) the provision of mandatory data fields only; 4) unwillingness to 
provide personal information about others; and 5) information requested was not 
relevant to transaction.  Across all generational groups it was clear that respondents 
felt as though they were in a tug-of-war over what to, and how much personal 
information to share with a marketer/brand online.  Many respondents communicated 
a line or cut off point, which will be coined here as the ‘Pull the Pin Point’ (PPP), 
where they would terminate a transaction or interaction, based on the level or 
sensitivity of information being collected or the end use or relevance of that 
information. Baby Boomer respondents expressed ‘concern’ and exercised caution 
when interacting online.  If they do not feel safe (in the exchange of their personal 
information possibly due to fear that their information being collected could be 
passed onto third parties, or for the threat of identity theft) they avoid risk all 
together and pull the pin, by opting out/cancelling a transaction/enquiry online: 
Yes, I’m very cautious in what I give, it’s hard to say, it depends. I’m cautious 
in giving too much information, but then if I’m wanting to find out 
information, I will. I wouldn’t give a lot of information (BBF2). 
 
4.1.2.1  Information collected is considered ‘too much’ 
Findings from Study One revealed respondents were unwilling to give their personal 
information in situations where either too much personal information was being 
requested.  The general consensus from respondents was, if a marketer collects too 
much of your personal information, they will be able to continuously contact you 
(annoyance/harassment factor):  
You assume once you give them too much they’re going to bombard you with 
emails and offers. Sometimes they say “when is your current plan running 
out?” And I wouldn’t tell them that, because I know as soon as it comes to 
that month they are going to start calling me and they are going to start 
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4.1.2.2  Information collected is considered ‘too personal’ 
In addition to having too much personal information collected, respondents 
expressed concern that the nature of the information being requested was too 
personal (highly sensitive).  Respondents reported that information collected online 
which was of a highly personal nature, was deemed to contribute to risk: 
I think it’s the whole risk-benefit thing, and I think really personal 
information is too much risk even if it was something like ‘win back your 
HECs debt’, which is phenomenal in my case…I would leave at that point, 
it’s too much of a risk for the benefit (YF3). 
Some of the key data fields which respondents considered ‘quite sensitive’ and 
therefore were unwilling to provide, included: address, income bracket, marriage 
status, information about children in the household and tax file numbers.  The 
following sections discuss respondent concerns in relation to the collection of 
personal family structure information, income range/bracket and personal financial 
information. 
 
In relation to personal questions pertaining to family, such as whether you are 
married, how many children you have, and the ages of the children etc; Gen Xs and 
Baby Boomers were most concerned about not providing this personal information.  
A female Baby Boomer respondent commented (directly to the moderator who was 
younger): ‘If I was in your situation, I wouldn’t be giving out that information. 
Because people can get hold of your address somehow and know that you’re single’ 
(BBF8).  In comparison, Gen Ys were more lax and less concerned (due to their 
stage in the family life cycle etc).  
 
Across the three generational groups, the request for information on one’s income 
generated mixed results.  Gen Ys were not very concerned about providing their 
income amount or income bracket because they felt at their particular life stage their 
income was quite low anyway, therefore revealing their income would not really 
affect their privacy: ‘I can’t see the harm that it does if it’s just a (income) band, 
you’re not sharing any information about yourself really, you’re just saying I’m in 
this category with everyone else’ (YM11).  Further supported by a comment made by 
a female Gen Y respondent who affirmed:  
I think all the brands that I give my information to, I can’t think of anything 
that I wouldn’t care if they knew, to be honest what I do for a living, even 
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income I probably wouldn’t care so much, if anything I guess because it’s all 
retail based, so them knowing my income is just going to show how much I 
can afford (YF4). 
Gen X’s preferred providing their income in the form of a ‘bracket’ as opposed to a 
specific amount.  In comparison, Baby Boomers were quite put out at the request to 
provide their income, even when an income bracket was being requested.  The 
general agreement amongst this older generational group what that one’s income was 
their business and no one else’s, as expressed through the following quotes: ‘Income 
I think is always an absolute no-no’ (BBF1); ‘I would never tell anyone my salary, if 
that was one of the questions. That’s my bloody business. You shouldn’t ask’ 
(BBM9).  The findings in relation to the collection of highly personal information 
online, indicates a connection between age and risk averseness.  For example, the 
older one gets, the more risk averse and concerned for the protection of their personal 
information.  
 
Variance was observed among Gen Ys in regard to their attitudes towards sharing 
their personal financial information online.  When asked the question if the 
respondents had a home loan or a mortgage, or whether they were renting/owned 
their own home etc, two male respondents expressed their unwillingness to share any 
personal information in this area, stating: 
No I won’t give them anything (YM10). 
That’s where I pull up. Because I’m just…constantly in fear that it ends up 
with your banks, and ends up with these credit data bases and all that sort of 
thing. They’ve got such a long lead; they can pretty well do what they want 
with information. And if it’s got anything to do with, are you seeking a 
product, financial product, or do you have financial products, then no. I’m 
not going to say… No (YM11). 
In sharp contrast, a female Gen Y respondent outlined that providing such personal 
information fell into the same consideration set as income and that sharing such 
information would not bother her: 
I think it’s exactly the same as what I said with the income. I wouldn’t care 
about answering a mortgage question because the answers are just no. I 
don’t have a mortgage, don’t have a home loan, don’t have any loans, don’t 
even have a credit card. So it would just be no, no, no, no. You can’t do 
anything with that information. So I don’t care (YF14). 
In agreement with the Gen Y respondent a female Baby Boomer stated:  
Yes, that’s why I don’t give my tax file number or any of that information… 
we’ve had a few that have been caught badly, it’s amazing (BBF2). 
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4.1.2.3 Provision of mandatory data fields only 
Across all three generational groups several respondents indicated an unwillingness 
to provide any personal information other than the mandatory fields of data.  
Respondents expressed concern over the amount and type of personal information 
being collected.  Therefore, if the information being requested was not flagged as 
mandatory, respondents would simply refuse to supply the requested information, 
citing concern for privacy and time constraints as the key reasons:  
Anything that’s optional I leave out, so I only give them what I have to (XF6). 
I think all the mandatory stuff I did fill in, the information that wasn’t 
mandatory I didn’t fill in but I can’t remember what that was. I think it was 
just an effort and I thought “no I’m not filling this in” (YM1). 
 
4.1.2.4 Unwillingness to provide personal information about others 
Respondents stated that being asked to provide personal information about others, 
such as family members or friends, was unacceptable and offensive.  The 
respondents expressed concern that they do not have their family/friend’s permission 
to share their personal information and therefore they are not entitled to share such 
information: 
No, that’s too much... because I don’t see any purpose or any reason why 
anybody would want to have that information (XF9) 
If they were asking me questions about my family, whether it’s ‘does your 
family fly’ or whatever, I don’t think I’d answer. It’s no, that’s their business, 
not mine (YM10). 
If they ask questions about other people, I would be giving their information 
away, and how are they going to say ‘don’t give that information away?’ 
Where is their personal consent? And then at the same time I wouldn’t want 
people giving my information away either, so I don’t think questions should 
be asked about someone else (YM1). 
 
4.1.2.5 When information requested is not relevant to transaction 
Across all three generational groups, respondents cited relevance (or lack of), as one 
of the key reasons for their unwillingness to share their personal information online.  
Respondents expressed unwillingness to provide their personal information when it 
was deemed as being ‘unnecessary and irrelevant’ to the transaction: 
Probably if it is unnecessary, and irrelevant to your order. If you just want to 
buy a dress, all they need is your name and address. They don’t need your 
age, your sex, your hobbies and other information. If I could skip that I would 
leave it (YF6). 
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They have to get my address and billing address and credit card details. 
Maybe when they start asking me private questions, [such as] how many 
children in your household and those details that may not necessarily relate 
to my purchase (YF2). 
 
One Gen X focus group discussion generated comments in relation to specific areas 
that the respondents felt the information being requested was not relevant, which 
included: one’s weight or body size; ethnic origin; and mortgage amount.  Comments 
echoed by respondents included: ‘You ask yourself why would they want to know 
that’ (XF7) and ‘Well, could I say it depends on where the information is going. I 
mean, if you’re selling me something, how relevant is it that I am married? I don’t 
understand. I think that is irrelevant’ (BBF10). 
 
In relation to the collection of one’s personal information online, respondents 
expressed a willingness to give their personal information when the information 
being collected was not too personal; or in financial/purchase situations, as a result of 
a perception of a trust that their bank would cover them (in case something went 
wrong).  In contrast, relating to collection, respondents expressed an unwillingness to 
give their personal information when they felt that too much information was being 
collected; when the information being collected was too personal; when the 
information was not flagged as being ‘mandatory’; or when the information 
requested was not relevant to the transaction.  
 
4.2 Control 
Control emerged as an important factor in consumer decisions.  Control over one’s 
personal information is defined in this study as being the ‘existence of voice’, such as 
the ability to approve use of, or modification of data and the ability to exit, via an 
opt-out (Malhotra et al., 2004).  Within the ‘willing to give’ category, factors of 
control for respondents included: 1) ownership of control; 2) legal support; and 3) 
willing, but resigned to a loss of control.  A further category was identified, the 
‘unwilling, but forced/mandatory’ whereby respondents expressed concerns in 
relation to control across three key areas: 1) data safety concerns (anyone has access 
to my information online); 2) fear of personal information being on-sold (third party 
use); and 3) fear of identity theft. 
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4.2.1 Willing to give 
All three generational groups expressed a very low level of control over their 
personal information, once it was dispersed into the market place.  Interestingly there 
was a level of acceptance - that as a consumer they were willing to provide their 
personal information in the first place, with one female Gen X respondent stating: 
‘Once you give it, that’s giving them approval to use it, isn’t it?’ (XF11).  A further 
acceptance and reluctance was expressed by another Gen X respondent: 
Well we were happy to give that information in the first place so we cannot be 
so controlling down the track as we were happy to give that piece of 
information in the first place. So if they’re using that information, we gave it 
to them (XF9). 
 
An overarching summary of the perceptions of the three generational groups, in 
relation to control over one’s personal information is as follows: 
 Gen Ys were more open to the concept of having control – as you gave it in 
the first place; but they accept that once your information is provided and it is 
out there, it’s out there for good. 
 Gen Xs felt that they don’t have any control, and they are being forced to 
provide their information online, but maybe they should have read the 
privacy policy first. 
 Baby Boomers think ‘we need to be cautious first’, and they only have 
control if they only give out what they want/have to give (they do not supply 
any optional information).  As once your information is out there, there’s no 
getting it back. 
Such research findings indicate that as consumers age, it appears they become more 
risk averse and concerned with regard the privacy of their personal information. 
 
4.2.1.1 Ownership of control 
Several Gen Y female respondents voiced their beliefs that as a consumer you do 
have control to simply ‘delete the email’ or ‘quit out of things’.  You do not have to 
share your personal information in the first place.  Gen Ys were more vocal 
regarding consumers’ level of control, to ‘opt-in’ or ‘opt-out’ and that such a 
decision would depend on how valuable the transaction is to the consumer: 
I think you can quit out of things if you don’t want to give them your 
information. If you feel that you don’t want to give them your information 
probably their product is not worth buying; if you feel they’ve got a dodgy 
website, or you don’t trust it, chances are their products are dodgy or they’re 
going to rip you off (YF6). 
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4.2.1.2 Legal support 
Gen Y respondents expressed a level of reassurance that if asked to, a marketer 
would remove their information for legal reasons.  One respondent stated that ‘being 
able to access all of the information they have on you and being able to edit it or 
change it’ (YF4) gave them a sense of reassurance and trust over how their personal 
information was being used.  Another Gen Y respondent expressed their trust in the 
legal process, claiming: 
Knowing legally that if you ask them to remove all your information, they 
have to. Or if you ask where have you been getting the information from or 
what information do you have about me, I want to see all that; just knowing 
that they legally have to give that to you helps me to …to feel more 
comfortable (YM1). 
 
4.2.1.3 Willing, but resigned to a loss of control 
Within the ‘willing to give’ category, respondents expressed concern over their loss 
of control once they handed over their personal information.  Key areas of concern 
regarding lack of control included: 1) inability to retrieve personal information; and 
2) storage and disposal of personal information.  
 
4.2.1.3.1 Inability to retrieve personal information 
Respondents across all three generational groups presented concerns in relation to 
their lack of control over retrieving their personal information once shared online.  
This lack of control and fear was clearly expressed by the following Gen Y and Gen 
X respondents: 
What about the whole tattoo thing? …You go and get a tattoo tomorrow. You 
might not like that tattoo at 30 years. Giving information on the internet is 
exactly the same principle, because you can’t pull it back (YM10). 
Once it's out there ...the biggest fear that I have, is people have been saying 
that once it’s out there, you can’t press the back or escape button to go back. 
That’s it, you have zero control. And I don’t like that aspect at all, because 
we should be able to have control over the information that we put out there 
but we have none (XF2). 
 
In addition, many respondents commented that they did not know how to retrieve or 
remove their personal data once it had been willingly provided online: 
I don’t know how you get anything back, or ask them to delete it, I don’t know 
…anything in the privacy act, I don’t know …I know the Privacy Act will 
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allow you to get a copy of what’s there to correct details, but I don’t know, 
what the law says about getting them to delete things (XF7). 
A further example was provided by a female Gen Y respondent: 
Unless you’re up with IT, personally I feel no (to having control over your 
information online). I’ve been trying to get rid of this blog which has a lot of 
… [personal and teenage information]. … If an employer wanted to look at it 
…I possibly (would) not get the job. …I’m actually really worried about it. 
And I have deleted the blog, I have contacted this blogging website, and 
unless I had some IT experience …or maybe some way to push it a bit down 
the organic list. But yes, I am at a loss as to how to get rid of it (YF14). 
 
The Baby Boomer generation were most concerned and panicked on the issue of 
control.  One female Baby Boomer respondent stated there is ‘no such thing as 
privacy anymore’ and that the only way you can have control is ‘not to have any 
electronic devices because it is so widespread and interspersed and we don’t know 
how much about each of us has been collected by whom’ (BBF4).  This view was 
supported by another male Baby Boomer who stated he had: 
No control and I am absolutely pessimistic about that. I am fatalistic about 
that. Over what will happen, what might happen, in terms of people gaining 
information and doing what they want to do. …I really think that they can, 
the Julian Assages around the place …they can do whatever they want to do, 
so if you are a victim or you’re within the profile or if you are a market target 
then they can get you (BBM11). 
 
4.2.1.3.2 Storage and disposal of personal information 
There was also a low level of trust in how marketers are storing and disposing of 
consumer information: 
I don’t know, I think Australia’s one of those countries where we gather so 
much personal information about people and unfortunately you can’t always 
trust the places that you’ve given information, you can’t always guarantee 
that the information you’ve provided is going to be kept secure (XF2). 
I had to deal with some companies that are keeping personal details and 
credit card numbers and other information in a manila folder on a desk and 
anybody can come in and pick that up and walk out the door with it (XF2). 
Due to the nature of the online environment, consumers are unable to see what is 
happening to their personal information once uploaded, or how a marketer is 
protecting and keeping their information secure: 
They’re getting people to sign declarations saying that it’s okay for them to 
hold this information but they’re not vigilant at all about how they keep that 
information stored. So you can be as vigilant as you can about who you’re 
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giving information out to, but it really doesn’t matter because you can’t trust 
how they’re storing it (XF2). 
 
Respondents shared their concerns over their lack of control over their personal 
information once they unsubscribed from receiving communications from a 
brand/company, as all of their personal information was still held with that brand 
online: 
So many things got so ridiculous that I unsubscribed. And I know that they 
still have my information, it’s just that they are not sending me things. I 
understand it’s in a database somewhere. Great for them, it’s just …my 
name. So I am a big unsubscriber (YF13). 
Well that’s right because we can unsubscribe and I certainly unsubscribe if 
I’m getting too many emails. But that just means they’re not going to send me 
an email, they still have my information (XF1). 
In addition, several respondents discussed their concerns in relation to their personal 
experiences in the offline environment: 
But even how they’re storing it, you can’t trust how it’s disposed of either. 
Because after so many years all that information is shredded or whatever, but 
what are the processes of getting it from that office to a shredder? (XM5). 
I know a place that throws it in the bin. And it’s got everybody’s phone 
numbers and dates of birth, more credit card details and I felt like are you 
kidding me, that’s the best you’ve got? (XF2). 
 
4.2.2 Not willing, but forced (mandatory) 
Across all generations, respondents indicated they would measure up the information 
being requested with the importance/value of the completed transaction.  In many 
cases, respondents would simply cancel the transaction if they did not feel 
comfortable with the information being requested and purchase/research another 
brand online or another supplier who may not ask for such a degree of personal 
information.  However, on occasion, respondents were forced to provide their 
personal information as compulsory or mandatory data fields, in order to complete a 
transaction or acquire the information they needed.  Whilst respondents were 
unwilling to provide their personal information, it was unavoidable:  
We’re at a point at the moment where you can’t actually avoid having 
information online. My parents have very much avoided all that they can, not 
through security, but just because of their age and they’re not on the internet, 
but even now Medicare won’t give you money over the counter, you have to 
give your bank details. Now that’s a scary thing for my parents who don’t do 
internet banking. It’s at the stage where it’s unavoidable (XF2). 
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Within the ‘unwilling, but forced’ category, respondents indicated concerns across 
three primary areas:  
1) data safety concerns (anyone has access to my info online);  
2) fear of personal information being on-sold (third party use); and  
3) fear of identity theft. 
 
4.2.2.1 Data safety concerns (anyone has access to my information online) 
Study One findings in relation to this area led to discussions on breaches of 
information disclosure, such as where a company (in error) has exposed or leaked 
personal consumer data in the online environment.  Respondents were concerned 
regarding the security of their personal information accessible online: 
There have been a number of things in the media the last few months about 
information being freely available. For example there was one situation 
where a telco, you could actually google someone’s name … click on [the 
link] which had …the company’s, your personal details, … listed there, and 
you just go and have a look at date of birth, the internet plan you’re on, all 
those details. And that particular company’s done it a number of times, a 
number of breaches. Well for me, I’m a customer of that company so 
obviously I’m concerned that my information is part of that, that you’re not 
told, I’m not told whether …am I one of the so many thousands? (XM5). 
 
A further male Gen Y respondent recounted a personal experience whereby he was 
the recipient of someone else’s personal data: 
I have been sent an email …meant for an American guy who has the same 
email address ...I have been sent hotel booking confirmations for the Hilton 
in America. I think ‘I’m not there, what is this for?’ And Apple will send me 
products, and state ‘here are the packages that you ordered’ showing the 
street address for the person who ordered it; so I know who ordered it. And it 
was the wife’s address for the packages to be delivered and then the 
husband’s address for his credit card. ...And then even more creepy was that 
she ordered engravings on the devices of all their daughters’ names as well. 
And I thought ‘this is Apple!’ and I couldn’t reply because it says ‘do not 
reply to this email’ so I didn’t even know what to do! (YM1). 
 
4.2.2.2 Fear of personal information being on-sold (third party use) 
Respondent concerns for the secondary use of personal data were high across all 
three generational groups.  Initially respondents stated that they were annoyed that 
their personal information was being on-sold and as a result they were often 
receiving communication from a brand/company they did not subscribe to: 
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You’re not actually scared of the fact that you are giving this information to 
companies. You’re actually scared of those companies giving it to somebody 
else. So for one thing, it’s not about giving information to the companies that 
are online. It’s about giving it to individuals who you don’t trust, which is 
literally most of the time (YF13). 
Overall the three generational groups appeared to be quite aware of occurrences in 
which their personal information had been forwarded on from one company to a third 
party, either without their consent or as a result of an automatic opt-in process, as 
expressed by the following respondents: 
When I shopped on Facebook for Tallulah, I was being served advertising 
from another brand …It’s a completely different brand; it’s not Tallulah at 
all. I went onto it, but I started to get really frustrated with the fact that I’d 
liked Tallulah, and this other brand had hijacked, obviously partnered with 
them as a jewellery accessory. But it really bothered me, because I didn’t like 
this for jewellery, and now every single post is about jewellery, when I’ve 
liked it for clothes. And I liked them, I went out of my way to click on them, 
just to get that information (YF12). 
I received information from StyleTrends or Style Shoes... I thought, how the 
heck did I get this? But when I was getting wine or something delivered, there 
would be also a pamphlet in there, so perhaps the wine company sold my 
details on to StyleTrends. I just unsubscribed (XF11). 
 
Gen Y’s were also concerned that their personal data could be forwarded to third 
parties by their friends (such as through ‘refer a friend’ promotions) without their 
consent:  
Friends giving your details away is the worst (YF14). 
That is the biggest thing. It’s your details; you don’t want your friend giving 
them away (YM10). 
A few years ago, I think it was some magazine where they misspelled my 
name in the database, and it was interesting to see how many other 
companies with the same misspelling contacted me. I was thinking about this 
the other day, when I registered for something. I might spell my name 
incorrectly on purpose and see what happens. And see who else… I can 
attribute that to. I will only do it for one company (XM5). 
 
Others felt they had control over unsubscribing from any communications received: 
I don’t think I panic about it too much, because I just unsubscribe. But I think 
that now that you’re talking about it, I unsubscribe to a lot, all the time. They 
must give my information away a lot because I get emails from people that I 
don’t even know, some Asian companies. I just unsubscribe, and I don’t 
really think about it. I suppose I do give my information away a lot (XF10). 
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Because you’ve enquired about a product online, and it’s been sent off to 
other people, sold off to other people. Doesn’t happen that often but it’s a 
nuisance, however you’ve got the unsubscribe button now. I’ve done that a 
few times (BBM5). 
 
4.2.2.3 Fear of identity theft 
Fear of identity theft was identified as a driver of privacy concerns. Across all 
generations, only a few respondents had personally experienced identity theft, yet the 
general fear that someone could steal your identity was evident: ‘Well someone could 
use that information to …pretend to be me, get a loan or whatever’ (XM5).  A male 
Baby Boomer respondent expressed his high level of concern in relation to identity 
theft stating: 
The thing that frightens me the most and I don’t know how, but it is becoming 
common, is your identity theft… because the stories I read, it is hard to 
believe that someone can just go and sell my house (BBM7). 
 
One response was the provision of false information due to fear of identity theft: ‘My 
Dad has drummed it into me that this is how they steal your identity, they need your 
birth date’ (XF13).  Generation X was identified as the generation most divided in 
relation to the level of fear of identity theft.  Some respondents commented that 
identity theft ‘really scares me’ (XF11), whilst others were unconcerned: ‘I don’t 
really think of it. I just enter the details and purchase what I have got to purchase 
and go for it’ (XF12).  The majority of Gen X respondents commented that they did 
not know anybody who had experienced identity theft, but this did not lessen their 
own level of concern. 
 
A male Baby Boomer respondent shared an interesting discussion in relation to the 
control of personal data online, versus the offline environment:  
But what’s the difference between you doing it online and going along and 
giving it to someone? …Once they have got the data and they have entered it 
into their database, you have no idea where that’s going? (BBM11). 
The lack of any guarantee in relation to the security of a consumer’s personal 
information online greatly contributes to a high level of perceived risk:  
I think Australia is one of those countries where we gather so much personal 
information about people and unfortunately you can’t always trust the places 
that you’ve given information, you can’t always guarantee that the 
information you’ve provided is going to be kept secure (XF2). 
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Gen Ys expressed a moderate level of concern in relation to identity theft: 
I guess it’s always there, but I don’t know anyone who it’s happened to 
personally, so it’s not playing on my mind. I’m probably more concerned 
about someone getting my credit card details, rather than stealing my whole 
identity but I’m pretty good with checking my internet banking every day.  So 
I’d know if someone took two cents from me and I’d be thinking “who are 
you?” (YF6). 
Gen Xs seemed more comfortable in the perceived belief that ‘my bank will protect 
me’: ‘the banks are pretty on to it’ (XF1).  The Baby Boomer generation were the 
most fearful of identity theft.  Many respondents had experienced issues first hand 
with bank account/credit card fraud, and many were able to recount a story about a 
friend of theirs who had experienced identity theft.  
 
4.3 Awareness 
Respondents are aware that their personal information is being collected and used by 
marketers online, however the degree or exact amount of information being collected 
is an unknown: 
No [I’m not aware] ...to an extent. The things that you give to them, obviously 
they ask for name, age, email etc. Of course you know that you’re giving that. 
But in Facebook, I’ve no idea if they have a marketing data base collector 
who’s going – this person’s 19, this person’s 22, you know, that type of thing 
(YF12). 
Consumers understand the need to exchange information for a transaction to occur, 
however, respondents overall felt that there is a lot more personal information being 
collected about them online than they are actually aware is being collected.  One Gen 
X respondent stated ‘I expect that there’s a lot more behind the scenes than we could 
ever dream of’ (XF7).  Discussions in relation to involvement in loyalty programs 
(such as the Woolworths EveryDay Rewards program, FlyBuys, and Frequent Flyer 
programs) outlined consumer concern that a lot more personal information about 
their purchasing behaviour was being collected (in most cases without the 
consumer’s realisation), and used to build, or to add to their personal profile, or for 
future marketing purposes: 
Actually you’re giving quite a lot, because every time you scan your card, 
they know exactly what products you bought, what store you bought it from, 
time, what date, they can do a complete profile of you (XF6). 
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In the realm of awareness of information being collected online, many respondents 
commented that they would ask themselves the question ‘why do they need to know 
that information?’ as expressed by one female Gen X respondent: ‘Why do you need 
so much information for something that is supposedly simple?’ (XF9).  This 
unknown information being collected online falls into the area of behavioural 
targeting used by marketers, which the respondents across all generational groups 
expressed as either a benefit or a hindrance to their online interactions. 
 
Gen Ys appeared to be more aware of the amount of their personal information 
accessible online and particularly on social networking sites, such as Facebook:  
I was Googling myself when I was really bored …as you do. And I found …I 
did rowing during school …and I found all my old rowing awards and times 
and height …and my hair colour and a little profile about myself that I have 
never made …I have never given anyone except the school that information. 
So obviously they must have entered it, to enter me into the competitions. But 
I had no knowledge of that. And of course I was 14 to 17 when I did it. But 
that creeped me out. Because I am 176cm, and it’s a bit scary (YF12). 
It says ‘tell us what you are using these videos for, and we’ll send you a 
newsletter with some handy tips!’ And I thought, ‘are you trying to insult my 
intelligence?’ I know what you really want that information for and you can 
charge me more money if you find out what I’m using and how many videos 
and songs I have. So I won’t give them the information because I think they 
are lying to me about the real reason for getting it (YF3). 
Gen Y had a very high awareness of the fact that once your personal information is 
out there in the marketplace, you have very little control over that information.  This 
was a surprisingly higher level of awareness than one might expect from this younger 
generation.  One Gen Y respondent reinforced this with the comment: ‘don’t put 
something in writing unless you absolutely agree. If you put something in writing it’s 
traceable’ (YF14). 
 
Most respondents in Study One openly admitted to not reading privacy policies, 
therefore a reflection of their low level of awareness as to exactly what information 
marketers were collecting about them online, other than the basic level of 
information that they were willing to provide in order for the transaction to occur.  
Across the Gen Y and X focus groups, the majority of respondents stated that they 
did not bother reading the privacy statements on a website before interacting with a 
brand online.  A Gen Y respondent commented that they read a privacy policy 
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statement once which indicated that the site might access and change their details and 
they felt they would not agree to this and therefore did not proceed, but further 
commented: ‘you know that many people would just say – yes sure’ (YM9).  
Another Gen Y respondent commented that they had read Facebook’s privacy policy, 
simply because they were on Facebook (YM1).  
 
Mostly Gen X respondents offered a mix of opinions on reading or indicating that 
they had read the privacy policy (‘ticking the box’), with some of their responses 
including: 
 I simply tick that I’ve read the terms and conditions so that I can proceed  
 I think that I can’t buy if I don’t tick the privacy thing 
 Clicking on the button like I do and actually going and reading it (the 
privacy policy) are two different things 
 I’ve never read it 
 The print is always really small too. And there’s so much of it you don’t 
bother 
 I don’t have time for this rubbish 
 I’ve probably never read it. If I go by my gut feeling that it’s all right, then I 
go with that. Otherwise you look for the same product on another website 
that you trust 
 
4.4 Influence of Incentives 
Study One investigated respondents’ levels of willingness or unwillingness to give 
their personal information, based on whether or not an offer of an incentive was 
given.  The offer of an incentive was in line with Xu et al. (2011, p. 44) ‘perceived 
benefits’, for which they defined as the degree of privacy consumers are willing to 
give up in return for potential benefits related to the exchange of their personal 
information. 
 
4.4.1 Willing to give – when incentives offered 
The offer of an incentive (of some kind), increased the consumer’s likelihood of 
providing their personal information.  The acceptance of an incentive however was 
more prevalent amongst the Gen Y and Gen X groups, as opposed to the Baby 
Boomer generation.  The Baby Boomer generation were less likely to provide their 
personal information even with the offer of incentive, even for a brand they trusted.  
Gen Y respondents mentioned their willingness to give that personal information in 
exchange for some form of store credit, or discount off the purchase price: 
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In one of the fashion websites ...the Outlet and Net-a-Porta, they’re sister 
companies and they normally do surveys and ask you what your view is, and 
they are quite reputable brands. So when they ask you for small feedback 
sessions they will give you the chance to win $5,000 in store credit or 
something like that. Then I am more likely to provide more information and 
feedback for it (YF2). 
 
The findings of Study One further indicated that the value of the incentive influences 
the consumers’ willingness to provide their personal information online: ‘Yes, 
definitely. Especially because it was 25% rather than 5%’ (YF14).  Loyalty 
programs also added value to the incentive.  Gen X respondents linked their 
willingness to provide their personal information online to their involvement in 
loyalty programs:  
Well I know Fly Buys ask for my date of birth and those kinds of things. 
They’re a supermarket, they shouldn’t really need that, but they need it 
because of the scheme so I can get something from them (YF6). 
 
Respondents also indicated a willingness to provide a low level of personal 
information for entry into a competition.  Surprisingly this was one category where 
Baby Boomers were open and more willing to provide their personal information.  
One Baby Boomer respondent linked their willingness to an ‘immediate win’ form of 
competition, declaring: ‘You’re only giving a top level of name, address, maybe an 
age, but it’s very basic, but it’s for an immediate win, immediate gain’ (BBF1).  Gen 
Ys and Gen Xs discussed dependence on the actual prize, as the influencer in 
whether they would enter a competition or not:  
I enter all different kinds of competitions, but the information I give depends 
on the prize. …I have entered competitions where you can win a book and it’s 
often just the first 10 people to email us, so I am happy to have my email 
address go out. And then up at the other end where it’s cars, or a trip to Italy 
then I will sit there for 10-15 minutes and fill it out because I actually want 
the prize (YF3). 
 
4.4.2 Not willing to give - No benefit/value perceived 
When being asked to provide personal information that is flagged as ‘optional’, most 
respondents were unwilling to share their personal information, unless there was 
some form of benefit associated with the exchange.  For information that was not 
mandatory, one Gen X respondent stated: ‘It depends what I’m getting out of it’ 
(XF9), as to whether they provided their personal information.  A sentiment echoed 
by another female Gen X respondent: ‘When I find there’s no benefit, I get no benefit 
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out of it, then why do you need to know my information, my details?’ (XF2).  
Respondents stated that the lack of a benefit offered or perceived value in the 
transaction, the less likely they were to exchange their personal information.  Instead, 
they indicated that they would simply look elsewhere for a similar supplier or 
transaction.  Baby Boomers were observed to be the least willing to share their 
personal information, even if an incentive was offered to them.  Even the offer of an 
incentive it ‘wouldn’t sway the decision… there’s always an alternative’ (BBM7).  A 
male Baby Boomer echoed his concern stating:  
We’re from the era that money is not that much of an incentive, maybe it is, I 
can’t speak for everybody here. But with those sort of things, you’ve got to 
weigh up the pitfalls of being involved for the reward involved and you make 
a judgement call about that and this is an individual thing. Generally from 
our perspective, we would think that it is not worth the trouble (BBM11).   
 
4.5 Level of involvement in transaction 
 
4.5.1 Willing to give - Convenience factor (information saved in system for 
future use) 
Respondents indicated a willingness to provide their personal information online 
when interacting with brands which they used frequently or where their personal 
details could be stored for ease of entry in future use.  There was again variation 
between the three generational groups.  For example, Gen Ys had a higher level of 
openness to the type of information they were willing to have stored online, as 
opposed to Baby Boomers.  This was especially prevalent in the area of income.  One 
reason may be that Gen Ys had a higher level of online purchasing as opposed to the 
more cautious Baby Boomer shoppers.  One female Gen Y respondent, shopping in 
the online fashion category, indicated that she was willing to share her name, age, 
address (for delivery purposes), email address, and her credit card details (which 
were stored online) for the ease of fast login next time, explaining: ‘I just type in a 
password, then the payment is made’ (YF14).  Another female Gen Y respondent 
expressed her concern over initially having to provide a level of information 
personalised to her needs.  However ultimately, she appreciated the fact that her 
information would be saved for future use: 
I bought concert tickets online last week, and once I finally got in to get my 
tickets they asked what my music preferences were, where do I live? etc …I 
said Brisbane, whereas I live on the coast. So [then they continued with] what 
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interests you? I just wanted the damn tickets! But at least now it’s there and I 
don’t have to do it next time (YF6). 
 
4.5.2 Not Willing to give - Time poor 
A key reason for respondents being unwilling to provide their personal information 
was the fact that it took them too much time: ‘normally it’s because I don’t have the 
time, or don’t want to give my time up to do a big long survey for no reason’ (YF5).  
Further, a female Baby Boomer summarised the scenario of being asked too many 
time-consuming questions, stating:  
I’ve had a couple [surveys], but once they start asking too many questions I 
log out. I’m not interested in providing them with a certain amount of 
information that I don’t give. So I stop it and I don’t do it. ....I don’t think 
they should be knowing everything about me (BBF10). 
 
 
4.6 Brand Reputation 
 
4.6.1 Willing to give - Regular brand use/brand trust 
The level of personal trust in the brand/website was acknowledged as being a result 
of the respondents’ perception of the reputation of the brand: 
They use my information to remind me what’s on my wish list, or tell me 
when the price has dropped on the goods that are on my wish list, and any 
special deals. Yes I totally trust them, I would tell me everything (YF4). 
The stronger the relationship with the brand, the more willing Gen Ys were to share 
their personal information online: 
If I can tell that they are a reputable company, and it’s a cause that I want to 
support and there’s enough information for me to see where the money is 
going, and that they’ve got a promise on there like ‘we will only contact you 
at the times that you want to be contacted’ or ‘we will never share your 
information, we will never sell it’. Just tell me what you’re going to do with 
it, make a promise and then I will trust you (YF3). 
 
Another female Gen Y respondent linked her willingness and level of trust, to her 
previous experience with the brand:  
I would trust them with my information as a consumer because I think that 
they’re an international brand and they haven’t abused the information that I 
have given them (YF5). 
It seems that the higher the level of trust, or the stronger the reputation of the brand, 
the more willing consumers are to provide their personal information online.  Overall 
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Gen Ys established stronger brand connections which resulted in a higher level of 
willingness to share their personal information online: 
Yes they’re ‘Friends with a Face’ for me. As any of my students would 
probably know, I’m a big cooking fan, and specifically I like Nigella Lawson 
and Jamie Oliver. Trusting those websites I would happily part with 
information about who I vote for, how much I earn, because this is just Jamie 
and Nigella! If I go to www.Ilovecooking.com or some such website and they 
ask how old are you, or something simple, I’m not giving you that 
information, you are just a corporation (YF3). 
 
A further female Gen Y respondent elaborated outlining a link between willingness 
to share personal information online and the relationship with the brand, presenting 
that brand reputation equals willingness to share: 
I think it all just depends on the context that you are providing this 
information to, and the context of the website. …I was going to say, I think of 
it like talking to people. I’d be more willing to tell NAB pretty much 
everything about myself. Because in that environment I feel that it’s quite a 
trusting relationship. And same for online. I trust them whether I am in 
person or online. Whereas a brand that I don’t really know, there’s no way 
that I would talk to them about every single personal thing. Even if it was a 
bank. If it’s not my bank, then I’m not talking to them about that (YF13). 
 
Some Gen X respondents linked their personal willingness to a level of security: ‘I 
think it’s whether you want it or not. Be careful who it is’ (XF12) and another 
declaring ‘I think the line as to what you will give depends on who it is that you’re 
giving it to’ (XF1).  In agreement, regarding the brand you provide your personal 
information to, a female Baby Boomer respondent stated: ‘If I feel comfortable about 
filling out something I’ll fill it out, if not, I don’t’ (BBF8). 
 
Across all generations, it was clear that the personal level of desire for the product or 
service plays a role in their willingness to provide their information: 
But it depends on how much I really want the product. If it’s something that’s 
quite close to my heart, then I’ll give you everything. I’ll give you my first 
born child to have a look at the new shoes. But if it’s something that I don’t 
really want …or I haven’t got time to do it, I won’t give the time, I won’t give 
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4.6.2 Not Willing to give - lack of familiarity with the brand 
A female Baby Boomer offered an interesting parallel between her efforts to stop 
door knockers and her online interactions, stating: ‘I also have a sticker on my door 
that says no door-to-door traders, so I see the internet as the same and I’m on the Do 
Not Call register and I don’t like receiving emails that I haven’t asked for’ (BBF3).  
Common to all three generational groups, some respondents stated that they would 
not be willing to provide even some of the less sensitive personal information 
requested, including: surname, phone numbers, addresses, credit card details, etc, 
unless the information was mandatory and necessary for the specific transaction:  
Questions are asked and I’m thinking, I’m not prepared to answer that 
question and … some of those questions have been mandatory ‘you must 
answer them’, so then I think, well forget it. Yes, I just cancel (BBF12). 
 
Other respondents stated that not being familiar with a brand/company or not having 
had previous experience with them, which resulted in an inability to assess/examine 
the brand’s reputation, were reasons why they would be unwilling to provide their 
personal information online: 
And giving the information to business also, I’m a little hesitant in some 
ways, because they’re a bit of a no face. You know a clothing store, it’s just 
the clothing store name. And you say ‘oh hi, …Sugar Boutique, just 
wondering when this size will come in?’ ‘Hi Harleigh, ra ra ra. We can see 
you live at Vicky Point, so this store’s going to be open…’  And you feel 
…don’t know who you are, but you know everything about me. So I’m a little 
bit more [hesitant and unwilling] (YF14). 
If I haven’t used them before, I’m less likely to give them information. I might 
buy a few things from them first before I start signing up to whatever they are 
providing (YF5). 
I just click out of it because I’m reluctant to give personal information unless 
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Table 4.1 Summary of Willing / Unwilling Constructs 
 











 When information being collected is not too 
personal 
 Trust that my bank will cover me 
 Information being collected is considered as ‘too much’ 
 Information being collected is considered as ‘too personal’ 
- Income bracket 
- Personal financial information 
 Provision of mandatory data fields only 
 Unwillingness to provide personal information about others 










 Ownership of control 
  Legal support 
 Willing, but resigned to a loss of control 
- Inability to retrieve personal information 
- Storage and disposal of personal information 
 Willing – but concerned about inability to retrieve 
their personal information 
 
 Data safety concerns (anyone has access to 
my information online) 
 Fear of personal information being on-sold 
(third party use) 










  Awareness of information being collected online 
 Awareness of how information is being used 
 Awareness of the amount of information being 
collected 






















 Convenience factor (information saved in system for 
future use) 




























 Regular brand use/brand trust  Lack of familiarity with the brand  
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4.7 Strategies to reduce risk online 
Study One identified various strategies respondents use to reduce their risk when 
interacting online.  These include: 1) looking for the ‘http’ or padlock on the website; 
2) looking for a physical address or contact telephone number; and 3) undertaking 
extensive online research before purchasing. 
 
4.7.1 Looks for the ‘http’ or the padlock for site security (and uses the floating 
keyboard) 
Several Gen X respondents mentioned that they looked for either the ‘http’ in the 
URL which they perceived as making the website ‘secure’ or they looked for the 
‘padlock’ on the screen before purchasing online: ‘When I am online I always look 
for the little lock down the bottom…the padlock, …If it’s not there I won’t enter my 
data’ (XF11).  In agreement with the use of the ‘padlock’ for site security, a female 
Baby Boomer stated:  
I think that we always look for that lock at the bottom when you are doing 
anything online. That little lock that says this is a secure site. You don’t know 
that, it’s pure trust.. but at least if that is there, we will provide our credit 
card, whereas we won’t provide it if there is no lock…We’ve being buying a 
hotel overseas and if that lock is [not there] we won’t put our credit card 
number on there. We will ring them and give it to them over the phone…or 
email it to them, in two different emails, not even in the one, so if it goes 
astray …half of it will be in one email, so, that lock at the bottom in QANTAS 
and others is, I’m hoping, my piece of mind (BBF6). 
 
A further female Baby Boomer respondent outlined her use of and perception of 
increased safety due to the use of a floating keyboard when logging into her internet 
banking:  
I’m with Queensland Teachers Mutual Bank and I don’t do much [online], 
but it has one of those floating keyboards. And I think and say to myself, is 
that a bit more secure, because of the floating keyboard…you have to work 
around the screen, so you don’t just type it in. You have to log in on the 
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4.7.2 Looks for a physical address and telephone number 
Several respondents outlined that in order to reduce risk they look on websites for a 
physical address or a shopfront or an actual store that they could go to should 
something go wrong, or if they need further assistance: 
The fact that the company has a physical address (YF4). 
If I know that there is a shop for it, one you can easily call or go in and see 
(YF6). 
An office somewhere - I look for an office and a ‘contact us’. I want to see an 
address (BBF6). 
It helps if they’ve got a store front. If the company’s got a store front and you 
can still buy online from them, I’d be happy to buy online from say DJs, 
because I know there is a store somewhere I can go to and speak to a person 
(BBM13). 
In addition, a female Baby Boomer added that she looks for a telephone number 
before engaging with a brand/company online, to reduce potential risk: 
I think for me, if there’s a telephone number available that you can phone if 
at any time you are not happy or you want to ask further questions, that 
would give me a bit of reassurance. Often there is no way you can contact 
anyone, it is just all emails (BBF12). 
 
4.7.3 Undertakes extensive online research first 
Respondents across all three generational groups outlined the depths they went to 
when researching a brand/company online, before they made a purchase.  The level 
of research undertaken usually commenced with the review of the brand/company’s 
website and then encompassed an online search and ended in reading online 
consumer reviews.  One female Gen X respondent summarised her level of research 
as follows: 
I’ll often google them. I was trying to find something last night. You google 
the company to see what you can find out about them; if they are reputable 
and read the reviews to see what other people have said; if other people have 
bought goods or services and haven’t had a problem with them (etc) (XF13). 
A male Baby Boomer outlined his similar process of research: 
I will get off their website and I will type in something like ‘problems with 
Telstra’, or ‘problems with Telstra mobiles’ or something like that (that’s 
probably a silly one [example] because it is big). Or if I am looking at 
purchasing a new device for the kitchen, I will see if something comes up. 
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In addition to search engine searches, respondent’s also indicated that they spent time 
reading other consumer reviews about the brand/company they were interested in, 
before making a purchase or inquiry decisions: 
There’s a dodgy Asian website called My Offer. It is completely dodgy. And I 
know it’s dodgy, but I go back through every single bit of feedback that 
anyone has ever left, and then I’ll make a purchase. And it could take me 
eight weeks, twelve weeks to decide yes that’s that person. But I will stalk 
them religiously until I am ok that the product will get there, and my details 
won’t be….(ripped off) (YF12). 
Agoda…they have customer reviews and when you do your research you are 
given 20 hotels in a particular town and you can go and have a look at all the 
different prices and what people have said about them and if the ratings are 
there - 7,8,9, then I think, well, those ones are pretty good, but if the average 




In order to investigate consumer attitudes and privacy concerns when consumers 
share their personal information with brands online, this study analysed focus group 
data to identify situations under which respondents would be willing or unwilling to 
provide their personal information and their attitudes towards their information 
sharing.  Thus, this study addressed the following research question:  
RQ1: How do consumer attitudes towards a brand, affect the giving of 
personal information online?  
 
Six focus groups were conducted (2x Gen Ys; 2x Gen Xs; 2x Baby Boomers, total 
respondents n=40) across Generation Y, X and Baby Boomers.  Willingness or 
unwillingness to give one’s personal information online was analysed according to 
Malhotra et al. (2004) IUIPC constructs of collection, control and awareness; Xu et 
al’s. (2011) Privacy Calculus model; the level of involvement in the transaction and 
brand familiarity.  The analysis of Study One’s findings concluded with an overview 
of strategies respondent’s stated they used in order to reduce risk online. 
 
An equally important finding of this research is that cross-generational comparisons 
of Gen Y, X and Baby Boomers revealed only minor generational differences in 
relation to respondents’ concerns for information privacy and their willingness or 
unwillingness to give their personal information online. Therefore the following two 
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studies will not focus on generational comparisons, but rather investigate general 




In conclusion, this chapter has presented the results of Study One by overviewing 
consumer attitudes and privacy concerns when consumers share their personal 
information with brands online.  Overall, these results contribute to an understanding 
of the key drivers of consumer willingness/unwillingness to give personal 
information online.  These findings present a starting point for further development 
and investigation of the actual triggers which influence consumer willingness/ 
unwillingness to give their personal information online, which will be examined in 
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Chapter 5 




Study two aims to investigate specific situations where consumers recalled being 
either willing or unwilling to share their personal information with a brand online to 
identify the actual triggers that precipitated their decision.  The study was conducted 
using the process outlined in chapter three, which involved conducting semi-
structured interviews using Critical Incident Technique (CIT).  The key focus of 
Study Two is to address research question two (RQ2): How does consumers’ 
experience with a brand influence their willingness or unwillingness to share their 
personal information online?   
 
A framework of this chapter is illustrated in Figure 5.1.  The chapter starts with an 
overview of the critical incidents whereby respondents recalled specific situations 
when they were willing to give their personal information to a brand online (section 
5.1).  Next, critical incidents recalled by respondents who were not willing to give 
their personal information to a brand online are addressed (section 5.2).  Following 
this is an outline of some specific strategies which several respondents stated they 
used in order to ‘get around’ providing their personal information, or in order to 
protect their financial security (section 5.3).  An overview of findings relating to 
consumer willingness to share their personal information again in the future is 
outlined (section 5.4), followed by a discussion of key findings from Study Two 
(section 5.5).  The chapter closes with an outline of the contributions from studies 
one and two to the conceptual model (section 5.6) for testing in Study Three, before 
presenting conclusions to this chapter (section 5.7).  
 
Emerging from the 21 semi-structured interviews conducted as part of Study Two, a 
total of 56 usable incidents were collected (In line with CIT method, during the data 
analysis stage some incidents were removed due to insufficient detail for research 
analysis.  The total number of ‘willing to give’ incidents collected and analysed was 
41 incidents, while the total number of ‘not willing to give’ incidents collected and  
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Source: Developed for this research  
 
analysed was 15 incidents.  The critical incidents were categorised according to 
specific triggers which influenced the level of willingness/unwillingness to give 
personal information.  Figure 5.2 visually presents the triggers that emerged from 
Study Two, of which 12 triggers were identified for willing to give and 7 triggers 
were identified for not willing to give.  These triggers are organised according to the 
most cited to least cited triggers, such that ‘trust in source/esteem/reputation’, 
‘mandatory information for purchase’ and ‘previous experience’ were the top three 
willing to give triggers.  Whilst ‘too much information requested’, ‘information 
requested being too personal’ and ‘SPAM or being over-contacted’ were the top 
three not willing to give triggers cited in Study Two.  These triggers are addressed 
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Figure 5.2 Summary of ‘willing to give’ and ‘not willing to give’ 
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5.1 Triggers to provide personal information 
Thematic coding resulted in twelve triggers of ‘willingness to give’ (W) one’s 
personal information to a brand online, which included: 
1) Trust in source/esteem/reputation 
2) Mandatory information for purchase 
3) Previous experience 
4) Size of company/volume of 
business/location/ longevity 
5) Website looks genuine 
6) Incentives 
7) Trust in financial transaction 
8) Insider knowledge 
9) Wants offer/s tailored to me 
10) Power to unsubscribe 
11) Very specific purchase/ can’t buy anywhere else  
12) Much cheaper/ cost savings 
The following section addresses the key findings in relation to data collected by 
respondents aligning with the twelve triggers of ‘willingness to give’. 
 
5.1.1 Trust in source/perception of good reputation 
The highest proportion of incidents (46%) aligned with the trust in source/perception 
of good reputation trigger.  Respondents correlated their level of trust/reputation 
in/of the brand, with their level of willingness to give their personal information.  At 
the most basic level of trust, many respondents openly shared their willingness to 
give their personal information, owing to their belief that the brand would not on-sell 
their personal information: 
I can’t imagine that they would sell it on or do anything with it. I think the 
only thing they might do with it, and it hasn’t been very explicit, is that 
customised marketing (R2W3). 
I guess I was believing they had said that the information wouldn’t be on 
sold, it was just for their internal marketing purposes. And so everything, and 
all my previous interactions with them, they had done and carried through 
with what they said, so I was trusting them to in this case again to do what 
they said they were going to do. And that was to not on sell my information 
(R11W20). 
I think because I trust the brand, in the sense that they’re quite a large brand 
and I have been into their retail stores so I know that they are reputable 
(R3W6). 
At the far end of the spectrum, in one incident a respondent openly declared their 
absolute level of trust and willingness to give their personal information to an entity 
online: 
So web behavioural economist Dan Ariely …he’s come up with this App and 
it’s for all kinds of experiments. Anyone doing experiments basically in 
Academia, can send their request along and they collect data. …they collect 
all this information about you. Like basic demographic stuff you would 
expect, but also your religious views, your political views, your sexuality, and 
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a whole bunch of stuff. And I was totally fine with presenting all that 
information because Dan who’s running it, I trust him as an entity. So I think 
… if you trust who you are providing your information to, you will probably 
tell them anything. Because I know that he is just going to use them to study, 
to publish in journals, he is not going to stalk me, or steal my identity. I trust 
him as an entity (R2W5). 
 
This incident further revealed a strong connection between one’s perception of 
reputation and trust and their willingness to give, especially in a situation where there 
was no incentive or benefit offered to the respondent in exchange for their personal 
information:  
No, absolutely no outcome (incentive). It was pure intrinsic motivation 
because I wanted to know that I was helping his research because I hold his 
research in such high esteem. So I guess that comes down to any brand. If I 
hold them as having a strong positive reputation, I have confidence in the 
brand, …I have trust in the brand, then I’ll be willing to give it to them 
(R2W5). 
 
During the CIT interviews respondents were asked ‘why do you trust the brand?’  
Responses ranged from ‘because I have insider knowledge from working there. I 
know who owns it. …again from the insider knowledge, I believe they have a very 
good reputation’ (R2W3); through to a trust by association and being unable to 
collect any negative information on the brand: ‘I probably would sum it up as trust 
by association.  And then, trust because I couldn’t find anything bad about them 
online’ (R5W10).  Many respondents reported conducting a level of research into the 
brand, in order to ascertain their level of trust and willingness to give: 
I think because I had done a little bit of research into them and I hadn’t seen 
anything negative popping up, such as ‘scams with this brand’, and also 
because I received the sample through another company that I trust.  So I 
assumed that the company which is ‘Bella Box’ had checked this company 
out before recommending them (R5W10). 
In addition to trust, the respondent’s perception of the reputation of the brand was 
cited as a trigger for their willingness to give their personal information online.  
Respondents reported their comfort and willingness to give their personal 
information owing to their perception that the brand had a good reputation: ‘I had 
done my research online about the company…. they have a good reputation online...’ 
(R1W2) and also due to never having had a problem with the brand previously: ‘Yes. 
Yes (felt comfortable), because they have a good reputation and we’ve never had a 
problem, never’ (R21W41).  In one incident, a respondent stated that whilst they 
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were ‘hesitant’ to give their personal information (due to the level of sensitivity of 
information requested), their perception of the reputation of the website encouraged 
them to do so: 
They actually did require your age, where you lived, more personal 
identifying information. So to be honest I was a little bit hesitant in the 
beginning to give over that information. I did anyway but I was a little bit 
hesitant. But knowing that this was a reputable site, so therefore a reputable 
brand within the academic recruitment arena, I guess that made it a little bit 
easier to willingly give over that information (R6W11). 
The quality of the product offering and value for money was further cited as reasons 
for the perception of a good reputation, leading to a willingness to give personal 
information: 
I believe it has a good reputation because of the quality of the bands 
[respondent referring to ‘Splendour in the Grass’] that go there initially…It is 
very, very high. I believe that they do a really good job. I don’t ever question 
that my money is not going to be worth it (R4W8). 
Finally, many respondents correlated their trust in the brand and thus, their 
willingness to give their personal information, owing to their previous experiences 
with the brand: 
Well I trust them implicitly, that they will actually do what they said. So I 
would give them a ten [out of ten for trust]. I haven’t had any cause to be 
concerned about them and I haven’t had anything dodgy from them since, so 
I would give them a 10, I believe (R13W23). 
It’s a good brand, a well-recognised brand. …and I have had great success 
with the brand before. So, I have a good level of comfort with them. .. Very 
good brand, very good service (R15W27). 
 
5.1.2 Mandatory information to purchase  
The exchange of mandatory information in order to purchase a product/service 
online, attained the second highest number of incidents (37%) recalled by 
respondents.  The mandatory information to purchase trigger encapsulates responses 
on a scale from perceptions of an easy, care-free interaction; to the transaction 
happening as part of a routine or low involvement process; to a level whereby 
respondents advised they had no choice, and that they were ‘forced’ to provide their 
personal information in order to interact or purchase online. 
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Several respondents reported their willingness to provide ‘mandatory’ personal 
information, owing to their perception that the exchange was relatively carefree; or 
simply due to a low sensitivity of information being requested: 
I’m quite carefree about it nowadays. I think in the beginning I was a little bit 
concerned about what I share. But nowadays I always check that the site has 
some kind of security before I give any credit card details. But name, address 
and those kind of things I think I give away quite easily (R13W23). 
I was quite comfortable (providing the personal information) ...because it 
was obviously a service that I needed. So you have to give so much 
information there. There was nothing detailed like bank account details or 
anything like that. So that’s okay, phone and email those basic requirements, 
that’s quite acceptable (R15W27). 
 
Other respondents discussed their willingness to give a level of mandatory 
information, as a result of the purchase being part of a routine: ‘Let’s hurry up and 
get this filled in.  You know, click, click, I do this every day.  Not a problem’ (R5W9) 
and in addition to routine, the purchase being low involvement and therefore taking 
place with very little thought: 
Well I think because it is such a routinised behaviour now, it’s quite habitual. 
It’s tragic how much I go on there, that I felt just completely comfortable, at 
ease, there were no red flags or anything (R2W3). 
Just general things, there was nothing too suspicious in there...I just did it 
without thinking. I wanted to make the purchase, so I just did it (R3W6). 
 
In many cases respondents reported their willingness to give only as a result of being 
forced to provide a specific level of their personal information in order to receive a 
trade-off: ‘Just resignation that I had to do that to get the benefits so there is no 
other way around it’ (R20W38).  Some respondents discussed the need to provide 
their personal information in order to set up an online account, to either peruse the 
online shop, or to make a purchase online:  
You actually have to give your details even to set up an account, to get on 
there and look. So even if I didn’t buy anything, I would still have to provide 
some details (R11W19). 
I needed to give that [felt forced to provide personal information] …you set 
up as an account and then they actually have [your] address, a credit card, 
everything online, in a file you sign in. To join up you had to give all that 
information. So when you log in to their site under your own username, all 
that is ready to go so you can bid and if you win it’s all processed and sent 
through, up to a certain amount (R12W22). 
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Further respondents reported a lack of freedom and feeling ‘forced’ to provide their 
personal information in order to transact online: 
Nowadays I think so often you don’t have a choice and if I want to participate 
in this I have to give my information, and there is no other way of signing up 
apart from online (R13W23). 
Well the only way for me to buy things online with the PayPal account was to 
provide all that information. So if I didn’t provide it all, then of course I can’t 
do online purchases (R14W26). 
Many respondents recounted situations whereby they were ‘willing, but hesitant’ to 
give their personal information, or they felt resigned into submission: 
I just want to take home whatever it is I decided to buy. So if that’s the only 
way I’m going to get it out of the store, I will tell them [my personal 
information] (R16W29).  
So you can’t use the service unless you give them all of this information. 
Which is a bit of a pain. …It’s not so much the hesitation with giving them the 
information. It’s the hesitation and the anxiousness of…okay well now they 
have this information, but where is it going, what are they doing with it, and 
who else can access it? I think that’s a worry (R6W12). 
 
Other respondents discussed an understanding of the need to exchange mandatory 
items of information in order to facilitate the purchase: ‘It just came across as 
necessary to get what I wanted, they needed that information which stands to 
reason…it seemed reasonable to be giving them what I gave them’ (R19W34).  A 
further respondent identified their willingness to give their personal information 
because the benefits outweighed any potential risk: 
To be completely honest with you, strategy overcame emotion. Because I need 
them more than they need me. So if I need them, I am more willing to give 
over the information. But if they need me I tend to be a little more hesitant in 
giving over that information (R6W11). 
The same respondent also continued to outline that they would have been unwilling 
to give their personal details if the information being requested was optional: ‘I 
would be very hesitant to give over that information, and I wouldn’t willingly, and if 
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5.1.3 Previous experience 
Previous experience with a brand was found to greatly influence consumers’ 
willingness to give their personal information online.  In 32% of incidents, 
respondents reported having some form of previous experience with the 
product/brand.  Such previous experience encompassed either directly never having 
had a problem with the product/brand before; or due to word of mouth and 
testimonials from parents/friends who had never experienced any issues. 
 
Previous positive in-store experience was often transferred to the online 
environment: ‘Because you always have a good experience in store, you’re more 
welcoming when you get some electronic communication from them’ (R15W28).  
Customer loyalty and regular purchase behaviour was highlighted as another aspect 
of previous experience and willingness to give: ‘So I felt completely fine about that, 
especially [be]cause as a loyal customer I have done that before, so I feel more 
comfortable, it wasn’t a one-off thing’ (R2W3).  Previous experience and regular 
purchase behaviour were connected to reliability: ‘Probably because we have used 
them now for a few years. And we know that they are reliable’ (R21W39).  Finally, 
past success with the brand was identified as a further driver of previous experience 
and willingness to give: 
Probably because of past success with it. Past success and also they have 
regular updates to keep you informed on your enquiry rate. That’s really 
good feedback for you (R15W27). 
 
Several incidences reported personal experiences whereby the respondent’s 
willingness to give their personal information was attributed to the fact that they had 
not previously experienced any problems or issues in prior transactions with the 
product/brand: 
Well I’ve been happy with them every time I have used them. I can’t say they 
have caused me any grief or anything like that (R18W32). 
Oh I don’t know. I suppose it’s just my own personal experience…just 
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Respondents reported their own long term experience with the brand resulted in a 
high level of trust and thus willingness to give their personal information: 
I have been trading with them for probably 15 years or more. And I’ve never 
had an issue. So I have that trust from the time that we have been dealing 
with each other (R13W24). 
In addition to one’s personal previous experience with a brand, respondents also 
reported being influenced by feedback from others (friends/family) as a reason for 
their willingness to give: 
They are well-known. And I’ve heard good things from people about them, 
and I have had a couple transactions and I am very happy with them 
(R9W17). 
 
Many incidences uncovered respondents being willing to give their personal 
information based on the feedback and previous experiences of others.  Such as, 
listening to word of mouth or from personal recounts of purchases made by family, 
friends or acquaintances: 
I had friends who’d used them before, so I knew that they hadn’t had any 
problems with them (R3W7). 
And my parents have flown with them many times before and my 
grandparents before that, so I suppose I feel like they’re well established so I 
can trust them (R5W9). 
I would say it’s fairly solid (level of trust in brand). I haven’t heard anyone 
complain about them or... everyone I have spoken to about it (the brand), if it 
happens to come up in conversation, they have heard of them. I have never 
heard anyone say ‘I think they are dodgy’ or that sort of thing (R3W7). 
Previous experience with the brand in the offline environment was also a trigger of 
willingness to give: 
I have done it, it was banks, it was a couple of banks. Because I had 
interactions with them, with real people in the real world first, and so when I 
need some information about refinancing and that type of thing, I just jumped 
online, and even though they did ask me some personal questions and 
whatever else, because I had already been in and seen people in the banks, 
and they’d mentioned about getting information online ra ra ra, when it came 
down to doing that I already knew what to expect and how they were going to 
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5.1.4 Size of company /Volume of business /Location and Longevity of 
business 
The final willingness to give trigger involved the size of the company including the 
volume of business, and location and longevity of the business. Notably, respondents 
appeared to equate brand strength with high reputation although this is not 
necessarily always the case. This trigger was reported by respondents in 24% of 
incidences and the key aspects of this trigger covered: the larger the brand/size of the 
company equated to greater protection in the transaction; safety in numbers; 
influence of amount of advertising viewed; having support networks across the 
globe; the more support offered by the brand/company, the more likely they are to 
deliver on their promise; and location of company, volume of business and longevity 
of the company. These are all influential in the decision process. 
 
Respondents reported a high level of trust in a company/brand and a willingness to 
give their personal information because they thought the larger the brand, or size of 
the company, equated to a level of protection in their transaction: 
I think because I trust the brand, in the sense that they’re quite a large brand 
and I have been into their retail stores so I know that they are a reputable 
(R3W6). 
A brand with a great many customers was considered to provide a diminished 
probability of something happening to them. This perception of ‘safety in numbers’ 
made them willing to give their personal information: 
I think that just because [they are] so big and so many people use it. I haven’t 
really heard of any major incidents with it, so that’s why it’s trustworthy… 
[I’m] fairly comfortable because it is a big company. Because there is a lot of 
protection there (R7W13). 
Again, because they are a large company, I didn’t have any hesitation in 
going down that path with them. I didn’t even think about it because there are 
so many people, it’s a safety in numbers thing isn’t it? If lots of other people 
do it (R19W35). 
A further respondent linked the amount of advertising seen to company size, which 
resulted in their willingness to give, due to the perception of security measures being 
in place: 
Well I see them advertised a lot. So I’m thinking that this makes them a 
bigger company...well I thought that because it was a big company that it 
would be okay…because they are big and a lot of people are using them, 
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they’re going to have to have a lot of measures in place to be able to run as a 
business (Incident #25 Female Gen X). 
 
In addition to size of company, one respondent cited that a company which had 
support networks across the globe contributed to their level of trust in the company 
and willingness to give personal information online:  
I think because they are such a large company. I feel that even though I 
wouldn’t have the support that I do [sic] if I lived in America, because they’re 
an American company, I feel that they seem trustworthy, …[they] seem like a 
very reputable and honest company to me personally (R1W1). 
The respondent continued to elaborate on their willingness to give due to the belief 
that the larger the company, the more support they have and the more likely they will 
deliver on their promise:  
Well I wouldn’t be willing to give my information to them if they were a 
smaller company. They are a very large company. They’re international…the 
fact that they have a lot of support as well…they have such a firm backing 
and they are so strongly focused on customer service, I feel that as a large 
company they have the privacy in place, because I feel since they are that big, 
they can’t be doing anything too seedy (R1W1). 
The perception of support from liaising with a large company was cited in another 
incident, whereby the respondent felt comfortable and willing to give their personal 
information online: 
I feel that they are a good company that are controlled in the west. So I feel 
that they have support networks in Brisbane and I felt that if I did give my 
information and anything went wrong, that it’s only a 20 minute drive to an 
office where I can talk to another person, so I can go through it (R1W2). 
 
In addition to size of company, respondents reported the location of the company 
(country of origin), volume of business and the longevity of the company, as being 
influential in their decision to give their personal information online.  In relation to 
company location, one respondent stated that they felt comfortable and willing to 
give their personal information online because they considered the country of 
operation to be ‘safe’: ‘they are based over in the UK …so it’s not such a dodgy 
country’ (R3W7).  A further respondent expressed a connection between the 
company’s volumes of business to a perception that the brand has a good reputation: 
‘well just from the sheer volume of business that they do’ (R21W39) and therefore 
they were willing to give their personal information.  A further respondent revealed a 
connection between the longevity of the company in operation and the brand having 
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a good reputation: ‘just the longevity since they have been around a long time’ 
(R20W37) and therefore expressed a willingness to give their personal information 
online.  
 
5.1.5 Website looks genuine (or undertakes other online research) 
Reviewing a website to ascertain if it is genuine and professional, or undertaking a 
level of online research into the company/brand (often including ‘googling’ them), 
was identified as a trigger for willingness to give in 22% of incidences.  In evaluating 
whether a website looks genuine one respondent reported: ‘the way the website is 
constructed, it gives the impression that they are a reputable company’ (R19W34).  
Further, respondents outlined their level of comfort in giving their personal 
information when the website ‘looks official’ and ‘not dodgy’ and overall, appears 
professional in design: 
I think it was quite good. The website page looked official; it did not look 
dodgy. Everything was structured …and it had all the security things …it says 
‘this is a secure payment window’ and all that was fine (R2W4). 
Just the way the website is designed, not even when you’re purchasing, just 
when you’re browsing … their stores are all set up quite well, they’re quite 
professional, I think they have been around for a while. So quite 
established…..it all looked legit and website design is a big thing for me. If it 
[website] looks dodgy then I’m not going to give them anything (R3W6). 
 
In one incident the respondent reported looking for security aspects on the website 
which they used to assess the quality of the website before giving their personal 
information: 
I tend to look for, and I know it’s not on all reputable websites, it’s not really 
a stock standard way of measuring it, but some have the ‘HTTPS’, instead of 
just the ‘HTTP’. So that’s always a good sign (R3W6).  
A further respondent expressed their evaluations made on the look and feel of the 
website: ‘if I went up to a website and it said ‘contact us’ and all you had was some 
dirty looking email, I wouldn’t feel as confident’ (R1W1).  In agreement, in another 
incident a respondent reported similar concerns: ‘...I think I would be a lot more 
cautious if the website just didn’t come across that well’ (R19W34). 
 
Conducting online searches into the product/brand was reported by respondents as an 
activity undertaken before they were willing to give their personal information: ‘I 
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received a sample for the product. And then I went and researched them online. I 
decided that they were worthwhile and I signed up for their trial package’ (R5W10).  
One respondent stated that when they come across a new brand or company online 
they conduct research on them: ‘because you don’t know who they are, they could be 
anybody’ (R11W19). 
 
Googling the product/brand was commonly reported by respondents as a method 
used to work out whether the brand was genuine and trustworthy before they 
exchanged their personal information: 
I just google them. So I’ll Google Intrepid reviews or reputations and a lot of 
things pop up, especially because it is a travel-orientated company and there 
are a lot of people who have been on their trips before. ..Basically, research 
can get you a good understanding of what the company is all about (R1W2). 
When using Google, respondents stated they would look for negative comments or 
reviews and if they were not able to find such information, they would be willing to 
trust the website and give their personal information online: 
I hadn’t been able to find anything on them saying that they were really bad 
or anything, and so you know just doing the general Google searches and all 
that type of thing, I hadn’t found anything to say that they were terrible, or 
don’t buy from them. Everybody seemed to say they’re great, they’re 
reputable, we always got our goods really quickly, there weren’t any issues 
with non-delivery or anything else (R11W19). 
In addition to conducting a Google search, in one incident a respondent stated that 
their willingness to give was not just based on the information gained from a Google 
search, but also where the product/brand appeared in the rank order in the Google 
search list results: 
When I googled them it went through about 6-8, maybe 8-9 websites. But they 
seemed professional…and I went into every single one of them. You gained 
the impression after you had done it a few times that you know they are a 
reputable company. I think sometimes when you are using Google you think 
that because they come up in that first page or two pages, you think that they 
have been passed by Google and if there had been enough complaints then 
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5.1.6 Incentives 
The offer of incentives as a trigger of willingness to give was identified in 20% of 
incidences.  Incentives in return for the provision of respondent’s personal 
information include: guaranteed sale/tickets (first preference etc); discount on sale 
item/s; loyalty program offers; and competition based incentives.  Respondents 
likened it to ‘return on investment’: 
A recent one, was the Splendour in the Grass festival. …I had to supply them 
information in regard to my date of birth, my address, all that sort of 
standard information that people request. But they wanted a bit more of an 
explanation on the sorts of experiences that I usually have. And I was 
guaranteed that if I gave them a fairly extensive outline of why I go to the 
festival, and associated things, that I was guaranteed to be able to purchase 
tickets rather than waiting in line for them and possibly missing out (R4W8). 
 
The receipt of a discount or offer of vouchers on next purchase was cited by many 
respondents as the motivator in their willingness to give their personal information to 
a brand: 
They give you a 2% discount on your next purchase, and a 3% on your next 
purchase. So I think, okay I might as well. They do have my information, but I 
think I would have had to give that to them before for a one-off purchase 
anyway (R3W7). 
I think the only discounts are associated with your loyalty level. So do I get 
free shipping on any order no matter what amount? And if you spend X 
amount of dollars you get X % or dollars off or a voucher, if you spend $150 
you get a $30 voucher etc (R2W3). 
 
One respondent reported that it would depend on the type of discount being offered 
by the brand and how their personal information was going to be used, which would 
influence their willingness to give their personal information: 
I think it would have to depend on the situation. If it is a discount or free 
shipping, maybe a little bit more than free shipping, if there was something 
and I could see what they are using the information for. Then, yes I would 
(R1W1). 
Benefits of shopping with a loyalty program and receiving discounted petrol were 
presented as a value-add trade-off for the brand tracking the respondent’s purchasing 
habits: 
I am a very regular shopper and they do have sales every now and again, and 
the offers that they give, petrol discounting and things like that. It’s quite 
valued because I’m a Mum, so I spend most of the time well. I’m the main 
purchaser …so it’s good to be able to get some discounting. …it’s a win for 
me from a cost point of view, they do track my main purchasing and they send 
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through activations basically to help, to encourage me I suppose to purchase, 
but because I am already purchasing weekly, it’s just an added service for me 
really (R15W28). 
 
Providing personal information via surveys and competitions were stated as methods 
via which respondents were willing to give their personal information, in response to 
the offer of an incentive or in order to win a prize: 
I just did an online survey with Coles...and you can get either a discount 
[voucher] or flyby points. So I thought I would go in and do this survey. But 
at the end of course you also had to fill in a few more details about yourself 
as well. …I went with the flybys [points] (R14W25). 
Well I do a lot of work on the AFL website and I participate in their tipping 
and I am quite happy to trade off my personal particulars to possibly pick up 
a prize (R20W36). 
 
5.1.7 Trust in financial transaction 
Respondents cited trust in the financial transaction (accounting for 20% of the 
incidences), as contributing to their willingness to give their personal information to 
a brand online.  Such trust encompassed: 1) the brand not storing credit card details 
online; 2) an overall trust in VISA or using one’s credit card, 3) the ability to pay 
using PayPal (trust in financial institution rather than seller); and 4) trust in a 
website due to security checks (such as the padlock on screen).  
 
Whilst to some respondents having your credit card details saved online with a brand 
(and having a simple login process) was perceived as a benefit and time-saving 
convenience, other respondents felt more comfortable and secure with brands who 
did not store their credit card details online: 
I don’t like having credit card numbers out there all the time (R12W22). 
I’d rather put in my credit card details every single time, rather than have it 
stored on a system. It will probably store it anyway. But for instance, on the 
radio the other day some guy had a $13 million bank account sitting in his 
eBay account. And now obviously that’s an issue with eBay and they have 
rectified that now, but these things can happen (R6W12). 
Concern for credit card information being stored online also extended to the use of 
the CCV security number: 
They don’t keep your credit card on file, which I feel more confident about. 
I’m not a big fan of the Book Depository. They keep your card details on file, 
they just don’t have the security number on there. So I still feel uncomfortable 
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about that because you can still sometimes make purchases without that 
security number [the CCV] (R2W3). 
 
Trust in using VISA or one’s credit card with their personal bank was cited as a 
reason for respondents being willing to give their personal information and transact 
online: 
I’m using my Visa cards, and Visa gives you a lot of protection (R7W13). 
If you are using Visa cards …there is a certain guarantee with Visa …you 
know that if you are getting conned, that you can …and that helps in the 
equation, in the decision-making. Feeling that yes, if it is a con I can get in 
touch with Visa and they will refund the money anyway (R19W34). 
 
The option or lack of, payment via PayPal, was reported as a trigger for respondents 
to be willing or not willing to give their personal information and transact online.  
One respondent stated, if they don’t offer payment via PayPal ‘...then I don’t 
purchase’ (R14W26).  Feelings of trust and security in payment using PayPal 
increased respondents’ likelihood of making the purchase/transaction online: 
I know obviously if they go through PayPal, PayPal themselves are a bit 
more reputable, so it is a bit more of an indication that the brand isn’t going 
to steal the credit card details. Because it’s that third party (R3W7). 
The most recent one we did was we bought clothing from a Chinese supplier 
iOffer …we bought it through PayPal. So to protect our privacy we bought it 
through a recommended source. …and [with] PayPal, our credit card was 
protected. … you see PayPal advertised and we know it is a safe avenue to 
buy things (R10W18). 
 
A further check for safety in online financial transactions reported by respondents 
involved looking for the padlock/lock, or a level of website encryption.  The sighting 
of these items increased their willingness to provide their personal and credit card 
details online: 
Making sure that there is that little padlock symbol on the top of the website 
and things like that, is one of those things that I always check (R12W22). 
I always check for a little lock at the top of the page. Or something that will 
tell me that yes it is encrypted with something, before I do that, if I’m 
uncertain. I would never give my credit card details just in an email to 
anyone or anything like that (R13W23). 
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5.1.8 Insider knowledge 
Having insider knowledge was reported as a trigger of willingness to give, in 17% of 
incidences.  This type of knowledge may arise from consumer experience, brand 
experience or familiarity. Within this category triggers were further broken down 
into the following sub-triggers: 
1. MEMBERSHIP: Being a member of a group or having VIP/Silver status 
within the membership group; 
2. COMMUNICATIONS: Receiving emails, e-newsletters, product updates 
and special offers due to their membership; 
3. WORKING RELATIONSHIP: Insider knowledge/personal experience 
from having previously worked for the brand; 
4. FEEDBACK LOOP: Keenness to provide feedback in order to improve 
one’s own personal experience with the brand. 
 
5.1.8.1 Membership of a group 
Belonging to a group, being part of a rewards program or having VIP status was 
flagged as membership of a group, and was reported in 44% of the insider knowledge 
incidents.  Respondents reported feelings of trust and comfort, often resulting from 
previous experience in their membership, altogether influencing their willingness to 
give their personal information: 
It made me feel like a little bit of a VIP. It made me feel like they appreciate 
what I do for them and so they are willing to help me as well (R1W1). 
I am a loyalty customer at Witchery. Yes, you can be a VIP, or 
embarrassingly you can have silver status. …they asked for all the basic 
(information), your name, and address, so that they can send it [the online 
purchase] to you. …Witchery did not ask for any additional information …so 
I felt completely fine about that, especially [be]cause as a loyal customer I 
have done this before, so I felt more comfortable. It wasn’t a one-off thing 
(R2W3). 
Respondents expressed acceptance of exchanging their personal information for 
membership of a group.  In the following excerpt one respondent discussed how 
personal information was being tracked to offer discounts on products of interest to 
them and in the second excerpt the respondent recounted being willing to pay a fee 
for group membership and associated benefits:  
Woolworths actually is a good one…Woolworths is a great brand, so they 
obviously have a record of my purchases every week [through] the Everyday 
Rewards [program] (R15W28). 
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Because I am a member of that website, they have my personal details….so I 
just put my membership number in and my details …select what I want, 
where I want it to go, and they recorded my credit card details today. …they 
do send me regular updates of their new stock, their new statues and by 
paying a yearly membership fee, I do get a discount. I presume part of giving 
my information to them is that membership (R13W24). 
 
5.1.8.2 Open to communications 
Receiving and reviewing email broadcasts as part of membership with a brand was 
identified in 33% of insider knowledge incidents as a further trigger for willingness 
to give: 
Victoria’s Secret. I’m a member of the group and they send me emails. 
….they just wanted a little more information …I was completely willing to 
give all my information to them …I think they are trustworthy and being a 
member of their membership group, I felt quite comfortable doing it (R1W1). 
 
Several respondents shared their perception of value received from brands who 
communicated with them via weekly email updates and as a result, their willingness 
to give their personal information:  
They have regular updates to keep me informed on my enquiry rate. That’s 
really good feedback for me. Weekly updates [emails]. When I was selling, 
they gave me weekly updates on the actual people who viewed my ad. So 
that’s really good because it showed me… it can help monitor the enquiry, 
but also helps guide me whether I’m ready to drop the price or alter the 
ad…so that’s really, really helpful (R15W27). 
Well they keep me informed on the properties that are out there. And I find 
that I did a lot of research through real estate.com, more than I used the 
paper…I found on the net was a lot easier to surf that and find out the 
properties that are available, a lot faster (R18W33). 
 
5.1.8.3 Working relationship 
Having an emotional involvement with the brand through having worked for the 
company, was cited as a key reason in willingness to give, in 11% of insider 
knowledge incidents:  
I used to work there. So I have already an established relationship with the 
brand. I worked there for two years, so I have that emotional involvement. 
They are probably the only shop that I buy clothes from…. I feel that if I ever 
need anything, they’re the first brand that I go to. I would say off the charts 
brand loyalty. And brand familiarity and all that (R2W3). 
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5.1.8.4 Feedback loop 
As part of group membership, respondents expressed their personal willingness to 
give feedback to the brand in order to share and contribute and to improve their 
future experience with the brand.  Willingness to provide feedback was reported in 
11% of insider knowledge incidents: 
So I guess that credibility as a brand, in providing a really premium service 
that’s consistent, I am more than happy to help them out, if they are willing to 
make the product better (R4W8). 
 
5.1.9 Wants offers tailored to me 
Receiving tailored communications or offers and promotions based on the 
respondents’ characteristics or needs, was viewed as beneficial and accounted for 
10% of incidences: 
I’ve been looking at a company called Intrepid Travel and to get started, they 
like to know how old you are, what you’re interested in, where you are 
interested in going. …so I have given a little bit of information to them just to 
get my search engine going and seeing what they can help me with (R1W2). 
Other respondents reported a deeper level of willingness, which extended to building 
a relationship with a brand, as a result of a more tailored shopping experience:  
I didn’t feel pressured to do it. I didn’t feel nervous about doing it. I felt quite 
comfortable and I thought that I was actually excited to have been able to 
have a tailored shopping experience with them next time. Being able to get an 
email from them saying ‘Hi Caroline, because you bought this and this, we 
thought this might be good for you’. Even if I don’t end up buying what they 
have suggested, I like the fact that they have gone to the lengths to try to 
figure out and to make me feel like I am a customer… and I am important to 
them (R1W1). 
In addition, respondents believed that receiving customised recommendations from a 
brand, based on the personal information that they have provided, was valuable to 
them: 
Yes, it is. Sometimes I will be looking at one book. And then I will go to 
another book, and then I’m told ‘you can buy these two books together for a 
cheaper price, than if you bought them separately’. And it might suggest a 
third book and I look at that one, and I’m feeling ‘I want that one as well’. So 
it’s very useful (R7W13). 
I only have bought books for my Kindle, and they send me information on the 
type of books I read every couple of days, or at least once a week I get 
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5.1.10 Power to unsubscribe 
The ability to unsubscribe from receiving emails or loyalty programs gave 
respondents the feeling of control and was reported as a trigger for willingness to 
give in 7% of incidences.  Many respondents were not concerned about clicking on 
the unsubscribe button or simply flagging the email as SPAM if they were to become 
unwilling to give their personal information: 
When you have emails that come from where you have registered for them, 
most of them have a section where you can unsubscribe. So I don’t see it as 
being too much of a problem, but if I am getting spammed then I will 
probably just put them in a spam folder or something like that, so they don’t 
continue to keep coming through (R8W16). 
I don’t mind if they use my information. As long as I can unsubscribe from 
annoying emails that’s okay (R3W6). 
Several other incidences reported respondents receiving unsolicited emails from 
sister/associate companies to which they subscribe to: 
If something comes through like that, I will unsubscribe, because I didn’t ask 
for it (R9W17). 
Their subcontractors continually sent me messages about their offers and 
eventually I did unsubscribe to that and I haven’t had any more difficulties 
(R20W36). 
 
5.1.11 Very specific purchase/can’t buy it anywhere else 
Respondents cited an inability to purchase the product/service elsewhere, as a trigger 
for their willingness to give, which presented in 7% of incidences: 
Again it is the needs basis. I want that Bulldog statue to give to my Father for 
a gift. You can’t get them in Australia, the only way I can do it is to do it 
online (R13W24). 
And secondly, citing a willingness to give their personal information online, as a 
result of not being able to make the purchase in the offline environment: 
I bought through Rebel sport [online] because it had the jacket that I 
particularly wanted that I couldn’t get in the shops. I actually did try to buy it 
in the shops and they said there are none in any shops in Australia that they 
could get in, but there were some online. So I had to buy online. So if I 
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5.1.12 Much cheaper/cost savings 
The benefit of purchasing an item/service for a cheaper price/receiving a cost saving, 
through a transaction accounted for 5% of incidences.  Even with little knowledge of 
a website/brand, respondents indicated they were willing to give their personal 
information and transact in order to get the item at a cheaper price: 
I recently tried to purchase a textbook from the UK, from the publisher’s 
website because it was $200 here or something obscene and it was a lot 
cheaper over there. No familiarity with the website. It wasn’t even one of the 
big publishers like Pearson that you would be familiar with. So I was a little 
bit hesitant, especially because it’s from a different country as well. So that’s 
a situation where I did feel a little bit cautious. I gave them all the details 
they needed (R2W4). 
 
Transacting through PayPal was reported as a trigger for saving money, by avoiding 
payment of additional fees: 
The advantage of using PayPal is that you don’t pay international fees. …and 
because you avoid the International fee, which is wonderful because that can 
amount to quite a bit. ..even doing a domestic fare which we had to do 
recently through JetStar, by paying on PayPal there you don’t pay the credit 
card fee. So you save about $15 on paying a domestic fare (R21W40). 
 
5.1.13 Summary of ‘willing to give’ triggers 
The various ‘willing to give’ triggers which emerged from the data and the number 
of occurrences of these themes, across all CIT interviews is presented in Table 5.1. 
The most commonly cited triggers for consumers’ willingness to give their personal 
information online were recounted as being: having trust in the source/ esteem/ 
reputation; accepting that the information was mandatory for the purchase, and as a 
result of having had previous experience with the brand.  Less cited triggers of 
willingness to give included: being empowered through the ability to unsubscribe, as 
a result of the purchase being very specific or unable to be purchased elsewhere, and 
due to cost savings or the receipt of a cheaper price.  The following section will 
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5.2 Triggers not to provide personal information 
Surprisingly very few respondents were able to recall incidents during which they 
were ‘not willing to give’ their personal information to a brand online.  Some 
incidents (eight in total) were removed from data analysis due to insufficient data.  A 
total number of fifteen (15) not willing (NW) to give incidents were reported on and 
analysed in this study.  Thematic coding of the incidents resulted in seven (7) triggers 
whereby respondents reported they were not willing to give their personal 
information to a brand online, these triggers include: 
1) Too much information requested 
2) Information requested was too personal (sensitive) 
3) SPAM/over-contacting 
4) Irrelevant information requested 
5) No PayPal option 
6) Passed on my personal information 
7) Website looks dodgy 
The following section addresses the key findings in relation to data collected by 
respondents aligning with these seven triggers. 
 
5.2.1 Too much information requested 
The majority of incidents reported too much information being requested as the key 
trigger for their unwillingness to give their personal information online.  In 53% of 
incidents, too much information being requested resulted in the respondent reaching 
their ‘Pull the Pin’ point and cancelling out of the enquiry or transaction.  In addition, 
several respondents reported that they would look for a substitute to access 
information or make a sale, instead of giving out their personal information; and a 
further respondent outlined their unwillingness to give feedback post sale, as a result 
of too much (and time consuming) information being requested, which was of no 
benefit to them. 
 
A common finding across the not willing to give incidents, mirrored the mentality 
expressed by one respondent: ‘when I think ‘you want too much information and you 
are going to bug me’ because of the information I have given you, and I’m not 
interested in whatever it is you’re giving way, for what I have to give to you’ (R13).  
Many respondents cited examples whereby they were conducting online research 
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(such as requesting a quote online), and as a result of being asked for too much 
information, they opted out of the interaction:  
You decide to find out more about that. And then you don’t go ahead with it, 
because they want too much information that you’re really not prepared to 
give (R9NW8). 
You are just looking for basic quotes ...and some of them ask for all this 
information to get into the site and I think no way I’m not giving you that 
information before I know what I’m getting (R19NW15). 
 
In many of the not willing to give incidents reported, respondents expressed the ease 
at which they felt comfortable being able to find a substitute for the product/service 
or information they were initially seeking: 
I have tried to get online…and browse and they wanted personal details 
before they would let me get on and browse. So in those situations I opted out 
and would go and shop somewhere else. I don’t need to give you my personal 
details, there’s heaps more out there (R11NW10). 
I was actually just trying to get a quote for…an electricity provider…and they 
wanted details of everything. Marital status, income bracket, number of 
people in the household, just miles too much information I felt. And so I chose 
not to go through with it. I just cancelled out and made a phone call to 
someone else, another provider instead (R11NW10). 
 
Perceptions of the information exchange process between customer and brand were 
expressed by one respondent who stated: ‘I wouldn’t necessarily want to reveal too 
much information, I want information from them. I don’t want to give them 
information’ (R20).  This sentiment was echoed by a further respondent in relation to 
giving feedback to a brand, post-sale:  
When I bought my car they were asking for more information on how did I 
enjoy the experience, and the price, was I happy with the price I paid for it. 
They wanted more information in that regard. When I’m happy with 
something I’m not really one to give a lot of feedback…I don’t like to give a 
lot of information…it’s probably a lazy issue more than anything else 
(R18NW14). 
 
5.2.2 Information requested was too personal (sensitive in nature) 
In 47% of incidences, respondents reported their unwillingness to give their personal 
information because the information being requested was too personal or sensitive in 
nature.  At the simplest level, respondents shared concerns that personal information 
being requested was considered to be ‘private’ and many respondents echoed 
feelings of ‘you don’t need to know that’ in response to a communication request 
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from which they decided to ‘back out’, ‘hit delete’, or ‘pull the pin’ and not provide 
their personal information: 
I think it was impinging on my privacy a bit… if they are asking for 
information and I think that’s a bit private, they don’t need to know that 
(R19NW15). 
If I get to a situation where I think you are asking too much information of 
me, or I see a prompt that says your information will now be shared with blah 
blah blah (sic), or such an APP is asking for access to your name, your 
details, your contact details and that type of thing, I am more inclined to back 
out, I hit delete (R16NW12). 
 
At the more complex level, respondents reported feelings of ‘privacy invasion’: 
I was applying for a job at Fairfax Media and they started asking some really 
in-depth information about me outside of my resume. And they were questions 
that I believed should have been asked in an interview session…I’m not as 
confident to give that information across. So I didn’t actually end up applying 
for the job. I received an email this morning saying my application was 
incomplete…I felt it was a bit invasive, that they were taking advantage of me 
(R4NW4). 
 
It was the only time…that I have really refused when something has come up. 
I was doing a health survey, it was for my health fund…and you had to fill 
them in and you received an extra $150 a year, and it’s (health) insurance so 
I always do that. So I am providing a fair bit of information to them about my 
health, my weight, my drinking habits, my exercise. ..they probably know a lot 
about me as a person. And then there was a question in there about my sexual 
activity. When did you start been sexually active?…I didn’t know why they 
needed to know that and I didn’t answer the question…I just don’t answer 
things completely. I look at them and think, well, no, I don’t feel comfortable 
(R17NW13). 
 
Many incidents revealed respondent concern over the request for credit card details 
and typically during the enquiry stage of a transaction: 
I will often start to open up a site or a possible purchase, and when it gets to 
a point where I don’t feel comfortable giving more details, and if we are 
getting down to …give me your credit card number with security number and 
then we’ll confirm your freight charges for instance. Forget it, if you can’t 
give me the full price, I’m not going to do it (R16NW12). 
I did a trial, a free trial recently…you’ve got unlimited access to all the 
music. But when it got to the point that it asked for my credit card details for 
the ‘free trial’, I canned the whole thing. Because I didn’t want to give them 
my credit card details when it was a free trial. I gave all my details up to the 
point…then it went to credit card…I backed out of it. I was willing to give 
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Requests for one’s income amount/level or money matters in general were identified 
by respondents as being too personal and a trigger to their unwillingness to give their 
personal information: 
They try to drill down on your expenditure...and I’m not too happy about that, 
because they try to drill down quite deeply into your finances. Which is not 
good…at first I was a little trusting because it was a service that I could use. 
But then I became quite negative about that, so I would not trust them, once 
you start to drill down to financial information…and I’m not too happy about 
those, because they try to drill down quite deeply into your finances. That's a 
no-go (R15NW11). 
If I’m trying to get a quote for electricity, you don’t need to know what my 
income bracket is, you don’t need to know my marital status, you don’t need 
to know anything about me, except where I live and how many people are 
living there. That’s it. Even that, how many people are living there, you don’t 
need to know. Just give me a quote, that’s it (R11NW10). 
When it comes to money matters, I just don’t, if somebody wants to know my 
income, it’s just nobody’s business. If somebody wants to know money, 
anything to do with money, unless it’s my bank and I’m talking to my 
personal manager, that’s the only person I ever discuss my money with 
(R21). 
 
In addition to being asked for personal income and financial details, one respondent 
reported being asked her occupation during an online shopping expedition for a pair 
of shoes, which led to an unwillingness to give: 
I actually put the shoes in my shopping cart, but I did abandon my shopping 
cart because by the time I got to personal identifying information, which was 
not just your name and your address and what country… it went beyond that 
to other information such as your occupation and I think there was also a 
button specifically to write how much you earn a year...it was almost like they 
were collecting market research data, as well as selling shoes...it just didn’t 
feel safe. So I didn’t give over the personal information and I also didn’t get 
the shoes in the end (R6NW7). 
 
Overall, respondents reported feelings of worry, concern, wariness and discomfort 
when asked to provide their personal/sensitive in nature, information online: 
I was really, really wary. I didn’t like it. I was feeling really uncomfortable 
and alarm bells were ringing. And I said no (R15NW11). 
To be completely honest, worry. From clicking on the website, what do they 
know about me. Just from clicking on the website. Worry. Again, probably a 
little anxious and unsure about what was actually happening with that 
website. Because I was very close …I had my credit card written out and I 
was very close to clicking the submit button. But I didn’t do it (R6NW7). 
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5.2.3 SPAM/over-contacting 
Receiving too much or too regular communications from a brand online or receiving 
SPAM, was reported as a trigger for not willing to give in 33% of incidents.  
Respondents outlined concern that by giving out their personal details (even just at 
the most basic level – their email address), that they would start to receive unwanted 
SPAM emails all the time and that their information would be sold to others who 
would also start to target them:  
You feel like you’re going to be set up for spam and things like that. Actually 
that’s really probably the greatest fear, getting unwelcome emails all the 
time. It’s a nuisance (R19NW15).  
Recently I looked at steel frame homes…and to get a catalogue or to find out 
any more information, you had to put in all your details. And I refused to do 
that because I didn’t want them calling me. I just wanted some information. I 
know what will happen, you put your details down and they’ll send… and 
then they call, and call. And I don’t want that, I just want to have a look at a 
little bit more information and then I will call you (R9NW8). 
 
The annoyance factor was clearly communicated by respondents as well as the 
personal perception that the channel was too invasive and marketing communications 
were infringing on personal privacy: 
Out of principle. ….there’s a line, if you cross the line you will annoy me 
(R3NW3). 
It became too invasive, although it was email, it became too invasive because 
that’s my area where I work and I live. I’ve got my friends contacting me 
through there regularly, I’ve got my parents, I’ve got my friends overseas. 
Email is in my opinion a lot more personal than a phone now because there’s 
certain people that don’t pick up their phone and call you, they’ll email you. 
So it’s become that area and that space that is a lot more personal, because 
you have more contact with more people. ..so it was just too invasive. I’m 
sorry you’re up in my space. I can’t handle this anymore, see you later. I got 
rid of them (R4NW5). 
 
5.2.4 Irrelevant information requested 
Respondents reported being not willing to give their personal information when the 
information being requested seemed irrelevant to the interaction/transaction (13% of 
incidents).  Concerns such as ‘how does that relate to my transaction?’ and ‘why do 
you need to know that?’ were expressed by respondents: 
And then there was a question in there about my sexual activity. When did 
you start being sexually active? And then I thought, well by my age I don’t 
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think that is really relevant. I didn’t know why they needed to know that and I 
didn’t answer the question (R17NW13). 
I remember there have been experiences when that has happened to me and I 
thought ‘they don’t need to know that and that’, and I’ve pulled out and 
sometimes I just close it down and go to another site and keep looking…It’s 
more a feeling of what are they going to use it for? You feel a little bit 
apprehensive and you’re thinking ‘oh, what do they need that for?’ 
(R19NW15). 
 
5.2.5 No PayPal option offered 
Several respondents reported being unwilling to complete a transaction when a 
brand/company online did not offer PayPal as a method of payment (13% of 
incidences): 
And there were no online links to ‘we use PayPal’ or we use some kind of a 
transfer system of money like that. It didn’t feel safe. So I didn’t give over the 
personal information (R6NW7). 
I have been on a few online shopping websites where I have reached the 
checkout stage and they have an unencrypted page for putting in my credit 
card details. Or they don’t offer PayPal or any other way to pay…and 
PayPal is my preferred definitely (R5NW6). 
 
5.2.6 Passed on my personal information 
Concern for secondary use of one’s personal information was addressed as a concern 
and contributor to consumers being unwilling to give their personal information 
online.  The passing on of personal information accounted for 7% of incidences 
reported: 
I did get contacted by a company that I am in the loyalty group of - Bobbi 
Brown. And I am confident with them, a hundred percent happy with them. 
However, I think they did pass my information onto a jewellery company that 
they’re doing a deal with or something like that. And I just didn’t feel very 
confident…because Bobbi Brown didn’t ask permission to give that 
information out. I didn’t feel threatened by it, but I was unwilling to give my 
basic information out.  … And I just didn’t feel really confident because 
that’s not what I signed up for ...I unsubscribed to them. And I wrote an email 
to Bobbi Brown about it (R1NW1). 
 
5.2.7 Website looks dodgy 
The look and feel of the brand’s website was identified as a trigger for unwillingness 
to give personal information in 7% of incidences.  It was reported that respondents 
judge the trustworthiness and reputation of a brand by their set up and the level of 
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detail on their website.  If a website fails to deliver on content or looks 
unprofessional, the respondent stated an unwillingness to give their personal 
information: ‘It was so dodgy. The site [website] itself…so I didn’t give over the 
personal information and I also didn’t get the shoes in the end’ (R6NW7).  
Respondents reported an assessment of the value of the brand was acquired through 
the look and feel and content of the website.  A low assessment of the value of the 
brand contributed to an unwillingness to give their personal information online: 
I think who goes to the time and spends this much money putting together a 
website… probably not a lot of money in the end, because it wasn’t a very 
good website…but who goes to the time of setting up a website and getting all 
these nice branded shoes, but then doesn’t really pay attention to providing 
value through such things as …offering PayPal or other money transfer 
security etc. I think that’s what it comes down to (R6NW7). 
I’m not willing to give that personal identifying information because I don’t 
know if the site is reputable, I think that’s what it comes down to. If it is a 
well-known reputable site, obviously you are more willing to give over 
information…It was a very basic set up, too basic for me to be able to want to 
give that kind of information. It reminded me of some Nigerian site that poses 
as a shoe seller (R6NW7). 
As a result of the perception that the website was dodgy and not reputable, the 
respondent reported feeling relief over their decision not to give their personal 
information online: ‘I don’t have a good feeling about that website. It has a dodgy 
feeling on the inside. I feel relief, that I didn’t do it’ (R6NW7). 
 
5.2.8 Summary of ‘not willing to give’ triggers 
The various ‘not willing to give’ triggers which emerged from the data and the 
number of occurrences of these themes, across all CIT interviews is presented in 
Table 5.2.  The most commonly cited triggers for consumers’ unwillingness to give 
their personal information online were recounted as being: when too much personal 
information was being requested, when the information being requested was too 
personal (or sensitive in nature), or for fear of being spammed (hassled/over-
contacted).  Less cited triggers of unwillingness to give included: the website looking 
untrustworthy (‘dodgy’ look and feel) and for fear of their personal information 
being passed onto third parties.  The following section discusses strategies 
respondents outlined that they use in order to avoid giving out their personal 
information online.  
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5.3 Strategies to avoid giving out personal information online 
A further analysis of the CIT interview data revealed the various strategies that 
respondents were using to avoid giving out their personal information online.  The 
first of the strategies involved providing fake details, or falsifying the personal 
information requested online.  Secondly, many respondents indicated they used a 
separate credit card for online purchases which could not be tracked back to their 
personal information.  And finally, in order to avoid giving out their personal 
information, respondents were using PayPal for all of their online transactions.  
 
5.3.1 Provide fake details / falsifies personal information 
Respondents reported providing fake details or falsifying their personal information 
in 8.93% of incidences.  The various reasons identified by respondents for 
considering/providing falsified personal information to a brand online include: 1) 
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security concerns; 2) consciously trying to avoid being contacted; 3) being forced to 
provide mandatory information; and 4) passing one’s ‘pull the pin point’ and no 
longer being willing to provide any further personal information.  In relation to 
security issues, several respondents presented their concerns for where the request 
for their personal information would take them: 
A little bit anxious in terms of, if I put this forward where is it going to go, 
should I give them my real phone number, or should add another digit on the 
end, to make it look like it is not my real phone number. Because I don’t know 
who is going to be contacting me (R6W11). 
I guess when I was putting in my personal details, I had that, ‘oh should I put 
in a fake address’. I didn’t really want to give them the actual real 
details…because I guess I am concerned that people will find out my 
personal information and then they can do whatever they want with that 
(R11W19). 
 
Providing fake personal details was a method used in order to avoid being contacted 
by phone or email in response to an online enquiry (such as an online quote etc).  
One respondent justified their use of providing fake details as being like a ‘typing 
error’: ‘Another time when I hadn’t been able to get through [get the information I 
wanted etc] I’ll just change the last digit of my phone number. It’s not false or 
misleading information, it’s just a typing error!’ (R9NW8).  
 
A further respondent explained their use of providing false details when they were 
forced to provide information in order to simply view content online and they were 
not willing to give their real personal details: ‘I wanted to look at something, but the 
only way to look at it was to create an account. So I think I put fake details in, with 
my email address’ (R2NW2).  
 
A final respondent cited a situation whereby they had reached their ‘pull the pin 
point’ by being asked to provide too much personal information and even though the 
information being requested was mandatory, they were not willing to provide any 
further details: 
If they asked me for information and I had no choice I would probably put in 
something fake [because]…the level of information I have given them so far 
has been fairly high. And I think that’s my stopping point, I’m done with the 
information giving (R7W14). 
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5.3.2 Separate credit card for online purchase 
Respondents having a separate credit card designated for online purchases was 
identified in 5.3% of incidences.  The decision to use a separate credit card for online 
purchases was a security conscious effort to protect personal privacy.  Respondents 
advised the use of a separate credit card was to prevent possible access to their 
financial data, with some respondents stating that the card itself was not connected to 
their other financial accounts: 
I was a bit hesitant because it is not something that I do. But we have bought 
a few things online and I have used that other credit card. And I know that I 
can cancel it if there’s any issue, because it is not hooked up to bank 
accounts…that’s the only time we use that credit card….Which is my specific 
credit card that I use when I am buying online, or overseas. I don’t do a lot of 
buying online at all. The only other thing I buy online is tickets to shows and 
things like that. And I always use that same credit card, that I use online 
(R17W30). 
 
In addition, respondents mentioned having a low limit on this designated credit card 
as a further level of protection:  
I would be more security conscious, probably than privacy conscious. So I 
have one credit card with a rather small limit. That is with a different bank to 
the rest of my accounts and it is not linked to any other account. That, should 
security be breached, I am not going to lose my house. So I guess I am more 
security conscious (R16W29). 
I am cautious online…but I am the one who has had credit card fraud, so…I 
am a cautious one, that’s why everybody thinks it’s so funny. But we picked it 
up quickly because it was on that other credit card. And we could stop it 
quickly. We could stop. It wasn’t hooked up to a bank account or anything 
(R17NW13). 
 
5.3.3 Uses Paypal 
In 10.71% of incidences respondents reported using PayPal to avoid giving out, or to 
protect their personal information.  By using PayPal the respondent only needs to 
login with a username and password and they can make an automatic payment using 
their registered credit card or bank account (saved with PayPal), and therefore, not 
needing to enter in any personal or credit card details online: 
You register, and when you make a booking, you choose to go through 
PayPal, you then leave the site that you’re on and you go to the PayPal site, 
to pay through PayPal. They have your number (Credit Card) there and it is 
blanked out, just the last three digits or four digits. And you just have to put 
in your username and password when you go there (R21W39). 
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The security aspect of purchasing through PayPal was argued by a female Gen Y 
respondent who stated: ‘So you know, it’s free to have a PayPal account …so there’s 
no reason why people can’t pay with PayPal which do state that they are a secure 
online transfer of money business’ (R6NW7).  
 
At the simplest level, respondents used PayPal to avoid having to enter in their credit 
card details online: ‘we use PayPal, so we don’t give out our credit card online 
anymore’ (R21W39).  The use of PayPal for privacy protection was further 
expressed by a respondent who stated:  
We bought it through PayPal. So to protect our privacy we bought it through 
a recommended source. [do you trust PayPal?]. Oh absolutely. I think it has a 
very good reputation. You see PayPal on a lot of payment slips, and you see 
PayPal advertised and we know it is a safe avenue to buy things (R10W18). 
A further respondent discussed their use of PayPal due to concerns of having credit 
card details stolen online:  
I know obviously if they go through PayPal, PayPal themselves are a bit 
more reputable, so it is a bit more of an indication that the brand isn’t going 
to steal the credit card details. Because it’s that third party (R3W6). 
Supporting the notion of PayPal offering security for consumers, one respondent 
stated that they will only purchase online, if they can purchase through PayPal: 
I buy a few things on eBay. But then I buy through my PayPal. So when I set 
up a PayPal account obviously there was a lot of address information and 
date of birth and so forth, in setting up the PayPal account…I only then buy if 
I can do it through PayPal, because then I see that as the secure way for me 
to purchase. …and I will only buy through them if I can buy on PayPal. [if 
they don’t have PayPal?] …then I don’t purchase (R14W26). 
 
Another benefit of using PayPal (in addition to the security aspects) was revealed by 
one respondent who cited that when using PayPal they were able to avoid paying 
international fees on transactions:  
The advantage of using PayPal is that you don’t pay international fees. So 
when you pay directly on your credit card, not only are you putting your 
credit card on the information every time you make a booking, but you attract 
an international fee. By paying through PayPal, PayPal has your credit card, 
not the airline or the hotel. And you are not actually typing in your credit 
card number all the time. And because you would avoid the international fee, 
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5.4 Overview of ‘willing to share again in the future’ data 
In addition to collecting data on critical incidents during which the respondents could 
recall being willing to give their personal information to a brand/company online, one 
of the prompter questions asked respondents: ‘would you be willing to share your 
personal information with the marketer/brand again in the future?’  In 58.54% of 
willing to give incidences, respondents stated that if asked, they would be willing to 
give their personal information to the brand/company again in the future.  Majority 
of these responses were a definite ‘yes’, such as: ‘yes I would and I am quite content 
to give more information’ (R20W37), with just a few respondents replying along the 
lines of: ‘Probably yes. Just depending on the nature of it’ (R1W2).  Further 
respondents stated they would be willing to share the same information again and 
outlined their willingness due to their long-term relationship with the brand: 
That same data I would, I would buy online again. Yes I would do that 
(R17W30). 
Yes I would and I am quite content to give more information. I have been with 
them 4-5 years now (R20W37). 
A fair portion of the incidences (12.2%) reported ‘maybe’ as their response, 
indicating that a level of consideration would be needed first: 
Possibly, it would depend on what you know. I suppose the answer is yes I 
would, if I thought the need warranted it (R19W35).  
It depends what they ask, I guess. But since the information is already in 
there, I guess they have it already (R7W13). 
I’d probably again double check that they hadn’t changed their policy on 
sharing information, and if it had stayed the same, then yes sure (R11W20). 
 
Only 9.76% of incidents reported an unwillingness to give their personal information 
to the brand/company again in the future: 
I probably wouldn’t. Or if they asked me for information and I had no choice 
I would probably put in something fake. The level of information I have given 
them so far has been fairly high. And I think that’s my stopping point. I’m 
done with the information giving…they’ve had enough (R7W14). 
 
For those who responded ‘yes’ (58.54% of incidences), a further prompter question 
was put to them: ‘what if they requested more personal information (such as income 
bracket, family composition etc) would you be willing to share?’  A significant 
portion of the incidences responded with a ‘no’, at 54.17% of incidences, citing lack 
of relevance or need for more information to be provided:  
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Probably not. Just because I don’t think it is relevant (R1W1). 
I would feel that you have my address, you have a credit card number, that’s 
all you need to give me what I want. So you shouldn’t have any more 
information (R7W13). 
No I wouldn’t give that information. It’s none of their business (R17W30). 
 
While 20.83% of incidences stated ‘maybe’ and 25% said ‘yes’ they would be 
willing to provide a higher level of personal information to the brand/company 
online, if requested, general statements reflecting a willingness to give more personal 
information included: 
Again I am wary of what they’re using it for, because I know they are 
probably going to use it to market to me, or maybe to sell my information to 
another company for marketing. But I don’t see any problem, I don’t think 
that they’d use that too much, that would affect me personally (R3W6). 
I think so. As long as it is not financial details, I am happy to (R10W18). 
Yes as long as there are steps in place to secure…If they had these steps in 
place to ensure the information was going be kept securely and only they 
would access it. It’s hard to say though, probably I would (R6W12). 
 
5.5 Discussion 
In order to investigate the specific situations whereby consumers recalled being 
either willing or not willing to share their personal information with a brand online, it 
was first necessary to understand the actual triggers that influenced their 
willingness/unwillingness to give.  Thus, this study addressed the following research 
question: 
RQ2: How does consumers’ experience with a brand influence their 
willingness or unwillingness to share their personal information online? 
Applying CIT method in conducting semi-structured interviews, 56 critical incidents 
were collected from 21 interviews (41 ‘willing to give’ and 15 ‘not willing to give’).  
A summary of these critical incidences and the brands recalled is presented in Table 
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‘WILLING’ INCIDENTS  
(W) 
‘NOT WILLING’ INCIDENTS 
(NW) 
R1 3 
W1. Victoria's Secret 
W2. Intrepid Travel 
NW1. Samantha Willis (jewellery brand) 
R2 4 
W3. Witchery 
W4. UK Textbook Company (Name unknown) 
W5. Researcher/academic Dan Ariely (APP) 
NW2. Online web content provider (news 
related, brand name not recalled) 
R3 3 
W6. Betts Shoes 
W7. StrawberryNET 
NW3. Fitness Education Company (name not 
recalled) 
R4 3 W8. Splendour in the Grass Festival 
NW4. Fairfax Media 




W10. AYUIDA (Skin Care Brand) 
NW6. MOR (Beauty website) 
R6 3 
W11. Higher Education Insight (Academic 
Recruitment website) 
W12. eBay 




(Respondent unable to recall an incident) 
R8 2 
W15. Jetty to Jetty Fun Run 
W16. Gadget Guy (segment channel 7) 
(Respondent unable to recall an incident) 
R9 3 W17. Iconic.com.au 
NW8. General online trolling & Steel Frame 
homes company 
NW9. JB Hi Fi (music/Spotify like offer) 
R10 1 W18. iOffer (online clothing store) (Respondent unable to recall an incident) 
R11 3 
W19. clothing.net  (online Chinese store) 
W20. Personal Bank 
NW10. Electricity providers (for quote 
purposes) 
R12 2 
W21. Golf Cart website (for parts) 
W22. GraysOnline 
(Respondent unable to recall an incident) 
R13 2 
W23. Gold Coast Marathon 
W24.  Robert Harrop (online shopping store) 
(Respondent unable to recall an incident) 
R14 2 
W25. Coles (survey) 
W26. PayPal 
(Respondent unable to recall an incident) 
R15 3 
W27. Carsales.com 
W28. Woolworths EveryDay Rewards Program 
NW11. Wine companies (in general) 
R16 2 
W29. Voucher/sale websites - CUDO and 
Scoopon 
NW12. General online experience (not brand 
specific) 
R17 3 
W30. Rebel Sport 
W31. Queensland Government 





NW14. Hyundai (new car purchase) 
R19 3 
W34.  Euro car (car hire rental company) 
W35. Gmail 
NW15. Insurance company enquiries (could 
not recall specific brand) 
R20 3 
W36. AFL website 
W37. Tatts Online Betting 
W38. Federal government  (Seniors Card app) 
(Respondent unable to recall an incident) 
R21 3 
W39. Air Asia & AGODA 
W40. PayPal (brief) 
W41. Amazon (brief) 
(Respondent unable to recall an incident) 
 56 41 x completed, usable incidents 15x completed, usable incidents 
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These incidents were categorised according to their specific trigger for willingness/ 
unwillingness.  For all willing to give incidents recalled, a total of 12 triggers were 
identified, including: insider knowledge; incentives; wants offer/s tailored to me; 
trust in financial transaction; much cheaper/cost savings; very specific purchase/can’t 
buy it anywhere else; trust in source/esteem/reputation; website looks genuine; 
power to unsubscribe; previous experience; mandatory information for purchase; and 
size of company/volume of business/location and longevity.  Trusting the source 
(brand), having esteem or perceiving a good quality reputation in the brand, was the 
most reported trigger of willingness to give, presenting in 46% of incidences.  The 
second highest reported trigger of willingness to give was ‘mandatory information 
for purchase’, occurring in 37% of incidences, shortly followed by ‘previous 
experience’ reported in 32% of incidences.  The trigger with the lowest percentage of 
incidences was ‘much cheaper/cost savings’ at 5% of incidences.  
 
A total of seven (7) triggers were identified by respondents as contributing to their 
unwillingness to give their personal information to a brand online.  These not willing 
to give triggers included: passed on my personal information; SPAM/over-
contacting; too much information requested; information requested was too personal 
(sensitive); irrelevant information requested; no PayPal option; and website looks 
dodgy.  The most reported trigger of unwillingness to give was too much information 
being requested, occurring in 53% of incidences.  This trigger was shortly followed 
by information requested was too personal (sensitive) at 47% of incidences.  The 
third most commonly reported trigger was SPAM/over-contacting, which was 
conveyed in 33% of incidences.  Both passing on my personal information and 
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5.6 Contributions to the Conceptual Model 
Key research findings from studies one and two, in accordance with SC theory, 
indicated that respondents were influenced by the offer of an incentive or trade-off 
and would be willing to share their personal information online, if there was some 
form of trade-off/benefit in return.  To investigate this finding further through 
quantitative research during study three, the privacy calculus (Xu et al., 2011) 
framework was incorporated in the conceptual model for testing.  Modifications were 
therefore made to the original conceptual model, in order to incorporate the privacy 
calculus dimensions, which included: perceived risks of information disclosure; 
perceived benefits of information disclosure; and perceived value of information 
disclosure.  Revisions to this conceptual model resulted in Malhotra et al’s. (2004), 
perceived risk construct being replaced by Xu et al’s. (2011) perceived risks of 
information disclosure construct.  Further refinement of this conceptual model saw 
the IUIPC dimensions leading directly into trusting beliefs and the interaction 
between trusting beliefs and perceived risks of information disclosure (as part of the 
privacy calculus framework).  The revised conceptual model illustrated in Figure 5.3 
(see following page) will be tested in Study Three. 
 
5.7 Conclusion 
In conclusion, this chapter has presented the results of Study Two by overviewing 
the specific triggers for both ‘willing to give’ and ‘not willing to give’ personal 
information online.  Each of the various triggers have been analysed in detail, 
allowing an assessment of the key triggers which affect consumer privacy concerns.  
Overall, these results provide detailed insight into the drivers of consumer 
willingness/unwillingness to give personal information online.  These findings 
provide a framework for analysing the extent to which brands influence consumers’ 
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The purpose of studies one and two was to investigate consumer attitudes and 
privacy concerns and how they contribute to a consumer’s level of willingness or 
unwillingness, to share their personal information with a brand online.  It also delved 
into the role of brand reputation and the influence of trade-offs (privacy calculus) in 
encouraging consumers to be more willing to give their personal information online.  
These two studies informed the adaptations to Malhotra et al’s. (2004) IUIPC model, 
to develop the conceptual/proposed model for testing in Study Three.  Specifically 
this third study aims to examine the extent to which brand reputation is an influence 
in encouraging consumers to give their personal information online.  
 
A framework of this chapter is illustrated in Figure 6.1.  This chapter presents the 
research methodology for the final study.  Particularly, it addresses the research 
objective and hypotheses (section 6.1), the research design (section 6.2), the research 
procedure (section 6.3), and the method of data analysis (section 6.4).  Following this 
is an overview of the strengths and limitations of the research method (section 6.5), 
and study three hypothesis development (section 6.6), ethical considerations (section 
6.7) and a conclusion to the study findings (section 6.8).  The following chapter 
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Figure 6.1 Chapter 6 Framework 
 
 
Source: Developed for this research 
 
6.1 Research Objective and Hypotheses 
Study Three is a confirmatory study that tests the revised conceptual model (which is 
presented in Section 6.1).  As discussed in Chapter Two SC theory was applied as the 
theoretical underpinning to Malhotra et. al.’s (2004) IUIPC framework and underpins 
the conceptual model in this research study.  The objective of Study Three is to 
address the following research question: 
RQ3: To what extent is brand reputation an influence in 
encouraging consumers to give their personal information 
online? 
 
An overview of Study Three is summarised in Table 6.1 below, which presents the 
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  Table 6.1 Summary of Study Three 
 
STUDY #: STUDY 3 
Research Question 
To what extent is brand reputation an influence in 
encouraging consumers to give their personal 
information online? 
Aim 
To examine how/if reducing consumers’ perceived risk and 
increasing the perceived value of trade-offs will assist brands in 
encouraging consumers to be more willing to share their personal 
information online. 
Research Method Quantitative 
Process Online quantitative survey 
Sample Consumer panel data (n= 432) 
Analysis Method 
Various quantitative analysis packages including SPSS (Statistical 
Package for the Social Sciences) and Analysis of Moment 
Structure (AMOS) software (Version 22) 
 
6.1.1 Revisions to the conceptual model 
Key research findings from studies one and two indicated respondents were 
influenced by the offer of an incentive or trade-off in giving their personal 
information online.  To support these findings, the privacy calculus (Xu et al., 2011) 
construct was included in the conceptual model for testing. This enabled an 
examination of how influential the offer of an incentive or trade off was (in addition 
to the role of brand reputation) in encouraging consumers to provide their personal 
information online.  The revised conceptual model was presented in Chapter 5, as 
Figure 5.3. 
 
6.2 Research Design and Justification 
A quantitative research approach was adopted for Study Three, as the primary aim of 
this research was to collect statistical data to test the conceptual model and examine 
the relationships among the variables of interest.  Quantitative research methods 
allow for the collection of data and analysis using statistical techniques and 
procedures (Creswell, 2013), in an effort to quantify specific relationships through 
statistical analysis, whereby the identified hypotheses are either supported or not 
supported (Aaker, Kumar, Day, Lawley, & Stewart, 2007).  The three categories of 
quantitative research methods as proposed by Nachmias and Nachmias (1996) 
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include: surveys, observational methods and experimental design.  Churchill and 
Iacobucci (2009) identified three types of common experimental design including 
pre-experimental designs, quasi-experimental designs, and true experimental designs.  
This quantitative research study adopts a quasi-experimental design, allowing the 
researcher more control over the experiment, however they may not always be able 
to control the timing of the experiment or the random assignment of the test units to 
groups (Churchill & Iacobucci, 2009). 
 
6.3 Research Procedure and Justification 
In order to investigate the role of brand in moderating the relationships between 
trusting beliefs and the perceived value of information disclosure in influencing 
consumers’ willingness to give their personal information online, Study Three was 
conducted using a 2 (High/Low brand reputation) x 2 (High/Low brand trust) x 2 
(Incentive/No Incentive Offered) between-subjects factorial design.  Using quasi-
experimental design the survey method administered in this project was via an online 
questionnaire design using manipulated scenarios to test the research hypotheses.  
The total sample size for Study Three was 432 respondents, and an overview of the 
sampling technique applied to this study is presented in section 6.3.6. 
 
6.3.1 Questionnaire research tool 
Questionnaires are quantitative in nature allowing researchers to collect data, use 
facts and statistics, and seek out information, results and evidence.  Questionnaires 
are cost-effective and allow respondents to take their time answering the questions 
therefore achieving a more accurate response for the researcher (McMurray, Pace, & 
Scott, 2004).  The design of a questionnaire requires much care and crafting, as it 
greatly affects the quality of data the researcher is able to collect.  Several 
considerations were identified when designing the online questionnaire including: 
ensuring that the wording and sequencing of questions is appropriate for the sample; 
and considering the vocabulary, culture and education levels of the participants 
(Brace, 2008).  In addition, three other important elements in questionnaire design 
were addressed which included: 1) the wording of questions; 2) how the items will 
be coded; and 3) the overall appearance of the questionnaire (Cavana, Delahaye, & 
Sekaran, 2001).   
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The questionnaire within Study Three, was created using a combination of pre-
existing scales from the literature and with application to SC theory, adapting several 
items to the research area and the online environment.  Sufficient care was taken to 
ensure consistency throughout the questionnaire, as the quality of data obtained from 
a questionnaire would only ever be as good as the quality of the questions and 
response options provided to participants.   
 
6.3.2 Use of online survey tool 
The questionnaire was administered to participants online.  The benefits of 
conducting this research online include using the nature of the medium itself to 
communicate with consumers, as well as the ability to collect extensive data on the 
consumer’s privacy perceptions, in response to the manipulated scenarios proposed 
to them.  The internet is popular for providing rich sources of information as a 
powerful means of communication, offering many valuable opportunities to 
researchers for data collection (Zhang, 2000).  Online surveys have become such a 
major force in research (Evans & Mathur, 2005), as the world’s population becomes 
increasingly made up of ‘digital natives’, the internet has emerged as a key medium 
for self-administered surveys (Baatard, 2012, p. 53).  Apart from global reach, the 
use of the internet for survey data collection allows for flexibility, speed and 
timeliness, convenience, ease of data entry and analysis, question diversity, 
controlled sampling and low administration costs (Evans & Mathur, 2005).  In 
addition, the online survey process allows for an automation of data collection as the 
online survey tool was connected to a back-end database, the benefits of which 
included: time saving in collection and analysis of data; and elimination of any need 
for manual data entry, therefore reducing any possibility of administrative error and 
ensuring data integrity. 
 
6.3.2.1 Pilot testing the questionnaire 
Prior to survey activation, the research instrument was pilot tested, pre-tested or 
‘tried out’ (Baker, 1994).  Central to the planning and implementation of a reliable 
questionnaire is the systematic process of pre-testing a questionnaire instrument 
(Hair, Black, Babin & Anderson, 2010; Malhotra, 2008).  Crucial to good survey 
design, pilot testing can provide advance warning regarding possible areas where the 
  
 158 Chapter Six: Study Three Method 
 
 
research project could fail, identify any issues such as misinterpretation or confusion 
with the overall meaning of questions, or inform whether the proposed research 
method or instrument might be inappropriate or too complicated.  Reliability can be 
improved by using a pilot version of a measure first (Neuman, 2006), prior to 
application of the final version in the hypothesis-testing situation.  Of prime 
importance to this research study was ensuring that the adaptations to the wording of 
the scale items used for each of the constructs in the conceptual model had a high 
level of readability and comprehension by the sample group.  
 
Following a thorough review and examination by senior academics, the online 
questionnaire tool was pilot tested offline (via paper and pen process) prior to the 
questionnaire being set up in its online format.  Owing to time and cost constraints, 
the pilot test was administered to a convenience sample of 16 participants with a 
cross section of male and female pilot testers.  Each of the pilot testers provided 
feedback in relation to any concerns they identified relating to readability and 
comprehension of the questionnaire.  Several respondents offered suggestions for 
improvement of the wording of the scenarios.  The manual, offline, completion time 
for the pilot tested questionnaire varied from between seven and fifteen minutes.  
The feedback from the pilot test was reviewed and revealed minor modifications 
necessary to re-word questions difficult to interpret.  Revisions to the wording in 
some of the scenarios and some individual scale items were made.  
 
6.3.3 Questionnaire design 
On completion of the pilot testing phase, the online questionnaire was setup through 
the Queensland University of Technology’s (QUT) KeySurvey online questionnaire 
platform: an online survey creation tool allowing researchers to create and distribute 
surveys and sort response data.  The online survey was housed on the QUT server, 
and survey links were provided to the consumer panel data company who were 
responsible for administering the survey to the sample.  Prior to commencing the 
online questionnaire, participants were required to read the consent form (refer to 
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The online questionnaire comprised of forty-one (41) questions from a selection of 
five reputable and tested academic scales (which will be discussed in section 6.3.4).  
The majority of the items were 7-point likert scale questions (scale anchors were 
from 1= ‘strongly disagree’ to 7= ‘strongly agree’) with some semantic differential 
scales.  A complete list of the questionnaire items is presented in Appendix 6.2.  
There were four reverse scale items included in the survey questions, based on the 
format used in their previous academic scales.  For ease of readability and to ensure 
the participant did not feel that the survey was taking too much time, questions were 
divided across pages, grouped on screen in batches of 6-8, to encourage survey 
pacing (Malhotra, 2008).  All questions were programmed as mandatory; therefore 
participants were not able to proceed to the next question until the previous question 
had been completed.  This eliminated any possible data entry errors or missing data 
issues.  The average online survey completion time achieved was 10.17 minutes.  
Table 6.2 presents an analysis of the survey completion, including the response and 
dropout rates.  A review of Table 6.2 shows a higher than anticipated response rate 
(27.45% as opposed to the expected 20%) and the average survey completion time 
achieved was similar to the estimated response time, which may have resulted in the 
better than expected response rate.  
 






Response Rate 20% 27.45 % 
Drop Out Rate 10% 11.94 % 
Incidence Rate 80% 37.34 % 
Number of Completions 432 432 
Estimated Survey Length 10 minutes 10.17 minutes 
 
6.3.3.1 Questionnaire layout 
Following on from the participant consent section of the questionnaire, participants 
qualified by selecting their age category, i.e. which generational group they belong to 
(to be consistent with respondents who participated in studies one and two).  All 
respondents in Study Three were born between 1946 and 1980.  Any participants 
from the consumer panel data company who did not fall into the set age bracket were 
exited from the questionnaire.  The age specific question was then followed by a 
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question enquiring as to the participant’s gender, again for any survey groups 
whereby the quota for the generational group by gender was full, the participant was 
thanked for their time and exited from the survey.  A further two qualifying questions 
were asked of participants to ensure they fell into the sample group of interest in the 
study.  In order to be eligible to complete the online questionnaire, respondents had 
to indicate that they spent a minimum of five (5) hours a week online and must have 
made a purchase online within the last three (3) months.  Any participants who 
answered ‘no’ to these questions were exited from the survey. 
 
Participants were then randomly served one of eight manipulated scenarios (refer to 
the following section 6.3.5 and Appendix 6.4 for an overview of these scenarios).  
Two comprehension questions followed the scenario to test that the participant 
actually did spend the time and read the scenario served to them.  The participant 
was offered the opportunity of going back to re-read the scenario before proceeding 
with the survey questions.  The final set of questions served to the participants were 
more sensitive in nature, therefore placed at the end of the survey.  This was to avoid 
the participant from exiting the survey as an incomplete, if such questions were 
placed at the front-end of the questionnaire.  These more sensitive in nature questions 
asked the participant to answer some generic geo-demographic questions including: 
ethnic background, use of an iPhone/Smart phone/Android, work life situation, 
income earned and level of education achieved.  
 
6.3.4 Scale Development 
In order to test the conceptual model based on Malhotra et. al’s. (2004) IUIPC 
model, various tried and tested academic scales were adapted for the survey 
questionnaire items.  Malhotra et. al’s. (2004) scale items for the construct of 
willingness to give using a semantic differential scale, was included in this study.  In 
addition, the Malhotra et. al’s. (2004) scale items for the IUIPC Dimensions: 
Control, Awareness, Collection; and the scale items for Trusting Beliefs (originally 
from Jarvenpaa and Tractinsky (1999), were adapted and included in the 
questionnaire items.  
 
  
 161 Chapter Six: Study Three Method 
 
 
To test the privacy calculus constructs, items for perceived benefit of information 
disclosure, perceived value of information disclosure, and perceived risk of 
information disclosure items were adapted from the Xu et. al’s. (2011) privacy 
calculus model.  To test the moderator of brand reputation, items from Lau and Lee’s 
(1999) brand reputation scale were adapted and included in the survey questions.  A 
final scale to test the credibility of the manipulated scenarios served to participants 
was included based on Sparks and McColl-Kennedy’s (2001) scenario credibility 
checks scale items.  
 
A summary of the final adapted scale items used in the online questionnaire for study 
three is presented in Table 6.3 and a detailed overview of the original scale items and 
the adapted items for this study is included in Appendix 6.3.  A further two scales 
were also included in the survey questions to examine responses in relation to the use 
of Word-of-Mouth (Goyette, Ricard, Bergeron, & Marticotte, 2010) and Previous 
Privacy Experience (Xu et al., 2011), however these areas were not included in the 
final analysis of the data, as they were not directly related to the research questions 
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Table 6.3 Overview of final adapted scale items for Study Three’s online questionnaire 
 
Willingness to Give, IUIPC Dimensions & Trusting Beliefs Scale items  (Malhotra et. 
al., 2004) 
Willingness to give: 
Given this hypothetical scenario, specify the extent to which you would enter your personal details 
online. 
- Unlikely/Likely; - Not Probable/Probable; - Willing/Unwilling 
Control: 
Consumer online privacy is really a matter of consumers’ rights to exercise control and autonomy over 
decisions about how their information is collected, used, and shared.  
Consumer control of personal information lies at the heart of consumer privacy.  
I believe that online privacy is invaded when control is lost or unwillingly reduced as a result of a 
transacting with a brand. 
Awareness (of Privacy Practices): 
Brands seeking a consumer's personal information online should disclose the way the data are collected, 
processed, and used. 
A good consumer online privacy policy should have a clear and conspicuous disclosure. 
It is very important to me that I am aware and knowledgeable about how my personal information will be 
used by a brand online. 
Collection: 
It usually bothers me when brands online ask me for personal information. 
When brands ask me for personal information online, I sometimes think twice before providing it. 
It bothers me to give my personal information to so many brands online.  
I’m concerned that brands online are collecting too much personal information about me. 
Trusting Beliefs: 
I trust that online brands will keep my best interests in mind when using my personal information. 
Brands online are generally predictable and consistent regarding the usage of my personal information. 
Brands online are always honest with consumers when it comes to using the personal information which I 
have provided to them. 
Privacy Calculus Scale Items (Xu et al., 2011) 
Perceived benefit of information disclosure 
Providing my personal information to the brand online reduces my searching time to find the information I 
need. 
Storing my personal information with the brand online can provide me with the convenience to instantly 
access the information that I need. 
Overall, I feel that sharing my personal information with the brand online is beneficial.  
Perceived value of information disclosure 
I think my benefits gained from providing my personal information to the brand online can offset the risks 
of my information disclosure. 
The value I gain from sharing my personal information with the brand online is worth the information I give 
away. 
I think the risks of my information disclosure will be greater than the benefits gained from sharing my 
personal information with the brand online. (reverse scale) 
Perceived risk of information disclosure  
Providing the brand described in the scenario with my personal information online could involve many 
unexpected problems. 
It would be risky to disclose my personal information to the brand described in the scenario online. 
There would be high potential for loss in disclosing my personal information to the brand described in the 
  




Brand Reputation scale items (Lau & Lee, 1999) 
From the scenario the brand appears to have a reputation for being good. 
From the scenario the brand appears to have a reputation for being unreliable*. (reverse scaled item) 
From the scenario the brand is reputed to perform well. 
From the scenario I have noticed negative reviews about the brand*.  (reverse scaled item) 
Scenario Credibility Checks scale items (Sparks & McColl-Kennedy, 2001) 
I think there are marketing situations like this in the real world.                                   
This type of situation could happen to me. 
There are companies in the real world who might behave like this. 
I could relate to the events described in the scenario. 
This was a realistic scenario. 
People could behave in the way described in the scenario.  
The events in the scenario were very “lifelike”. 
 
 
6.3.5 Scenario Development 
Once the scale items for the online questionnaire were confirmed, the conceptual 
model was tested using scenario-creation method (Malhotra et al., 2004; Okazaki et 
al., 2009).  Various scenarios depicting high and low brand reputation, high and low 
brand trust, and the offer or no offer of an incentive, were created to test consumer 
online privacy concerns and their willingness to give their personal information to a 
brand online.  Table 6.4 summarises the eight versions of the manipulated scenarios 
randomly served to participants and Appendix 6.4 presents all eight manipulated 
scenario versions).  
 
Table 6.4 Summary of eight manipulated scenarios creating the 2x2x2 factorial design 
 
1. High Brand Reputation x High Trust x Incentive Offered (trade-off) 
2. High Brand Reputation x Low Trust x Incentive Offered (trade-off) 
3. High Brand Reputation x High Trust x No Incentive Offered (trade-off) 
4. High Brand Reputation x Low Trust x No Incentive Offered (trade-off) 
5. Low Brand Reputation x High Trust x Incentive Offered (trade-off) 
6. Low Brand Reputation x Low Trust x Incentive Offered (trade-off) 
7. Low Brand Reputation x High Trust x No Incentive Offered (trade-off) 
8. Low Brand Reputation x Low Trust x No Incentive Offered (trade-off) 
 
Note: All questions other than the semantic differential scale were preceded with the question: ‘Thinking back to the scenario you 
have just read, please indicate the extent to which you agree/disagree with the following statements’ 
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Using a between-subjects experimental design method, subjects were randomly 
served one of eight manipulated scenarios.  The experimental design method 
involves the researcher randomly assigning test units and treatments to experimental 
groups (Malhotra, Hall, Shaw & Oppenheim, 2004, p. 171).  In certain situations 
between-subjects designs are invaluable as they provide the researcher with the 
opportunity to conduct an experiment with very little contamination by extraneous 
factors (Shuttleworth, 2009).  The between-subjects design research approach is 
often referred to as an ‘independent measures’ design, because every participant is 
only subjected to a single treatment.  This method lowers the chances of participants 
suffering boredom after a long series of tests or, alternatively from becoming more 
accomplished through practice and experience, thus possibly skewing results 
(Shuttleworth, 2009).   
 
A common disadvantage with the between-subjects design is that this method can be 
complex and generally requires a large number of participants to generate useful and 
analysable data, since each participant is only measured once and the researcher 
needs to recruit a new group of participants for every treatment and manipulation 
(Shuttleworth, 2009).  For this research study, after reading the scenarios, 
participants were required to indicate their level of agreement (from 1= strongly 
disagree to 7= strongly agree) with each of the statements, allowing measurement of 
the key constructs under investigation.  As discussed previously, the Sparks et al. 
(2001) scenario credibility measures were included in the online questionnaire in 
order to ensure that the participants perceived the manipulated scenarios to be 
realistic and credible.  
 
In order to select the product category for the hypothetical brands in the manipulated 
scenarios, a review of literature was undertaken and it was found that the most 
popular online industry categories include personal computers; automobile; apparel; 
financial services; and travel services (Chellappa & Sin, 2005).  A study by Stone, 
Woodcock and Wilson (1996, p. 679) also reports that customers who repeatedly 
bought a brand and reported ‘having a relationship with it’ came from the product 
categories of: personal loans (44%); investments (28%); new car (15%); car 
insurance (14%); and travel agents (11%).  As a result of these findings, the car 
insurance category was selected for this study.  Both high reputation and low 
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reputation brands depicted in the scenarios were hypothetical companies.  An 
overview of the components of the manipulated scenarios is presented in Table 6.5 
and the eight individual scenarios are included in Appendix 6.4. 
 
6.3.6 Sampling Technique 
The data from Study Three was collected using an online consumer panel data 
company, MyOpinions.  The survey sample was therefore a random convenience 
sample from the pool of registered participants who subscribe to MyOpinions.  For 
quality data analysis the ideal number of completed surveys (minimum number) per 
cell was thirty, therefore the total sample size for the online questionnaire was set at 
between n= 400-500 completed surveys, with a 50/50 gender split.  The exact 
number of respondents was budget driven and therefore the final sample size for 
Study Three was n= 432.  
 
In order to be eligible to complete the online questionnaire, respondents needed to 
have indicated that they spent a minimum of five hours a week online per week, they 
must have made a purchase online within the last three months, and they also must 
be currently residing in Australia.  The sample was incentivised to participate in 
study through the offer of either a financial reward or an entry into a prize draw 
(drawn quarterly).  The participant reward and reimbursements were administered 
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Table 6.5 Overview of scenario formats 
 
SCENARIO FORMATS 
HIGH BRAND REPUTATION SCENARIO LOW BRAND REPUTATION SCENARIO 
Imagine you are online researching car insurance, as your 
current car insurance policy is up for renewal, and you see a 
pop up advertisement promoting car insurance with a 
company you have not used previously. The brand is 
Reliance Car Insurance, which has been operating 
successfully for over 100 years. The company is listed as a 
Top 20 ASX company with over $95 billion in assets and has 
over 15,000 employees Australia wide, and more than eight 
million customers. It is a trustworthy supplier of insurance 
products and has been awarded a 5 star CANSTAR rating.  
Reliance is committed to compliance with the General 
Insurance Code of Practice and the Australian Privacy 
Principles. A copy of their privacy policy is available for 
customers to view, on their website. The company is also 
involved in community grants projects such as: Youth 
education programs; CrimeStoppers and Neighbourhood 
Watch community safety awareness programs; regional area 
school holiday programs; PCYC youth support programs and 
various environmental conservation projects.   
You decide to undertake research into the company before 
you continue with your insurance enquiry.  
Imagine you are online researching car insurance, as your 
current car insurance policy is up for renewal, and you see a 
pop up advertisement promoting car insurance with a company 
you have not used previously.  
The brand is LOWCOST Car Insurance. LOWCOST Car 
Insurance has been offering Australians cheaper car insurance 
since 2012, with a range of basic cover options at affordable 
prices. Although they issue hundreds of policies every week, 
LOWCOST does not have any physical office locations and all 
transactions are handled online. LOWCOST Car Insurance is 
owned by an international insurance group, based in the 
Cayman Islands. The Corporation Owners and Managers are 
not identified on their website. Nor is there any information on 
LOWCOST’s website to indicate any compliance with the 
General Insurance Code of Practice and the Australian Privacy 
Principles. 
You decide to undertake research into the company before you 
continue with your insurance enquiry.  
 
HIGH TRUST: 
Your online search reveals that customers of Reliance Car 
Insurance have generally been happy with the service they 
have received from Reliance. You find very few negative 
comments online from customers, instead you see many 
comments on blogs which state that Reliance Car Insurance 
is a very reputable and trustworthy company. 
OR - 
LOW TRUST: 
Your online search reveals comments from customers of 
Reliance Car Insurance who state that they were not happy 
with the level of service offered to them during their 
insurance claims process. Some of the comments you read 




Your online search reveals that customers of LOWCOST Car 
Insurance have generally been happy with the service they have 
received. You find very few negative comments online from 
customers, instead you see many comments on blogs state that 




Your online search reveals comments from customers of 
LOWCOST Car Insurance who state that they were not happy 
with the level of service offered to them during their insurance 
claims process and in addition they were not saving as much 
money on their insurance policy as previously promised. Some 
of the comments you read from customers reveal a low level of 
trust in LOWCOST Car Insurance. 
In order to complete a quote for car insurance you are 
required to enter in your personal financial information, 
including your annual income bracket, current debt, annual 
mortgage payment, savings account balances and any other 
investments, as well as your occupation, marital status, 
number and ages of children in the household, religion, full 
name, date of birth, and email and residential addresses. All 
of the requested information appears as mandatory data fields 
and must be entered in order for the quote request to be 
completed.  
In order to complete a quote for car insurance you are required 
to enter in your personal financial information, including your 
annual income bracket, current debt, annual mortgage payment, 
savings account balances and any other investments, as well as 
your occupation, marital status, number and ages of children in 
the household, religion, full name, date of birth, and email and 
residential addresses. All of the requested information appears 
as mandatory data fields and must be entered in order for the 
quote request to be completed.  
 
INCENTIVE OFFERED: 
The advertisement prompts you that by simply submitting 
your online quote request today, you will gain an automatic 
entry into the chance to win your car insurance free for a 
year. In addition, if you follow up your quote enquiry and 
join Reliance Car Insurance you will receive your first month 
of car insurance free. 
OR - 
NO INCENTIVE OFFERED: 




The advertisement prompts you that by simply submitting your 
online quote request today, you will gain an automatic entry 
into the chance to win your car insurance free for a year. In 
addition, if you follow up your quote enquiry and join 
LOWCOST Car Insurance you will receive your first month of 
car insurance free. 
OR - 
NO INCENTIVE OFFERED: 
There are currently no special offers or cash-off deals for this 
insurer. 
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6.4 Methods of Data Analysis 
Quantitative analysis was undertaken in order to examine the research questions and 
test hypotheses.  Analysis of the data collected was examined using a variety of 
statistical analysis methods including Structural Equation Modelling (SEM).  SEM is 
a collection of statistical techniques which allow a set of relationships between one 
or more independent variables (IVs), either continuous or discrete, and one or more 
dependent variables (DVs), either continuous or discrete, to be examined 
(Tabachnick & Fidell, 2007, p. 676).  Furthermore, SEM combines factor analysis 
and multiple regression methods in order for the researcher to ‘simultaneously 
examine a series of interrelated dependence relationships among the measured 
variables and latent constructs (variates) as well as between several latent 
constructs’ (Hair, Black, Babin, Anderson, & Tatham, 2006, p. 710).  SEM programs 
such as Analysis of Moment Structure (AMOS) software (Version 22), were applied 
in the analysis of the research data collected, in addition to running Analysis of 
Variance (ANOVA) through Statistical Package for the Social Sciences (SPSS) 
software, and supported by simple slope analyses. 
6.5 Study Three Hypotheses Development 
The conceptual model showing the nine hypothesised relationships to be tested in 
Study Three is illustrated in Figure 6.3.  A summary of these hypotheses for testing 
in Study Three is presented in Table 6.6. 
 
Table 6.6 Summary of Study Three hypotheses for testing 
 
 
H1 Consumer concern for their online information privacy (IUIPC) is negatively related 
to trusting beliefs. 
H2 Consumer concern for their online information privacy (IUIPC) is positively related to 
perceived risk of information disclosure. 
H3 Trusting beliefs is negatively related to perceived risk of information disclosure. 
H4 Trusting beliefs is positively related to willingness to give personal information. 
H5 The perceived risk of information disclosure is negatively related to perceived value. 
H6 The perceived benefit of information disclosure is positively related to perceived 
value. 
H7 Perceived value of information disclosure is positively related to willingness to give 
personal information. 
H8 With greater brand reputation, the relationship between trusting beliefs and 
willingness to give personal information will be strengthened. 
H9 With greater brand reputation, the relationship between perceived value of information 
disclosure and willingness to give personal information will be strengthened. 
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6.6 Ethical Considerations 
Similar to studies one and two, the research within this quantitative study has been 
undertaken in accordance with the Queensland University of Technology ethics 
guidelines and the National Statement on Ethical Conduct in Human Research 
(Australian Government, 2007) which was developed jointly by the National Health 
and Medical Research Council, the Australian Research Council and the Australian 
Vice-Chancellors’ Committee.  
 
Prior to commencing the research stage of this study, a Level 1 (Low Risk) Ethical 
Clearance application was prepared, submitted for ethical review and gained the 
appropriate approvals and clearances (as part of the extension to the approved ethical 
clearance for studies one and two).  Prior to the online survey going live in the 
market, survey activation approval was gained at the QUT university level.  All 
participants recruited for involvement in this study were voluntarily opting in and 
were permitted to terminate the survey at any time, ensuring that this research was 
free of coercion, discrimination and exploitation (Aguinis & Henle, 2001).  
 
6.7 Strengths and limitations of the Research Method 
There are various strengths and some limitations identified in relation to the use of 
online experimental design for undertaking quantitative research.  Firstly, the use of 
the internet for data collection allows the ability to collect extensive data on the 
consumer’s privacy perceptions in a time efficient way, and by eliminating any need 
for manual data entry, therefore reducing any possibility of administrative error and 
ensuring data integrity.  Secondly, use of the internet is a cost-effective way of 
collecting survey data, which allows for flexibility, speed and timeliness, 
convenience, ease of data entry and analysis, question diversity, controlled sampling 
and low administration costs (Evans & Mathur, 2005).  Finally, one of the most 
important advantages of administering the survey online involves using the nature of 
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A potential limitation within this research study is that the research will be examined 
in the context of the online environment only.  The context of the study will 
investigate consumer attitudes and privacy concerns in relation to the online 
environment and the key findings will therefore be generalisable to online users only 
and will not examine privacy concerns for non-online consumers.  A further 
limitation is that this study does not accommodate all new technologies currently 
available (i.e., such as mobile telephony), but focuses on the attitudes and behaviours 
in the online domain only.  
 
6.8  Conclusion 
This chapter has outlined the research methods and designs for the quantitative 
research undertaken in Study Three, addressing the key research question: To what 
extent is brand an influence in encouraging consumers to give their personal 
information online?  Commencing with an overview of the research objective and 
hypotheses (section 6.1), this chapter then presented the revisions to the conceptual 
model based on the results from studies one and two.  The specific research design 
process and justification for Study Three was outlined (section 6.2), including the use 
of the online survey tool, questionnaire design, scale and scenario development and 
the sampling technique.  The chapter concluded with a discussion of the various 
methods of data analysis (section 6.4) and then by addressing the ethical 
considerations (section 6.5) and the strength and limitations of the research method 
(section 6.6).  The following chapter (chapter 7) will present the results from the 
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Chapter 7 




Study Three aims to examine whether reducing consumers’ level of perceived risk 
and increasing the perceived value of trade-offs, will assist brands in encouraging 
consumers to be more willing to share their personal information online, and, if so, 
how.  Study Three was conducted using the process outlined in Chapter Six, which 
involved administering an online questionnaire to a random convenience sample.  
The data collected from Study Three was analysed through various quantitative 
analysis methods, including Structural Equation Modelling (SEM), using Analysis of 
Moment Structure (AMOS) software package (Version 22), and Analysis of 
Variance (ANOVA) using Statistical Package for the Social Sciences (SPSS) 
software.  The key focus of Study Three was to address the final research question 
(RQ3): To what extent is brand reputation an influence in encouraging consumers 
to give their personal information online?   
 
Chapter Six discussed the methodological approach, including the online 
questionnaire design and development of the scale items for the experimental design.  
This chapter will report on the analyses conducted to test the eight hypotheses as 
presented in the revised conceptual model (Figure 6.3).  A framework of this chapter 
is illustrated in Figure 7.1.  This chapter reports on the preliminary data preparation 
and analysis undertaken (section 7.1); presents an assessment of the measurement 
model (CFA) (section 7.2); reviews the statistical analyses to test the structural 
model (section 7.3); and culminates with a discussion of the results from Study Three 
(section 7.4) and conclusions (section 7.5).  This final study uses experimental design 
and SEM to test the role of brand reputation in encouraging consumer willingness to 
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Figure 7.1 Chapter 7 Framework 
 
 
Source: Developed for this research  
 
7.1 Preliminary Data Preparation and Analysis 
Prior to conducting statistical analyses for hypothesis testing, the data required some 
preparation and preliminary analysis, including data cleaning and a missing values 
analysis.  
 
7.1.1 Data Preparation 
The online questionnaire setup through QUT KeySurvey, included mandatory 
answers for all Likert scale responses.  This design function eliminated any possible 
data entry errors and missing data issues.  However, a missing value analysis was 
undertaken during the data preparation stage to further confirm data quality.  First, a 
visual inspection of the data file was undertaken, followed by a missing values 
analysis which was conducted through SPSS.  The missing values analysis confirmed 
there were no missing values in the data file.  In addition to running a missing values 
analysis, the negatively worded scale items (PV3r, BR2r and BR4r) were reverse 
coded.  All 432 online surveys presented a clear and complete picture of the intended 
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7.1.2 Sample 
Study Three data collection was acquired through an online consumer panel 
database, MyOpinions, as discussed in Chapter Six.  Whilst making cross-
generational comparisons was not a key objective of Study Three, for data collection 
purposes the sample acquired included a cross-section of the three generational 
groups (X, Y and Baby Boomers) for potential future research studies.  The 
consumer panel database was able to secure the desired number of survey responses 
(n=432), across the eight scenarios, broken down by generational group and with a 
50/50 gender split within each group (refer to Section 6.3.6 for an overview of the 
Sampling Technique).  Table 7.1 presents a summary of the sample used in Study 
Three.  
 







7.1.3 Preliminary Data Analysis 
Descriptive statistics were obtained for the variables of interest in this study, 
including mean, standard deviation and to ensure each latent factor produces a 
reliable scale, Cronbach (1951) Alpha coefficient analysis was undertaken.  All 
constructs other than perceived value were found to be over 0.7 and therefore 
reliable.  A further review of reliability revealed that willingness to give with a 
Cronbach (1951) Alpha coefficient above 0.90 (α = 0.978) and IUIPC 0.904  
indicating ‘excellent’ reliability.   
 
The remaining constructs achieved what is accepted as a ‘very good’ level of 
reliability, with Cronbach (1951) Alpha coefficients above 0.8 (these constructs 
being awareness, collection, IUIPC, perceived risk, and brand reputation), while 
trusting beliefs, control and perceived benefit constructs achieved Cronbach (1951) 
Alpha coefficients in the ‘adequate/acceptable’ range for reliability (0.6 ≤ α < 0.7 ). 
 
n=432 
9 x females and 9x males (=18 per generational group)  
x 3 generational groups (= 54  completed surveys per scenario)  
x 8 kinds of randomly served scenarios (8 x 54)  
= 432 completed surveys 
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The perceived value construct achieved a Cronbach (1951) Alpha coefficient which 
was slightly below the ‘adequate/acceptable’ level (α = 0.601), indicating the items 
comprising this construct required further examination.  A review of the items 
comprising the perceived value construct revealed an improvement in reliability of 
the Cronbach (1951) Alpha coefficient from 0.601 to 0.739, with the removal of the 
item PV3r.  Item PV3r was therefore removed from the perceived value construct.  A 
summary of the descriptive statistics are reported in Table 7.2.  In addition to the 
Cronbach (1951) Alpha coefficients, a review of the mean scores for the constructs 
revealed awareness had the highest mean (6.2022), while the lowest mean was 
scored by willingness to give (2.3079).  
 








Control 3 432 1 7 5.6265 1.07944 0.733 
Awareness 3 432 1 7 6.2022 0.96938 0.897 
Collection 4 432 1 7 5.7344 1.10468 0.849 
IUIPC 10 432 1 7 5.8544 0.91773 0.904 
Trusting beliefs 3 432 1 7 3.294 1.28016 0.792 
Perceived risk 3 432 1 7 5.186 1.26452 0.850 
Perceived benefit 3 432 1 7 3.6335 1.2444 0.722 
Perceived value 2 432 1 7 3.1562 1.39954 0.739 
Brand reputation 4 432 1 7 3.7344 1.44632 0.886 
Willingness to give 3 432 1 7 2.3079 1.60581 0.978 
Valid N (listwise)  432           
 
7.1.4 Scenario Credibility Tests  
As a manipulation check, the realism and credibility of the scenarios were examined 
in the online questionnaire adapted from Sparks and McColl-Kennedy (2001).  
Respondents were asked to indicate their level of agreement with seven statements 
using a 7-point Likert scale (1= strongly disagree and 7= strongly agree).  No 
significant group differences were observed between the high and low levels of each 
variable.  Table 7.3 below shows the mean scores for all seven credibility scale 
items.  The mean score of 5.39 indicates that respondents found the scenarios 
depicted in the online experimental design to be credible and adequately realistic for 
the purposes of this research. 
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Table 7.3 Means scores for the realism and credibility checks of scenarios 
Label Item N Mean 
Std. 
Deviation 
SCC1 I think there are marketing situations like this in the real world. 432 5.75 1.152 
SCC2 This type of situation could happen to me. 432 5.04 1.485 
SCC3 There are companies in the real world who might behave like this.  432 5.83 1.042 
SCC4 I could relate to the events described in the scenario. 432 4.78 1.447 
SCC5 This was a realistic scenario. 432 5.31 1.185 
SCC6 People could behave in the way described in the scenario. 432 5.63 1.069 
SCC7 The events in the scenario were very “lifelike”. 432 5.41 1.153 
 Mean for all seven items:  5.39  
 
 
7.1.5 Experimental Design Manipulation Checks  
Study Three was undertaken in order to address the final research question (RQ3): 
To what extent is brand reputation an influence in encouraging consumers to give 
their personal information online?  In order to investigate this overarching research 
question a between-subjects online experimental design was administered in study 
three.  Experimental design was undertaken for this study as the method provides 
more persuasive support for causality than traditional exploratory or descriptive 
research designs, due to the manipulation of the supposed causal construct (Churchill 
& Iacobucci, 2009).  Following the analysis of the experimental design causation, 
hypothesis testing was undertaken using SEM to simultaneously analyse the 
relationships among the modelled variables. Assessment of the direct and indirect 
effects of the independent variables on the dependent variables and the interaction of 
brand reputation as a moderator on willingness to give was then undertaken. 
 
To examine the influence of brand reputation on willingness to give, data was 
collected from a 2 (high/low brand reputation) x 2 (high/low trust) x 2 (incentive/no 
incentive offered) factorial design.  Prior to analysis of the experimental design data, 
manipulation checks were undertaken as appropriate within the questionnaires.  
Manipulation checks establish that the treatment has had an effect on the 
theoretically relevant causal construct, thus confirming that the independent variable 
has been effectively manipulated (Sansone & Panter, 2008).   
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Descriptive statistics were run to identify each sample and to check cell sizes (as 
reported in Table 7.1).  The manipulation of the independent variables (brand 
reputation, trust, and incentive) contained in the relevant scenarios were then 
checked.  The mean scores of the manipulation questions were compared using t-
tests.  For this study manipulation checks were administered to confirm that the 
‘high’ brand reputation group mean value was higher than the ‘low’ brand reputation 
group mean.  This verified that the respondents who were served the ‘high’ brand 
reputation scenario actually perceived the scenario as pertaining to ‘high’ and not as 
‘low’ brand reputation.  Investigation of the mean scores for brand reputation 
revealed a ‘low’ group mean score of 3.30 and a ‘high’ group mean score of 4.17.  In 
addition, the t-test results and significance level confirmed that the brand reputation 
manipulation was successful (t(430) = -6.503, p = 0.000).  The results for the brand 
reputation manipulation check are presented in Table 7.4. 
 












Low 3.3021 1.52400 
-6.503 430 .000 
High 4.1667 1.22284 
 
A review of the trust (high/low) manipulation however, revealed a non-significant 
result (t(430) = -1.468, p = 0.143), with a ‘low’ group mean score of 3.20 and a 
‘high’ group mean score of 3.38.  Consequently, for the particular sample selected 
for this study, the results indicated that respondents appeared to perceive very little 
variation between the ‘high’ and ‘low’ trust manipulations in the scenarios 
administered for the experimental design.  The results for the trust manipulation 
check are presented in Table 7.5.   
 










Low 3.2037 1.27778 
-1.468 430 .143 
High 3.3843 1.27912 
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7.1.5.1 ANOVA interactions 
Investigation of the experimental design data using a three-way ANOVA (Analysis 
of Variance) was run on the sample (n=432) to examine the effect of brand 
reputation, trust and the offer of an incentive, on willingness to give one’s personal 
information online.  However, there was no significant three-way interaction 
between brand reputation, trust and incentive on willingness to give, F(1, 424)= 
0.009, p = 0.926.  Results from the three-way ANOVA are reported in Table 7.6.   
 
 
Further two-way ANOVAs were conducted (brand reputation x trust: F(1, 424)= 
0.541, p = 0.462; brand reputation x incentive: F(1, 424)= 0.325, p = 0.569; trust x 
incentive: F(1, 424)= 2.512, p = 0.114) which revealed no significant two-way 
interactions.  However, brand reputation and trust were found to both be significant 
as main effects only, revealing that all three variables: brand reputation, trust and 
incentives do not interact together. Further analysis was undertaken with the 
constructs - perceived benefit, perceived value and perceived risk as the dependent 
variable; however no significant two-way or three-way interactions were identified 




Table 7.6 Tests of Between-Subjects Effects 
Source 






Corrected Model 95.199a 7 13.600 5.675 .000 
Intercept 2300.947 1 2300.947 960.061 .000 
Brand reputation 69.280 1 69.280 28.907 .000 
Trust 17.790 1 17.790 7.423 .007 
Incentive .013 1 .013 .005 .942 
Brand reputation x Trust 1.297 1 1.297 .541 .462 
Brand reputation x Incentive .778 1 .778 .325 .569 
Trust x Incentive 6.021 1 6.021 2.512 .114 
Brand reputation x Trust x 
Incentive 
.021 1 .021 .009 .926 
Error 1016.187 424 2.397   
Total 3412.333 432    
Corrected Total 1111.387 431    
a. R Squared = .086 (Adjusted R Squared = .071)  Dependent Variable: Willingness to give 
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7.1.5.2 One-way ANOVA 
One-way ANOVAs were undertaken using SPSS to investigate whether there were 
significant differences between the low and high levels of brand reputation, trust and 
the offer of, or absence of an offer/incentive, in respect to the respondent’s level of 
perceived risk, perceived benefit, perceived value, brand reputation, willingness to 
give and trusting beliefs.  The results from these ANOVAs are displayed in 
Appendix 7.1. 
 
7.1.5.2.1  Brand Reputation 
Significant differences were identified between those respondents who were served 
the high or low brand reputation scenarios, with respect to their levels of perceived 
risk [F(1,430)=41.756,p=0.000], brand reputation [F(1,430)=42.290,p=0.000] and 
willingness to give [F(1,430)=28.587,p=0.000] (refer to Appendix 7.1a).  However, 
no significant differences were identified for respondents served the high or low 
brand reputation scenarios with respect to their levels of perceived benefit 
[F(1,430)=0.885,p=0.347], perceived value [F(1,430)=1.664,p=0.198] and trusting 
beliefs [F(1,430)=2.382,p=0.123].  Therefore, at high or low brand reputation, 
respondents’ perceptions of perceived benefits, perceived value and trusting beliefs 
were not significantly different. 
 
7.1.5.2.2  Brand Trust 
Significant differences were identified between those respondents who were served 
the high or low brand trust scenarios with respect to their levels of perceived risk 
[F(1,430)=7.692,p=0.006], brand reputation [F(1,430)=224.017,p=0.000] and 
willingness to give [F(1,430)=6.995,p=0.008] (refer to Appendix 7.1b).  However, 
no significant differences were identified for respondents served the high or low 
brand trust scenarios, in respect to their levels of perceived benefit 
[F(1,430)=0.307,p=0.580], perceived value [F(1,430)=1.408,p=0.236] and trusting 
beliefs [F(1,430)=2.154,p=0.143].  Therefore, at high or low brand trust, 
respondents’ perceptions of perceived benefits, perceived value and trusting beliefs 
were not significantly different. 
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7.1.5.2.3  Incentive or no Incentive offered 
The offer, or lack of an offer or incentive was found to have no significant difference 
for all constructs, in respect to the respondent’s levels of: perceived risk 
[F(1,430)=0.001,p=0.970], perceived benefit [F(1,430) =1.906, p=0.168],  perceived 
value [F(1,430)=1.327,p=0.250], brand reputation [F(1,430)=2.862,p=0.91], 
willingness to give [F(1,430)=0.005,p=0.944] and trusting beliefs 
[F(1,430)=0.583,p=0.445] (refer to Appendix 7.1c).  These findings reveal that the 
offer of an incentive did not influence them in any way.  
 
7.2 Assessment of Measurement Model (CFA) 
Prior to conducting a Confirmatory Factor Analysis (CFA) to test for model fit, an 
Exploratory Factor Analysis (EFA) was undertaken in order to check for any cross 
loading items.  The EFA using Principal Components Analysis (PCA) with Varimax 
Rotation revealed four scale items which appeared to be loading on more than one 
factor.  These four cross loading items (CON3, COL2, PR2, and BR1) were removed 
from the scale items prior to running the CFA.  A review of the revised descriptive 
statistics revealed all constructs achieved a Cronbach (1951) Alpha coefficient over 
0.7 and therefore all constructs were reliable.  A summary of the revised descriptive 
statistics are reported in Table 7.7.   
 








Control 2 432 1 7 5.6088 1.23078 0.742 
Awareness 3 432 1 7 6.2022 0.96938 0.897 
Collection 3 432 1 7 5.6296 1.18235 0.815 
IUIPC 8 432 1 7 5.8135 0.93450 0.874 
Trusting beliefs 3 432 1 7 3.294 1.28016 0.792 
Perceived risk 2 432 1 7 5.1400 1.29364 0.776 
Perceived benefit 3 432 1 7 3.6335 1.2444 0.722 
Perceived value 2 432 1 7 3.1562 1.39954 0.739 
Brand reputation 3 432 1 7 3.7168 1.46447 0.848 
Willingness to give 3 432 1 7 2.3079 1.60581 0.978 
Valid N (listwise)  432           
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7.2.1 Initial Confirmatory Factor Analysis 
Model fit was examined using AMOS, to test the hypothesised model for factorial 
validity of the theoretical constructs.  The measurement model for this research study 
was created showing all latent factors and their correlating variables.  The data file 
was uploaded and a Missing Value Analysis was undertaken first to check for any 
missing data prior to conducting a CFA.  Running a CFA allows for the investigation 
of how well the measured variables actually represent their constructs (Hair et al., 
2006) and to evaluate the degree to which the variables do so by comparing the 
solutions found with a hypothetical one (Bryman & Cramer, 2009, p. 323).   
 
Model fit was assessed using statistics observed from the CFA calculation and to 
identify areas where modifications to the model could be improved.  Such measures 
include: the Chi-Square Minimum divided by the Degrees of Freedom (CMIN/DF); 
the Comparative Fit Index (CFI); the Root Mean Square Error of Approximation 
(RMSEA) and the Standardised Root Mean Residual (SRMR).  The values for these 
measures from the CFA are shown in Table 7.8.  The initial CFA assessing for model 
fit and the maximum likelihood estimates and standardised regression weights are 
shown in Appendix 7.2.   
 
Table 7.8 Goodness of fit statistics (CFA) testing the Measurement Model 
 
 Values 




DF 262 NA 
CMIN/DF 2.604 2-3 
CFI 0.941 CFI>0.90 
IFI 0.941 IFI>0.90 
RMSEA 0.061 
<0.01 = excellent fit  
<0.05 = good fit 
<0.08 adequate/acceptable  fit  
SRMR 0.064 SRMR <0.06 
 
The measurement model achieved a Chi-square (CMIN) value of 682.15, which is 
significant at p>0.05, with a degrees of freedom of 262.  The relative Chi-square (2) 
(chi-square divided by the degree of freedom) value for the model was 2.604.  The 
Comparative Fit Indices (CFI) value was 0.941, which exceeds the recommended 
level of 0.90 and is therefore considered to be acceptable.  The measurement model 
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achieved an RMSEA of 0.061 indicating a more than ‘acceptable’ level, or rather 
reasonably close to ‘good’ level of fit.  The SRMR value for the measurement model 
was 0.064.  All of these CFA statistics indicate reasonably good model fit.  However, 
a further review of the correlations between the constructs in the CFA output 
revealed that a high correlation between the perceived benefit construct with the 
perceived value construct.  The following section addresses this correlation issue. 
 
7.2.1.1 Removal of Perceived Benefit Construct from Model 
The AMOS output for the CFA revealed that the items for the perceived benefit 
construct were very highly correlated with the items for the perceived value construct 
(r=1.007).  Whilst in the privacy calculus model as devised by Xu et al (2011), 
perceived value is a measurement comprised of perceived risks and perceived 
benefits, using the data sample for this specific study, the items for perceived 
benefits appear to be very highly correlated with perceived value.  This indicated that 
empirically within this study, the items for perceived benefits could not be 
distinguished from the items for perceived value.  The items appear too similar, in 
that survey participants were possibly responding to these items in the same way.  
Ultimately, even though the perceived benefits items were meant to be theoretically 
different from those perceived value items, empirically they were not being 
differentiated.   
 
While theorised that perceived benefits influence perceived value, an examination of 
the items (factor structures) showed that they were not differentiable in this sample, 
therefore it was necessary to either combine the factor items or remove one.  For 
theoretical purity, since perceived benefits were so highly correlated with perceived 
value, the perceived benefit items were removed from the model and analysis.  
Benefits are still implicit in perceived value; however in this study it was not 
possible to specifically model perceived benefits or the unique effects of perceived 
benefits within this study sample.  Further re-specification of the measurement model 
therefore included the removal of the perceived benefit construct.   
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7.2.2 Re-specified Confirmatory Factor Analysis 
The re-specified measurement model (with the removal of the perceived benefit 
construct) achieved a Chi-square (CMIN) value of 477.789 (from original model 
Chi-square of 682.15), which was significant at p>0.05, with a degrees of freedom of 
201.  The re-specified model showed improvement in the relative 2 value from 
2.604 to 2.377, and slight improvements in the CFI from 0.941 to 0.955 (acceptable), 
the RMSEA from 0.061 to 0.057 (good level of fit), and the SRMR from 0.064 to 
0.0590 (acceptable level of fit).  All of these CFA statistics indicate reasonably good 
model fit.  The re-specified CFA assessing for model fit is shown in Appendix 7.3 
(including the maximum likelihood estimates and standardised regression weights) 
and the values for the revised CFA are shown in Table 7.9.   
 
Table 7.9 Goodness of fit statistics (CFA) testing the further re-specified Measurement Model 
 
 Values 




DF 201 NA 
CMIN/DF 2.377 2-3 
CFI 0.955 CFI>0.90 
IFI 0.956 IFI>0.90 
RMSEA 0.057 
<0.01 = excellent fit  
<0.05 = good fit 
<0.08 adequate/acceptable  fit  
SRMR 0.059 SRMR <0.06 
 
An overview of the CMIN, CMIN/DF, CFI, RMSEA, and Standardised RMR show 
that this re-specified model appears to have a reasonably good fit.  Overall, whilst the 
CMIN was significant on the re-specified measurement model, all other fit indices 
indicated that the data collected from Study Three fitted well against the constructs 
and the model, and the items were loading to their constructs significantly. 
 
7.2.3 Validity Measures 
As discussed in section 7.1.3 reliability was examined by measuring the Cronbach 
(1951) Alpha coefficient for all variables in the model and all variables were found 
to have Cronbach Alpha coefficient’s over 0.7 and therefore reliable (summating that 
results produced from the SEM analysis should be stable and consistent).  Construct 
validity (which entails how well a test measures what it is purported to measure) was 
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then measured by assessing whether discriminant validity and convergent validity 
were achieved, thus testing the accuracy of the measurement of the constructs and 
how well the scale items measured what they were designed to measure.  
 
7.2.3.1 Convergent Validity Issues 
In order to establish convergent validity (the extent to which the same trait is 
measured by different methods) the average variance extracted (AVE) should be 
greater than 0.5 (Hair et al., 2010).  In Study Three convergent validity was achieved 
with all items loading to their constructs significantly.   
 
7.2.3.2 Discriminant Validity Issues 
Testing for discriminant validity involved ensuring that the measures used in the 
study that should not be related, were not related (Hair et al., 2010).  For discriminant 
validity to be achieved, the average variance extracted (AVE) in the interfactorial 
correlations should be greater than all of the other correlated items.  In Study Three, 
discriminant validity was achieved for all modelled constructs, with the exception of 
trusting beliefs and perceived value (refer to Table 7.10 for the descriptive statistics 
and the interfactorial correlations).   
 
In cases where discriminant validity issues persist, the solution is often to combine 
constructs into one overall measure (when correlations fall in the region of 0.8 to 0.9 
for example) (Farrell, 2008) or drop one of the IVs from the model.  Depending on 
the nature of the constructs under investigation, either of these techniques may not 
always be appropriate, in fact deleting or combining constructs can mess with 
empirical nature of the model.  The correlation reported in the CFA AMOS output 
for perceived value to trusting beliefs was r= 0.826 which is fairly close to the 0.8 
review line, and falls under the acceptable cut-off point of 1.  This strong correlation 
is a sign of overlapping traits between these two constructs.  Whilst the correlation 
between these two constructs was fairly high, for the purposes of this research study 
it did not make theoretical sense to combine trusting beliefs and perceived value, or 
additionally, to delete one of these IVs from the conceptualised model without 
upsetting theoretical nature of the model.   
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1 Willingness to give 432 2.3079 1.60581 0.978 0.937 0.978 0.321 0.214 0.968 
     
2 Trusting beliefs 432 3.2940 1.28016 0.792 0.560 0.792 0.704 0.270 0.474 0.749 
    
3 Perceived risk 432 5.1860 1.26452 0.776 0.634 0.850 0.417 0.289 -0.567 -0.491 0.797 
   
4 Perceived value 432 3.1562 1.39954 0.747 0.599 0.739 0.704 0.283 0.557 0.839 -0.513 0.774 
  
5 Brand reputation 432 3.7344 1.44632 0.848 0.651 0.879 0.203 0.081 0.325 0.212 -0.450 0.167 0.807 
 
6 IUIPC 432 5.8544 0.91773 0.860 0.676 0.904 0.417 0.158 -0.325 -0.365 0.646 -0.331 -0.160 0.822 
                
Notes: 
Discriminant Validity: the square root of the AVE for TST is less than one the absolute value of the correlations with another factor. 
Discriminant Validity: the square root of the AVE for PERVAL is less than one the absolute value of the correlations with another factor. 
Discriminant Validity: the AVE for TST is less than the MSV.        
Discriminant Validity: the AVE for PERVAL is less than the MSV. 
 
 
       
 
  
 185 Chapter Seven: Study Three Analysis & Results 
 
For theoretical purity, the trusting beliefs and perceived value constructs were 
maintained in the model as they needed to be examined as separate constructs, one 
measuring level of trust and the other examining the consumer’s level of perceived 
value of an information exchange.  In the case of this research study with the specific 
sample used, it was not possible to collect additional data to determine if 
discriminant validity was the result of any sampling fluke (Farrell, 2008). Therefore 
checks for any issues regarding multicollinearity were undertaken prior to analysis of 
the hypotheses.  
 
7.2.3.3 Checks for Multicollinearity 
Multicollinearity can occur when the interfactorial correlations are high among 
independent variables.  As a result, it would be difficult to distinguish between the 
contributions of the independent variables to that of the dependent variable (the IVs 
could be competing to explain much of the similar variance).  To test for any issues 
of multicollinearity, a linear regression was conducted using SPSS in order to 
calculate a Variable Inflation Factor (VIF) for each independent variable.  All 
constructs in this study achieved VIF levels of below three (3) which is accepted as 
non-problematic and proves there are no issues regarding multicollinearity in the 
variables under investigation.  Table 7.11 presents the results from the check for 
issues of multicollinearity.  Even though discriminant validity was not achieved for 
two of the modelled constructs (which suggests the results should be interpreted with 
caution) the test for multicollinearity was run and there were no issues regarding 
multicollinearity.  
 





1 IUIPC .696 1.437 
Trusting beliefs x Brand reputation .567 1.765 
Perceived value x Brand reputation  .544 1.838 
Perceived benefits .406 2.465 
Trusting beliefs .538 1.857 
Perceived risk .566 1.766 
Perceived value .362 2.766 
Brand reputation .765 1.307 
a. Dependent Variable: Willingness to give (all computed variables) 
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7.3 Testing the Structural Model 
The revised conceptual model for Study Three and the hypotheses developed for 
testing is shown in Figure 7.2 and Table 7.13.  As a result of the perceived benefit 
construct being removed from the model, due to high correlation with perceived 
value, hypothesis 6 was removed from analysis.  In order to test the conceptual 
model, a Path Analysis was conducted to explain the strength of the relationships 
between the items and their constructs, and this analysis included examining the 
interaction centred variables between trusting beliefs and perceived value on 
willingness to give, when moderated by brand reputation.  SEM was used to examine 
the hypothesised relationships.   
 












The survey items were constructed from several established, reliable and rigorously 
tested scales.  Some of the item questions were modified in accordance with the 
online nature and scenario design for this study.  Table 7.12 summarises the item 
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Scale Sources Adapted items used in the study 
Collection COL1 .739 (Malhotra et al., 2004) It usually bothers me when brands online ask me for personal information. 
COL2 .833 When brands ask me for personal information online, I sometimes think twice before providing it. 
COL3 .743 It bothers me to give my personal information to so many brands online.  
COL4 .729 I’m concerned that brands online are collecting too much personal information about me. 
Control CON1 .649 
(Malhotra et al., 2004) Consumer online privacy is really a matter of consumers’ rights to exercise control and autonomy over decisions about how their 
information is collected, used, and shared.  
CON2 .743 Consumer control of personal information lies at the heart of consumer privacy.  
CON3 .690 I believe that online privacy is invaded when control is lost or unwillingly reduced as a result of a transacting with a brand. 
Awareness AWA1 .835 (Malhotra et al., 2004) It is very important to me that I am aware and knowledgeable about how my personal information will be used by a brand online. 
AWA2 .878 A good consumer online privacy policy should have a clear and conspicuous disclosure. 
AWA3 .881 Brands seeking a consumer's personal information online should disclose the way the data are collected, processed, and used. 
Trusting Beliefs TB1 .727 From Malhotra et al’s 
(2004) study - originally 
from Jarvenpaa & 
Tractinsky (1999) - some 
newly developed scales 
from MKA 
I trust that online brands will keep my best interests in mind when using my personal information. 
TB2 .687 Brands online are generally predictable and consistent regarding the usage of my personal information. 
TB3 .825 Brands online are always honest with consumers when it comes to using the personal information which I have provided to them. 
Perceived Risk PR1 .784 (Xu et al., 2011) Providing the service provider with my personal information would involve many unexpected problems. 
PR2 .839 It would be risky to disclose my personal information to the service provider.  
PR3 .805 There would be high potential for loss in disclosing my personal information to the service provider. 
Perceived 
Benefit 
PB1 .501 (Xu et al., 2011) Providing my personal information to the brand online reduces my searching time to find the information I need. 
PB2 .716 
Storing my personal information with the brand online can provide me with the convenience to instantly access the information that I 
need. 
PB3 .841 Overall, I feel that sharing my personal information with the brand online is beneficial.  
Perceived Value PV1 .669 
(Xu et al., 2011) I think the benefits I gain from providing my personal information to the brand online can offset the risks of my information 
disclosure. 
PV2 .878 The value I gain from sharing my personal information with the brand online is worth the information I give away. 
Brand 
Reputation 
BR1 .911 (Lau & Lee, 1999) From the scenario the brand appears to have a reputation for being good. 
BR2r .731 From the scenario the brand appears to have a reputation for being unreliable. (reverse scale item) 




  From Malhotra et al’s. 
(2004) study using 7 point 
semantic scale from 
MacKenzie & Spreng 
(1992) 
Given this hypothetical scenario, specify the extent to which you would enter your personal details online: (7 semantic differential scale) 
WILL1 .972 Unlikely – Likely 
WILL2 .981 Not Probable – Probable 
   
WILL3 .951 Willing – Unwilling (reverse scale item) 
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Table 7.13 Hypotheses for testing 
 
Prior to investigating the interaction effect of the moderating variable (brand 
reputation) on the IVs (trusting beliefs and perceived value), to the DV (willingness 
to give), these variables were computed to create aggregated scales.  These computed 
variables (with the exception of the DV) were then mean centred as per Aiken and 
West’s (1991) recommendation, in order to avoid issues of multicollinearity between 
the main effects and the interaction terms.  Mean centering also reduces high 
correlations between variables.  Two new interaction terms for trusting beliefs x 
brand reputation (INT_CENT_TRSTBR) and for perceived value x brand 
reputation (INT_CENT_PVBR) were created by combining each mean centred IV 
with the moderating variable (brand reputation), predictor x moderator.   
 
Factors other than those mentioned previously may influence internet users’ 
information privacy concerns and therefore their willingness to give their personal 
information online.  Therefore in order to control for those unknown effects, two 
covariates have been included in the modelled analysis, these being demographic 
variables: gender and generational group.  These two control variables are taken into 
account in the causal model.  To test for both direct and indirect effects when 




Consumer concern for their online information privacy (IUIPC) is negatively 
related to trusting beliefs. 
H2 
Consumer concern for their online information privacy (IUIPC) is positively 
related to perceived risk of information disclosure. 
H3 
Trusting beliefs is negatively related to perceived risk of information 
disclosure. 
H4 
Trusting beliefs is positively related to willingness to give personal 
information. 
H5 
The perceived risk of information disclosure is negatively related to perceived 
value. 
H7 
Perceived value of information disclosure is positively related to willingness to 
give personal information. 
H8 
With greater brand reputation, the relationship between trusting beliefs and 
willingness to give personal information will be strengthened. 
H9 
With greater brand reputation, the relationship between perceived value of 
information disclosure and willingness to give personal information will be 
strengthened. 
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The analysis of the conceptual model (path analysis) achieved a Chi-square (CMIN) 
value of 660.026, which was significant at p>0.05, with a degrees of freedom of 247.  
The relative 2 value for the model was 2.672 (acceptable).  The CFI value for the 
structural model was 0.937 which exceeds the recommended level of 0.90 and is 
therefore considered to be acceptable.  The structural model achieved an RMSEA of 
0.062 indicating a more than ‘acceptable’ level, or rather, reasonably close to ‘good’ 
level of fit and an SRMR value of 0.0625.  An overview of the CMIN/DF, CFI, 
RMSEA, and Standardised RMR showed that this structural model appears to have 
good fit.  The values for these measures are shown in Table 7.14 and the path 
analysis including the maximum likelihood estimates and standardised regression 
weights are shown in Appendix 7.4  
 
  Table 7.14 Goodness of fit statistics (Path Analysis) testing the revised conceptual model 
 
 Values 




DF 247 NA 
CMIN/DF 2.672 2-3 
CFI 0.937 CFI>0.90 
IFI 0.937 IFI>0.90 
RMSEA 0.062 
<0.01 = excellent fit  
<0.05 = good fit 
<0.08 adequate/acceptable  fit  
SRMR 0.0625 SRMR <0.06 
 
The maximum likelihood estimates (refer to Table 7.13) revealed all constructs had 
significant relationships other than two which appear non-significant and these 
included: trusting beliefs and willingness to give; and perceived value and 
willingness to give.  The following sections report on the results of the SEM analyses 
(refer to Table 7.15) summarising the eight hypothesised relationships and those 
hypotheses which were supported, or not, according to the conceptual model.  Figure 
7.2 shows the p values for each of the hypothesised relationships as a result of the 
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Table 7.15 Summary of the significance or non-significance of these hypotheses 
 
7.3.1 IUIPC construct 
Hypotheses 1 and 2 investigated Internet Users Information Privacy Concerns 
(IUIPC) which comprised the first order factors: collection, control and awareness.  
It was hypothesised that the level of IUIPC is negatively related to trusting beliefs 
(H1) and positively related to perceived risk (H2).  Hypothesis 1 posited that the 
higher the level of concern for IUIPC (collection/control/awareness of their personal 
information), the lower the trusting beliefs.  Or vice versa: the lower the level of 
concern for IUIPC of their personal information, the higher the trusting beliefs.  
Hypothesis 2 speculated that the higher the level of concern for IUIPC 
(collection/control/awareness of their personal information), the higher the perceived 
risk.  Or vice versa: the lower the level of concern for IUIPC of their personal 
information, the lower the perceived risk.   
 
Testing hypothesis 1 and 2 using SEM (AMOS), the standardised path estimates 
revealed significant relationships between these constructs.  For IUIPC  trusting 
beliefs (H1) the standardised path estimate revealed a fairly strong significant 
negative relationship (β= -0.407, p<0.05).  For IUIPC  perceived risk (H2), the 
standardised path estimate also revealed a strong significant positive relationship (β= 
0.873, p=<0.05). Therefore, in relation to the IUIPC construct in the conceptual 
model, hypotheses 1 and 2 were supported.  
 







Supported / Not 
Supported 
      
H1 IUIPC  Trusting beliefs -0.407 -6.057 *** Supported 
H2 IUIPC  Perceived risk 0.873 10.041 *** Supported 
H3 Trusting beliefs  Perceived risk -0.235 -4.134 *** Supported 
H4 Trusting beliefs  Willingness to give -1.298 -1.152 0.249 Not Supported 
H5 Perceived risk  Perceived value -3.408 -4.116 *** Supported 
H7 Perceived value  Willingness to give -2.076 -0.576 0.564 Not Supported 
H8 
Trusting beliefs x Brand reputation  
Willingness to give 
0.123 2.448 0.014 Supported 
H9 
Perceived value x Brand reputation  
Willingness to give 
0.132 2.562 0.010 Supported 
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7.3.2 Trusting Beliefs construct 
Hypotheses 3 and 4 investigated the consumers’ level of trusting beliefs to perceived 
risk of information disclosure (negatively related) and willingness to give (positively 
related).  It was hypothesised that the higher the consumers’ level of trusting beliefs, 
the lower the level of their perceived risk (H3) and the higher the level of willingness 
to give (H4) their personal information online (and vice versa).  Investigating these 
relationships using SEM (AMOS), the standardised path estimates revealed a 
significant negative relationship between trusting beliefs and perceived risk (β=  
-0.235, p=<0.05), and a non-significant relationship between trusting beliefs and 
willingness to give (β= -1.298, p= 0.249).  Therefore hypothesis 3 trusting beliefs  
perceived risk was supported; however hypothesis 4 trusting beliefs  willingness to 
give was not supported.   
 
7.3.3 Privacy Calculus constructs 
Hypothesis 5 and 7 investigated the consumers’ level of perceived risk (negatively 
related) on the level of perceived value of information disclosure (H5) and perceived 
value of information disclosure (positively related) on their level of willingness to 
give personal information (H7).  Hypothesis 5 posited that the higher the consumers’ 
perception of perceived risk, the lower their perception of perceived value in giving 
their personal information online.  Hypothesis 7 theorised that the higher the 
consumers’ level of perceived value, the more willing consumers would be to give 
their personal information online.   
 
Investigating these relationships using SEM (AMOS), the standardised path 
estimates revealed a significant negative relationship between perceived risk and 
perceived value (β= -3.408, p=<0.05), however there was no significant relationship 
between perceived value and willingness to give (β= -2.076, p=0.564).  Therefore, in 
relation to the privacy calculus constructs in the conceptual model, hypothesis 5 
(perceived risk  perceived value) was supported; however hypothesis 7 (perceived 
value  willingness to give) was not supported. 
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7.3.4 Moderating effect of Brand Reputation 
Using SEM the moderating effect of brand reputation on the relationship between 
trusting beliefs and willingness to give (H8) and perceived value and willingness to 
give (H9) was tested.  It was hypothesised that the IVs (trusting beliefs and perceived 
value) have a direct effect on the DV willingness to give, however it was suspected 
that different levels of brand reputation could influence this relationship.  A 
moderating variable will affect the direction and/or strength of a relationship between 
an IV and a DV. 
 
Hypothesis 8 posited that with greater brand reputation, the relationship between 
trusting beliefs and willingness to give personal information will be strengthened.  
The moderation using SEM (AMOS) to investigate the relationship between trusting 
beliefs (IV) and willingness to give (DV), with brand reputation (M) as the 
moderator using the standardised path estimate, revealed a significant positive 
relationship (β= 0.123, p=0.014).  Therefore hypothesis 8 was supported.  With 
greater brand reputation, the relationship between trusting beliefs and willingness to 
give was significantly strengthened. 
 
Hypothesis 9 suggested that with greater brand reputation, the relationship between 
perceived value of information disclosure and willingness to give personal 
information will be strengthened.  The moderation using SEM (AMOS) to 
investigate the relationship between perceived value (IV) and willingness to give 
(DV), with brand reputation (M) as the moderator using the standardised path 
estimate, revealed a significant positive relationship (β=0.132, p=0.010).  Therefore 
hypothesis 9 was also supported.  With greater brand reputation, the relationship 
between perceived value and willingness to give was significantly strengthened.   
 
7.3.5 Summary of Hypothesis Testing Results 
Chapter Seven proposed nine hypotheses for Study Three.  One hypothesis was 
deleted as the perceived benefits construct was removed from the model due to high 
correlation with the perceived value construct.  The remaining eight hypotheses were 
subsequently tested using a variety of statistical measures including SEM (AMOS) 
and ANOVA.  A summary of the results of the supported or non-supported 
hypotheses from Study Three is presented in Table 7.15. 
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Table 7.16 Hypotheses investigated in Study Three 
 
 Hypotheses Result 
H1 
Consumer concern for their online information privacy 
(IUIPC) is negatively related to trusting beliefs. 
Supported 
H2 
Consumer concern for their online information privacy 












The perceived risk of information disclosure is negatively 
related to perceived value. 
Supported 
H7 
Perceived value of information disclosure is positively related 
to willingness to give personal information. 
Not supported 
H8 
With greater brand reputation, the relationship between 
trusting beliefs and willingness to give personal information 
will be strengthened. 
Supported 
H9 
With greater brand reputation, the relationship between 
perceived value of information disclosure and willingness to 
give personal information will be strengthened. 
Supported 
 
Firstly, the results of hypotheses 1 and 2 indicate that Malhotra et al’s. (2004) IUIPC 
(level of internet users information privacy concerns) comprising the first order 
factors: collection, control and awareness, have a direct negative impact on trusting 
beliefs (the higher the level of concern over their personal information, the lower the 
trusting beliefs) and a direct positive impact on perceived risk (the higher level of 
concern over their personal information, the higher the perceived risk).  
 
Secondly, the results of hypotheses 3 and 4 indicated that whilst trusting beliefs have 
a direct negative impact on perceived risk (the higher the consumers’ level of trusting 
beliefs, the lower the level of their perceived risk), trusting beliefs were not found to 
significantly affect a consumer’s willingness to give (the higher the consumers’ level 
of trusting beliefs, did not impact on their willingness to give).  This finding is in 
contrast to the findings reported by Malhotra et al’s. (2004) and warrants further 
review. 
 
Thirdly, hypothesis 5 and 7 examined the privacy calculus construct and revealed 
that perceived risk had a direct negative impact on perceived value (H5), therefore 
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the higher the consumers’ perception of perceived risk, the lower the consumers’ 
perception of perceived value in giving their personal information online.  However, 
using the sample within this study, perceived value (H7) was not found to have a 
direct significant, positive impact on willingness to give.  Therefore, even with a 
higher level of perceived value, consumers were not necessarily more willing to give 
their personal information online.  
 
Finally, hypotheses 8 and 9 examined the moderation effect of brand reputation on 
the strength of the relationship between trusting beliefs and willingness to give and 
between perceived value and willingness to give.  Whilst the SEM analysis found 
non-significant direct relationships between trusting beliefs and perceived value on 
willingness to give, this study, with the sample administered, brand reputation was 
found to significantly moderate the strength of the relationship between both trusting 
beliefs and perceived value on willingness to give.  Therefore, the greater the brand 
reputation, the stronger the relationship between trusting beliefs and perceived value 
on willingness to give one’s personal information online. 
 
7.4 Discussion 
As noted previously, Study Three aimed to investigate how, or if, reducing 
consumers’ level of perceived risk and increasing the perceived value of trade-offs, 
would assist brands in encouraging consumers to be more willing to share their 
personal information online.  As part of this investigation, the conceptual model 
(extending Malhotra et al’s. (2004) IUIPC model and including Xu et al’s. (2011) 
privacy calculus framework) was tested with eight research hypotheses, and analysed 
through various quantitative analysis methods, including EFA (SPSS), SEM 
(AMOS), and ANOVAs (SPSS).  The key focus of the study was to address the final 
research question: 
RQ3: To what extent is brand reputation an influence in encouraging 
consumers to give their personal information online? 
 
This study is significant because it tested the moderating influence of brand 
reputation on the relationship between trusting beliefs, privacy calculus (cost-risk 
analysis), and perceived value on one’s willingness to give their personal information 
online.  Very few research studies have measured brand reputation’s effect on 
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behavioural intentions (such as willingness to give).  In addition, valuable insights 
have been gained from this research study, including the significant moderation 
effect of brand reputation on the relationship between trusting beliefs and perceived 
value (of which on their own, were non-significant) on willingness to give.  
 
Study Three encompassed the use of data collected from a 2 (high/low brand 
reputation) x 2 (high/low trust) x 2 (incentive/no incentive offered) between-subjects 
experimental design, administered via an online questionnaire design, from which a 
Structural Equation Model (SEM) was tested.  This study provides several valuable 
contributions to the field of online privacy and brand reputation online.  Further 
ANOVA analysis revealed a very interesting finding: that the offer, or lack of an 
offer of incentive, had no significant difference for all constructs, which revealed that 
no matter whether the respondent was served the high or low brand reputation and 
high or low trust scenarios, the offer of an incentive did not influence them in any 
way.  This is a key finding which in line with the non-significant relationship 
between perceived value and willingness to give (the higher the perception of value 
does not always equate to a consumer willingness to give their personal information 
online), warrants further investigation to examine what other factors could be 
influencing this relationship.  Consequently, marketers should consider investing the 
funds that may be allocated towards consumer incentives and enticements, into 
improving their brand’s reputation instead. 
 
The hypothesis testing using SEM confirmed Malhotra et al’s. (2004) significant 
relationship between IUIPC and trusting beliefs and between trusting beliefs and 
perceived risk.  This study offers a boundary condition that Malhotra et al. (2004) did 
not show – that the link between trusting beliefs and willingness to give is only 
positive when brand reputation is high.  Malhotra et al. (2004) examined the main 
effect versus the interaction effect, in this study trusting beliefs were not found to 
significantly influence consumer willingness to give (i.e., the higher the trusting 
beliefs, the more willing the consumer to give their personal information online).  
 
Xu et al’s. (2011) privacy calculus framework was included in the conceptual model 
for this study, along with Malhotra et al’s. (2004) IUIPC framework, in order to test 
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the value of offering trade-offs (cost/risk analysis) and to examine the effect of 
perceived risk on willingness to give.  However, in contrast to the literature and 
previous research studies which examined the privacy calculus framework, in this 
study the privacy calculus dimension of perceived benefits of information disclosure 
was removed from analysis due to high correlation with the perceived value 
construct.  Whilst perceived benefits have not been modelled, it is assumed that such 
perceived benefits could be working through perceived value.  Within the privacy 
calculus model SEM findings revealed a significant relationship between perceived 
risk of information disclosure and perceived value of information disclosure (i.e., the 
lower the consumers’ level of perceived risk, the higher their perceived value), 
however a non-significant relationship between perceived value and willingness to 
give.  The relationships between trusting beliefs and perceived value with 
willingness to give requires further investigation.   
 
Of note to Study Three was how brand reputation moderates, or influences the 
strength of the relationships between trusting beliefs and perceived value on 
willingness to give.  These relationships were examined using SEM.  It was 
hypothesised that a strong, positive perception of brand reputation would strengthen 
the relationship between consumers’ trusting beliefs and their willingness to give 
their personal information online; and in addition, between consumers’ perceived 
value of information disclosure and their willingness to give.   
 
The results revealed a strong positive relationship of brand reputation moderating the 
relationship between both trusting beliefs and perceived value of information 
disclosure on willingness to give.  Notably, the direct, unmoderated relationships did 
not reveal significant results, however the addition of the moderation of brand 
reputation significantly influences the strength of the relationship between trusting 
beliefs and perceived value, and willingness to give.  A key finding of importance to 
marketers, therefore, is that improving the reputation of the brand will strengthen the 
relationship between the consumers’ level of trust and their perceived value and 
therefore increase the level of consumer willingness to give their personal 
information online.   
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7.5 Conclusion 
In conclusion, this chapter has presented the results of Study Three following various 
statistical analyses to test the hypothesised relationships for constructs assessing 
consumers’ willingness to give their personal information online.  Six of the eight 
hypothesised relationships were supported from this study. Overall, these results 
provide evidence of the relationships between the constructs in the conceptual model 
which influence consumers’ willingness to give.  Of particular note was that trusting 
beliefs and perceived value do not directly, significantly, influence willingness to 
give, as hypothesised, however the moderation effect of brand reputation is 
significant on the relationships between both trusting beliefs and perceived value on 
willingness to give.  These findings provide valuable insights into online consumer 
privacy and the role of brand reputation in influencing consumers to give their 
personal information online for the benefits of personalisation.  The following final 
chapter presents an overview of the thesis and discusses the major contributions 
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Chapter 8 




The purpose of this dissertation was to investigate consumer online privacy concerns 
and the role of brand reputation in encouraging consumer willingness to share their 
personal information online.  The previous seven chapters have introduced the 
research objectives (Chapter One); presented a review of the literature on consumer 
online privacy concerns, behavioural targeting and personalisation, and brand 
reputation and the privacy calculus framework (Chapter Two); reported on the 
methodological approach for the first two qualitative studies (Chapter Three); 
presented the research findings for Study One’s Focus Group research (Chapter 
Four); Study Two’s CIT in-depth interview research (Chapter Five); reported on the 
methodological approach for the quantitative Study Three using the online 
experimental design with scenario-creation method (Chapter Six); and then presented 
the research findings and hypotheses for the conceptual model in Study Three 
(Chapter Seven).  The purpose of Chapter Eight is to discuss the research findings 
from Studies One, Two and Three and deliberate on how these findings answer the 
overarching research question and the three study specific research questions 
identified in this dissertation.  The findings are also discussed in terms of their 
contribution to online privacy and brand reputation theory and practice.   
 
The chapter provides a conclusion to this dissertation by discussing the limitations to 
the research and directions for future research.  A framework of this chapter is 
illustrated in Figure 8.1.  This chapter opens with a review of the objectives of the 
research project (section 8.1).  A discussion of the key findings from the three studies 
and how the findings answer the research questions raised in the literature review is 
presented (section 8.2).  The contributions to marketing theory and practice are 
identified (section 8.3), followed with an overview of the limitations to the research 
(section 8.4).  The chapter concludes with a discussion of future research directions 
(section 8.5) and a conclusion to the dissertation (section 8.6).    
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Figure 8.1 Chapter 8 Framework 
 
 
Source: Developed for this research 
 
8.1 Review of the Objectives of the Research Project 
Prior to this research program, whilst consumer online privacy concerns had been 
investigated in relation to consumer concerns about the collection, control, and 
awareness of their information being obtained by marketers and brands online, very 
little research had investigated the role of brand reputation on consumers’ 
willingness to give personal information.  In addition to consumer concern about 
perceived lack of control over their personal information, third party use of personal 
information, and identity theft/fraud related issues, this research identified and 
prioritised consumer concern in relation to online privacy and the influence of a 
brand’s reputation on consumer willingness to give personal information online.  
Consequently, the overall purpose of this dissertation was to investigate these online 
consumer privacy concerns, understand how open/closed consumers are to sharing 
their personal information, what privacy concerns consumers perceive, and their 
online privacy behaviours to allow for a greater understanding of the factors which 
influence consumers’ willingness to give.  This research project addresses the 
overarching research question, which was stated in Chapter One:   
 What is the role of brand reputation in encouraging consumers to give 
 personal information online?   
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A review of the literature led to the development of three specific research questions: 
RQ1: How do consumer attitudes towards a brand, affect the giving of 
personal information online? 
RQ2: How does consumers’ experience with a brand influence their 
willingness or unwillingness to share their personal information 
online? 
RQ3: To what extent is brand reputation an influence in encouraging 
consumers to give their personal information online? 
 
To address these research questions, three multi-method studies were undertaken.  
Study One addressed RQ1 by exploring consumer attitudes and privacy concerns 
when sharing personal information with brands online, through conducting six focus 
groups, across the three generational groups: Generation Y, Generation X and Baby 
Boomers.  Once the nature and extent of consumer privacy concerns was qualified, 
Study Two addressed RQ2 by exploring critical incidents whereby consumers were 
willing or unwilling to share their personal information with a brand online and to 
delve deeper into the role of brand reputation and the influence of trade-offs (privacy 
calculus) in encouraging consumers to be more willing to give their personal 
information.  Study Two findings were collected through conducting one-on-one in-
depth CIT interviews with respondents, structured around two open-ended questions 
that required respondents to provide details of an online experience they recalled 
having with a brand/company.  Finally, Study Three addressed RQ3 by examining 
how, or if, reducing consumers’ level of perceived risk and increasing the perceived 
value of trade-offs, can assist brands in encouraging consumers to be more willing to 
share their personal information online.  Study Three findings were collected through 
the use of an online experimental design using a consumer panel database.  The 
online survey applied scenario-creation method to a sample of 432 respondents in 
order to test the conceptual model, which was an extension of Malhotra et al’s. 
(2004) Internet Users Information Privacy Concerns (IUIPC) model.  The findings 
and contributions of the three multi-method studies will now be discussed.  
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8.2 Discussion of Key Findings to address the Research Questions 
The findings from the three studies present significant contributions to knowledge on 
the specific dimensions of consumer online privacy concern and how brand 
reputation influences consumer online privacy concerns.  In addition, these findings 
will provide direction for brands and marketers to better understand consumer 
privacy concerns and what types of offers/incentives will be most effective in 
encouraging consumers to be more willing to share their personal information online.  
The following sections discuss the key findings for each of the three studies.   
 
8.2.1 Study One 
Study One was an exploratory research study conducted to investigate consumer 
attitudes and privacy concerns when sharing their personal information with brands 
online.  Focus group research across the three generational groups (refer to Section 
3.2), was undertaken in order to unearth consumer issues in relation to online privacy 
and whether brand reputation influences consumer willingness to give their personal 
information online.   
 
In answering the research question in Study One: How do consumer attitudes 
towards a brand, affect the giving of personal information online? ten key research 
findings emerged in relation to online privacy concerns, and collection and use of 
personal information online.  These key findings revealed areas of consumer concern 
when personal information is being requested online: 
1. Extent of personal information 
2. Excessive information 
3. Mandatory  
4. Other’s personal information 
5. Relevance 
6. Control  
7. Support information  
8. Incentives 
9. Brand familiarity and trusting beliefs 
10. Consumer risk-reduction strategies 
  
The first of these findings involves the extent of personal information collected.  
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8.2.1.1 Extent of personal information 
Study One findings revealed consumer willingness to provide personal information 
online was dependent on the type or level of personal information being collected.  In 
line with the literature, respondents indicated their willingness to provide their 
personal information when the information being requested was not ‘too personal’.  
The lower the sensitivity of personal information requested, the more willing the 
consumer was to provide their information; the more sensitive in nature the 
information request was deemed to contribute to risk.  This finding aligns with 
Phelps et al’s (2000) conceptual framework for understanding consumer privacy 
concerns and research undertaken by Lwin et al (2007).  Consumer attitudes towards 
the collection of personal information appear not to have changed over time and 
marketers therefore need to be aware not to request information that is considered too 
personal by their target consumer.  
 
8.2.1.2 Excessive information 
Study One findings reported consumers would not be willing to give their personal 
information when too much information was being collected (in addition to face 
value – privacy concerns, consumers also expressed concern that they would be 
continuously contacted/hassled by marketers).  Whilst consumers understand the 
need to exchange information for a transaction to occur, they felt that a lot more 
personal information was being collected about them online, than they were actually 
aware was being collected.  This unknown information being collected online falls 
into the area of behavioural targeting used by marketers, which was identified and 
discussed in the literature as advantageous for marketers, and raised in the research 
findings, as both a hindrance and a help to consumers.  Consumers are in a tug-of-
war over what to, and how much personal information to share with a marketer/brand 
online.  An implication for marketers is to understand the target audience’s line or 
cut off point, their ‘Pull the Pin Point’ (PPP), whereby they will terminate a 
transaction or interaction if the amount of personal information being collected 
exceeds their comfort level.  Further research could be undertaken in this area and 
even across a variety of contexts for comparison.   
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8.2.1.3 Mandatory  
Requests for information not flagged as ‘mandatory’ were found to be ignored, 
avoided or not supplied (or not in full) by consumers.  Consumers recalled lack of 
time, irrelevance to the transaction or simply, an ‘I can’t be bothered’ attitude for 
their rationale.  They preferred to provide only the minimum amount of information 
necessary, so as to feel in control over the information they were giving out.  This is 
an interesting finding for marketers and one which has not received dedicated 
attention in existing research.  In order to collect the optimal amount of personal data 
online, the goal for marketers is therefore to ensure that the appropriate level 
(amount) of relevant ‘mandatory’ questions needed to build the profile of the 
consumer are asked up-front.  Any non-mandatory questions should be considered a 
bonus, but not be essential to the profile required to service the consumer. 
 
8.2.1.4 Other’s personal information  
A further finding that has not been addressed in prior research studies, was consumer 
unwillingness to provide personal information about other people such as their 
family or friends.  Study One findings revealed that marketers are asking consumers 
for such information as part of referral programs (using the existing database to find 
more ‘people like them’).  However, in addition to their own personal data privacy 
concerns, research revealed that consumers are also highly concerned and protective 
of the privacy of their family/friends.  They do not feel comfortable in handing over 
such personal information and cited that as they did not have ownership of such 
information, they did not have the control/permission to supply the personal 
information.  Whilst Customer Relationship Management (CRM) research has 
undertaken studies into the effectiveness of loyalty programs, research had not 
previously addressed consumer concerns in this area.  This finding also indicates that 
‘sign up a friend’ or ‘tell your family about us’ referral programs have little 
effectiveness in the market and therefore may receive low response rates (unless 




 205 Chapter Eight: Discussion & Conclusions 
 
8.2.1.5 Relevance 
Study One findings revealed that consumers are not willing to provide personal 
information to a marketer/brand online when they perceive the information to be 
unnecessary or irrelevant to the interaction/transaction.  This finding supports 
research undertaken by Zimmer et al. (2010) which found that information relevance 
directly influences perceived risk and when the consumer’s level of perceived risk is 
reduced, they are more willing to give personal information.  An implication of this 
research finding for marketers is to ensure that consumers are aware of the need for 
the personal information being collected (or the depth/sensitivity of such 
information) in order to reduce privacy concerns and increase willingness to give.  
Zimmer et al. (2010) claim to have undertaken the only research study into relevance 
as a construct of influence in online privacy concerns.  Therefore future research 
could investigate relevance of information being collected and the effect on 
willingness to give personal information. 
 
8.2.1.6 Control 
Consumers need to feel in control of the personal data they relinquish to marketers 
and feel that they can access, view or edit the information when they desire.  Study 
One findings revealed a willingness to give personal information online, but rather, 
as a result of resignation and lack of control.  Consumers perceive they have a very 
low level of control over their personal information once it is given.  Interestingly, 
there was a level of acceptance, that as consumers they were/had been willing to 
provide their personal information in the first place (aligning with SC theory), a 
feeling of ‘once you give it out, you’re giving your approval to use it’.  Due to the 
nature of the online environment, consumers are unable to see what is happening to 
their personal information once uploaded, or how a marketer is protecting and 
keeping their information secure.   
 
In addition, the research findings revealed consumers did not know how to retrieve 
or remove their personal data once it had been willingly provided online.  Lack of 
control and unwillingness to give personal information was also found to be 
influenced by data safety concerns (how marketers are storing and disposing of their 
personal information), fear of personal information being on-sold (third party use) 
  
 206 Chapter Eight: Discussion & Conclusions 
 
and fear of identity theft.  Consumers expressed concerns that marketers/brand online 
were not being attentive to the security needs of their data.  Such concerns have led 
to perceived risk, and therefore unwillingness to give.  These findings are in support 
of prior research studies on the control dimension, as found in the review of the 
literature undertaken by Malhotra et al. (2004) and Olivero and Lunt (2004).  When 
consumers feel a level of ownership of control they will be more willing to give their 
personal information.  Implications of this finding involve the need for marketers to 
ensure consumers are aware of their data privacy policies and that the consumer 
knows that they can ask questions, or access, or edit the information in their personal 
profile when so desired.  
 
8.2.1.7 Support information   
The perception of having legal support influences consumer feelings of control and 
contributes to a willingness to give.  Findings from Study One revealed that 
consumers have a level of trust or reassurance, that if asked to, a marketer (due to 
legal requirements) will remove their personal information, or as a consumer they 
were permitted to request information on what personal data had been collected and 
was being used for marketing purposes.  This finding reinforces the marketer’s need 
to ensure the Privacy Policy on the brand’s website clearly outlines the level of 
control the consumer has over accessing, editing or removing their personal 
information.  However, challenging this recommendation was the finding in Study 
One that most respondents openly admitted to not reading the privacy policies on 
websites, therefore a reflection of their low level of awareness as to exactly what 
information marketers were collecting about them online.   
 
Therefore a recommendation for marketers would also involve including information 
on the web page when consumers are entering in their personal data (in order to 
reassure the consumer as to how much control they have), explaining the 
access/editing/removal control that they have over this information.  This direction 
could also be in the form of a pop-up window on screen when the consumer enters 
their personal data, to explain why the data is needed, how the data will be used and 
how/where the consumer can access their data in the future for their own personal 
data management, if so desired.  Such efforts should assist in reducing the 
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consumer’s level of risk and increase their willingness to give personal information 
online. 
 
8.2.1.8 Incentives  
Study One findings revealed that consumers are willing to give their personal 
information to a brand online when incentivised.  Respondents voiced a ‘what’s in it 
for me’ attitude with regard to providing non-mandatory information.  The lack of a 
benefit offered, or perceived value (in the eyes of the consumer), the less likely the 
exchange of personal information.  The acceptance/enticement of an incentive was 
more prevalent amongst the Generation Y and Generation X groups.  Baby Boomers 
are the least willing to share their personal information even if an incentive was 
offered to them.  The research findings revealed that the consumer’s perceived value 
of the incentive influences their willingness to provide their personal information 
online; the higher the perceived value of the incentive, the higher the likelihood of 
the consumer sharing their personal information online.  This finding provides 
support for the privacy calculus framework (Xu et al.,  2011) and for the addition of 
this framework into the conceptual model (tested in Study Three).   
 
8.2.1.9 Brand familiarity and Trusting Beliefs 
Findings from Study One identified that consumers are more willing to give their 
personal information online when they regularly use a brand, or they have a high 
level of trust in the brand (brand familiarity/relationship).  The relationship between 
trust (trusting beliefs) and willingness to give provides further support for Malhotra 
et al’s. (2004) IUIPC model.  The level of personal trust in the brand/website was 
acknowledged as being a result of the respondents’ perception of the reputation of 
the brand.  The higher the level of trust in the brand, or the stronger the reputation of 
the brand, the more willing a consumer is to provide their personal information 
online.  Whilst brand familiarity was not investigated in this study, this construct has 
been used in marketing research studies previously.  This finding revealed support 
for the use of brand reputation as a moderator between trusting beliefs and 
willingness to give and between perceived value and willingness to give, as 
undertaken in Study Three.  Future research could investigate brand familiarity as a 
moderator, in addition to brand reputation.  
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8.2.1.10 Consumer risk-reduction strategies   
Several risk-reduction strategies which consumers use when interacting online were 
revealed in the Study One findings.  In order to reduce their level of perceived risk 
and therefore be more willing to give their personal information, consumers are 
looking for a ‘http’ in the URL or the padlock on the website; looking for a physical 
address or a contact telephone number; or undertaking extensive online research 
before purchasing.  These findings offer practical implications for marketers to be 
aware of and to incorporate into their website design, in addition to actively 
monitoring what consumers and others are saying about the brand online. Ultimately, 
these findings will assist brands/companies in reducing consumer perceived risk and 
encourage interaction and willingness to give personal information online for the 
benefit of personalisation.  
 
Overall, Study One answers RQ1 by delineating consumer attitudes towards giving, 
or not giving, one’s personal information to marketers/brands online, in line with 
Malhotra et al’s. (2004) IUIPC dimensions of collection, control and awareness and 
Xu et al (2011) privacy calculus framework.  The findings support the underpinning 
theoretical framework of SC theory.  Consumer attitudes towards to disclosure of 
personal information online were also found to be influenced by the level of 
consumer involvement in the transaction and dependent on the consumer’s brand 
familiarity.  Study One concluded with an overview of the strategies which 
consumers are using in order to reduce their level of risk online, when being asked to 
provide their personal information. 
 
8.2.2 Study Two 
Study Two was also an exploratory research study conducted to explore critical 
incidents whereby consumers reported being willing or unwilling to share their 
personal information with a brand online and to delve into the role of brand 
reputation and the influence of trade-offs (privacy calculus) in encouraging consumer 
willingness.  One-on-one in-depth interviews across the three generational groups 
(Generation Y, Generation X and Baby Boomers), applying critical incident 
technique (CIT) was undertaken (refer to Section 3.3).  Emerging from the 21 semi-
structured interviews conducted, a total of 56 usable incidents were collected.  Using 
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thematic coding, a total of twelve triggers of willingness to give one’s personal 
information to a brand online were identified (from a total of 41 incidents) and seven 
triggers for not willing to give personal information online (from 15 incidents 
collected).  Several valuable contributions emerged from both sets of data and will be 
discussed in the following section. 
 
8.2.2.1 Willing to Give Triggers 
The key findings revealed from triggers overviewing a willingness to give 
consumers’ personal data online included: 
1. Trust in source / good reputation 
2. Previous experience with the brand 
3. Website design & functionality 
4. Incentive offered 
5. Trust in financial institution 
6. Insider knowledge (group belonging) 
7. Desires personalisation - wants offers tailored to me 
 
The first of these findings recognises the importance of trust in source / good 
reputation, in willingness to give.  
 
Trust in source / good reputation 
Study Two findings revealed Trust in source/perception of good reputation was the 
highest trigger of willingness to give.  Consumers are willing to give their personal 
information to a brand online when they perceive a level of trust in the brand (such 
as the brand will not on-sell consumer’s personal information) and/or when the brand 
has a good reputation.  These findings support the hypothesised relationships in 
Malhotra et al’s. (2004) IUIPC model, between trusting beliefs and willingness to 
give.  In addition, the findings support the inclusion of brand reputation as a 
moderator on trusting beliefs and willingness to give in the conceptual model (tested 
in Study Three).  Implications of these findings for marketers include: investing 
marketing funds appropriately to improve brand reputation and consumer perception 
of trust in the brand, which has been proven to greatly influence consumer 
willingness to give personal information online.  
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Previous experience with the brand 
Whilst previous experience with a brand was touched on briefly in Study One 
findings, this was a significantly important trigger for willingness to give, in the CIT 
interviews.  Previous experience encompassed the consumer either directly never 
having had a problem with the product/brand before (which resulted in customer 
loyalty and regular purchase behaviour); or due to word of mouth and testimonials 
from parents/friends who had never experienced any issues.  In addition, the 
respondent’s previous experience in the offline environment was also reported as a 
trigger of willingness to give personal information online.  Schoenbachler and 
Gordon (2002) investigated past experiences and reputation of the company and 
found that past experiences led to trust which led to a willingness to give.  This 
study’s findings align with that of Schoenbachler and Gordon (2002).  Future 
research could include the previous experience construct, with brand reputation on 
willingness to give, for further valuable research insights. 
 
Website design and functionality 
Consumers are spending significant amounts of time undertaking online research into 
brands before they engage/transact with them.  They are judging the brand by the 
standard, look, feel and quality of the website.  Website design and functionality was 
cited as both a trigger for and trigger against willingness to give in the Study Two 
CIT interviews.  Consumers are checking that the website looks genuine and 
professional, and if so their level of online privacy risk is reduced and they are more 
willing to give their personal information.  However, if the website looks dodgy and 
untrustworthy, fails to deliver on content or looks unprofessional, the consumer will 
Pull-the-Pin, opt-out and simply look for another product/service with another 
supplier/brand.  In addition, consumers are looking for security aspects on the 
website which they use to assess the quality of the website before giving out their 
personal information.  This research finding supports prior research undertaken by Li 
(2012) in which it was found that consumers will refuse to provide information to a 
website or brand online if they perceive the brand may not honour the social contract, 
and protect the consumer’s personal data.  Implications of this research finding 
support the need for brands to invest in website design and security measures, 
particularly if the website is used for e-commerce purposes.  In addition, marketers 
  
 211 Chapter Eight: Discussion & Conclusions 
 
need to be aware of online review of the company/product, including what other 
consumers are saying about the brand.  
 
Incentive offered 
In support of findings from Study One and the privacy calculus model, Study Two 
findings revealed the offer of an incentive as an important trigger of willingness to 
give.  Consumers likened the offer of incentives to a ‘return on investment’.  Various 
forms of incentives perceived as valuable to consumers included: guaranteed 
sale/tickets (first preference); discount on sale item/s; loyalty program offers; and 
competition based incentives.  In addition, the receipt of a discount or offer of 
vouchers on their next purchase was a motivator in their willingness to give their 
personal information to a brand online.  This research finding supports Li et al. 
(2010) and Culnan and Armstrong’s (1999) research into perceived benefits of 
information disclosure, whereby they found the offer of an incentive influenced 
online shopping behaviour and consumer willingness to disclose personal 
information online.  Additionally, this research finding adds support to the theoretical 
underpinning of SC theory.  Implications of this research finding - the perceived 
value of incentives to consumers - would indicate that including an incentive with an 
offer will increase the consumers’ willingness to give their personal information 
online.  However, of importance is ensuring that the incentive is perceived as 
‘valuable’ in the eyes of the consumer.  
 
Trust in financial institution 
Study Two findings revealed that consumers reported a willingness to give their 
personal information online due to trust in the financial transaction.  This perceived 
trust incorporated aspects such as: the brand not storing credit card details online; an 
overall trust in VISA or using one’s credit card; the ability to pay using PayPal (trust 
in financial institution rather than seller); and trust in a website due to security 
checks (such as the padlock on screen).  It should be noted that for some consumers, 
having their credit card details saved online with a brand (and having a simple login 
process) was perceived as a benefit and time-saving convenience.  However, others 
reported feeling more comfortable (less privacy concerned) and secure with brands 
who did not store their credit card details online.   
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Trust in using VISA or one’s credit card with their personal bank was found to 
contribute to a willingness to give personal information and transact online, whilst 
the option, or lack of option to make payments via PayPal (which aligned with 
feelings of trust and security), was also reported as a trigger for willingness to give.  
This research finding provides further support for Malhotra et al’s. (2004) trusting 
beliefs influencing willingness to give.  In addition, practical implications of these 
research findings for marketers include the need to balance the request for the storing 
of credit card information online with the perceived value of this function 
(convenience factor), according to the desire/comfort level of the target audience.  
Additionally, if payment via PayPal is not already offered to consumers online, 
consider adding this payment option, as it was found to increase consumer 
willingness to give and interact online.  
 
Insider knowledge (group belonging) 
Consumers want to feel part of a group.  They want to be a card carrying member 
(via an online app these days), receive brand communications and give back to the 
brand (via feedback).  During the CIT interviews, respondents reported feelings of 
trust and comfort resultant from previous experience in their membership, which 
altogether influenced their willingness to give their personal information online.  
CRM and loyalty programs are the backbone of Direct Marketing and are also 
extremely important to maintaining customer relationships online.  Whilst insider 
knowledge was not a construct under investigation in the two qualitative studies, 
effectiveness of a loyalty program/group membership may constitute valuable future 
research findings.  Implications of the insider knowledge findings for marketers 
include supporting group membership and encouraging a consumer perception of 
belonging and being part of the brand.  Offering and supporting loyalty programs 
would also be advantageous in encouraging consumer willingness to give their 
personal information online.  A practical case of a company who has utilised the 
notion of insider knowledge highly effectively is Black Milk Clothing, a Brisbane 
fashion label which has created a tight-knit community of Sharkies, who interact 
with the brand on a daily basis and feel part of the brand (Gardiner, 2014).  Creating 
such an environment and group membership with consumers will positively 
influence consumers’ willingness to give their personal information online. 
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Desires personalisation 
Study Two findings revealed that consumers want personalisation.  They want to 
receive tailored communications or offers and promotions based on their personal 
characteristics or needs.  Receiving customised recommendations from a brand based 
on their personal information was also perceived as valuable to them.  In addition, 
receiving such tailored or personalised offers results in a consumer willingness to 
build a relationship with a brand as a result of receiving a more tailored shopping 
experience.  This research finding supports research in personalisation and tailoring 
of offerings to consumers as informed by Chellappa and Sin (2005) and Lee and 
Cranage (2011).  An important implication of this finding for marketers is the need to 
be able to collect personal information about the consumer, in order to effectively 
offer tailored promotions and product offerings to them.  Therefore understanding 
the target consumers’ perceptions of perceived risk in information disclosure and 
reducing such risk, and/or increasing the level of perceived benefits in the 
information disclosure, is necessary in order to encourage consumer willingness to 
give their personal information online. 
 
8.2.2.2 Not Willing to Give Triggers 
There were a total of seven ‘not willing to give’ triggers identified in Study Two.  
These included: Too much information requested; Information requested was too 
personal; SPAM/Over-contacting; Irrelevant information requested; No PayPal 
option; Passed on personal information; Website looks ‘dodgy’ 
(untrustworthy/unreputable etc).  Of these seven triggers the top four most recalled 
triggers are discussed in relation to the contributions of their findings: 
1. Too much information requested 




The first of these findings identified too much information requested as a trigger for 
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Too much information requested 
In further support for findings from Study One, too much information being 
requested was identified by consumers as being the main reason for their 
unwillingness to give their personal information online. Consumers will Pull-the-Pin, 
opt-out, or cancel out of an enquiry or transaction when they feel too much 
information is being requested of them, and  simply look for a substitute via another 
source to access information or transact in an online sale.  Implications of this 
research finding for marketers involve ensuring there is an understanding of how 
much information the consumer is willing to disclose before they reach their PTP 
point.  Interestingly this finding can also be linked to Malhotra et al’s. (2004) IUIPC 
dimension of awareness, in that marketers should ensure the consumer is aware as to 
why they are being asked for that specific, or that set amount of personal 
information.  In addition, potentially the offer of an incentive (or increasing the 
consumers’ level of perceived benefit) may also reduce consumer unwillingness to 
provide their personal information online.  
 
Information requested too personal   
Study Two findings revealed information being requested was too personal or 
sensitive in nature was a key trigger for unwillingness to give (also in support of key 
finding in Study One).  Consumers feel that their personal information is ‘private’ 
and feelings were expressed of ‘you don’t need to know that’ in response to personal 
information requests online.  Consumers are inclined to ‘back out’, ‘hit delete’, or 
‘Pull-the-Pin’ and not provide their personal information when they feel like their 
privacy has been invaded, because information being requested is too personal or 
sensitive in nature.  Consumers experience feelings of worry, concern, wariness and 
discomfort when they are asked to provide their personal/sensitive information 
online.  Study Two findings revealed the sources of such sensitive information 
include: providing credit card details online, being asked for financial or income 
related information and occupation.  Whilst this finding does not support research 
identified in the literature, this identifies a new contribution to knowledge and a 
further area that could be investigated in future research.  Implications of this 
research finding for marketers include ensuring relevant information to the 
transaction at hand is being requested of the consumer.  When asking for income-
related information, provide income brackets for consumers to choose from, as this 
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option was much preferred across the generational groups in the research.  And to 
reduce perceived risk, outline why the personal information is being requested and 
provide a link to the brand’s privacy policy to explain the use and safety of the 
consumer’s personal data.  
 
Relevance  
Consumers only want to provide their personal information for purposes relevant to 
an interaction or transaction they are partaking in.  A key finding in the unwilling to 
give triggers involved information requested seemed irrelevant to the interaction/ 
transaction. Consumers are asking themselves ‘how does that relate to my 
transaction?’ and ‘why do you need to know that?’ before they evaluate whether to 
provide their personal information online.  In line with the findings on relevance 
presented in Study One, this finding from the CIT interviews further supports the 
research undertaken by Zimmer et al. (2010). However very little research exists in 
relation to the importance of relevance and consumer online privacy.  Whilst this 
finding presents a valuable contribution to online privacy and marketing research, 
further research into relevance and online privacy is warranted.   
 
Marketing implications imply the need to clearly state to consumers online why the 
information being collected is necessary, or if not entirely necessary to the existing 
relationship with the consumer, but valuable information for the marketer/brand to 
collect, then marketers should consider sweetening the deal by including the 
motivation of an incentive or perceived benefit in the eyes of the consumer.  In 
addition, consumers respect honesty from brands, and across the research studies 
several respondents echoed a willingness to provide feedback or complete surveys 
for brands in many cases, just to be able to give feedback (non-incentivised).  
 
Consumers are willing to do this because of the perception that they may assist the 
brand in offering better products/services or promotions, which in the long run could 
be to their benefit as a consumer.  Therefore if a brand decides to collect more 
personal information on their consumers, which may be outside of the normal data 
collection scope or existing relationship with the consumer, be honest and open and 
advise the consumer as to why the research is being undertaken (or the personal 
information is being collected) and that the brand is asking for the consumer’s help 
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(to improve services, product offering etc).  If possible, also include an 
incentive/reward for this additional, more personal information, as the perceived 




Study Two findings revealed concern for secondary use of one’s personal 
information as a trigger for unwillingness to give.  The passing on of one’s personal 
information to third parties was presented as a factor which can influence consumer 
unwillingness to give their personal information online.  This finding aligns with 
Malhotra et al’s. (2004) IUIPC control dimension, leading to a level of Internet Users 
Information Privacy concern which results in one’s willingness to give.  Implications 
of this finding for marketers involve simply ensuring the privacy policy and data 
protection measures are clearly communicated to consumers.  Additionally, in line 
with data and privacy regulations, the brand’s database should be managed 
appropriately in order to ensure that consumer data is protected and safe, and never 
permitted to be passed onto third parties for uses outside of those which are 
communicated clearly to consumers.  
 
8.2.2.3 Strategies to avoid giving out personal information online 
In addition to the triggers for willingness and unwillingness to give personal 
information to a brand online, Study Two findings revealed several avoidance 
strategies which consumers are using and these provide further contributions to 
online privacy knowledge.  These strategies included: providing fake details, or 
falsifying the personal information requested online; using a separate credit card for 
online purchases; and using PayPal for all of their online transactions.  
 
The first avoidance strategy identified in Study Two was the provision of fake details 
or falsifying personal information.  Consumers are providing false information to 
brands online due to a variety of reasons including: security concerns; as a conscious 
effort to avoid being contacted with marketing offers; because they are being forced 
to provide mandatory information and they do not want to give out their own real 
personal data (personal data security); and finally because they have simply passed 
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their ‘Pull the Pin’ point and they are no longer willing to provide any further 
personal information.  The identification of this avoidance strategy supports findings 
from Li (2012) and Sheehan and Hoy (1999) regarding incorrect/falsified 
information to marketers.   
 
The second avoidance strategy identified in Study Two was the use of a separate 
credit card for online purchases.  Consumers are using a separate credit card just for 
their online purchases to prevent possible access to their financial data (fraud) and 
often the credit card is not connected to their other financial accounts (i.e., is with a 
separate bank).  In addition, the online-purchases-only credit card often has a low 
dollar limit (or is a debit account with a small amount of funds) as a further level of 
protection.  Baby Boomers were found to be the most security conscious and inclined 
to have this separate, online purchases only, credit card to protect their privacy.  
 
The final avoidance strategy identified in Study Two was the use of PayPal.  Study 
Two found that consumers who are concerned about their online privacy are using 
PayPal in order to avoid giving out their personal information, or in order to protect 
their personal information online.  By using PayPal consumers only need to login 
with a username and password and they can make an automatic payment using their 
registered credit card or bank account (saved in the system with PayPal), and 
therefore, they do not need to enter in any personal or credit card details online.  
PayPal offers consumers the perception of safety in their online transactions.  
Consumers have a high level of trust and perceive PayPal as having a high brand 
reputation.  In addition, consumers feel protected by using PayPal, in that if anything 
goes wrong with their transaction, PayPal will cover them financially.  Consumers 
are also using PayPal for the perceived benefit of avoiding paying international fees 
on transactions, which are often incurred when paying with Visa online.   
 
Marketers need to be aware of these avoidance strategies, and particularly that 
consumers are likely to falsify personal information online which could therefore 
void the accuracy of their consumer profiles, and may not reflect the true 
characteristics of the consumer they are targeting.  In addition, where possible be 
aware of consumer concern with regard to online security of personal and financial 
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information and again, if PayPal is not already offered as a payment channel, include 
PayPal as a method of online payment.  
 
Overall, Study Two answers RQ2 by demonstrating the specific triggers of 
willingness and unwillingness to give personal information to a brand online, based 
on consumers’ recalled critical incidents from their previous personal experiences in 
the online environment.  Consumers are far more likely to interact and willingly 
disclose their personal information to a brand online with which they have an 
existing relationship, a level of trust in, previous experience with or if they feel like a 
member/part of the brand.  Consumers are less likely to willingly disclose their 
personal information to a brand online when too much, or too personal (sensitive in 
nature), information is being requested, or when the consumer fears they will receive 
SPAM, or have their personal information passed onto a third party without their 
consent, or when they perceive the website to be ‘dodgy’ and untrustworthy. 
 
The findings from Study Two indicated that consumers have far more ability to recall 
incidents whereby they were willing to give their personal information to a brand 
online (even in situations whereby they may have been reluctant/forced to do so), in 
order for an exchange to take place.  These findings align with and support SC theory 
which underpins this area of research.  Interestingly, findings also revealed a low 
recall level of online incidents whereby consumers were not willing to give their 
personal information online.  This situation could be as a result of SC theory, 
whereby the consumer accepts the need to exchange a degree of information in order 
for a purchase, exchange or interaction to occur.  In addition, this finding may also 
be reflective of the online environment, whereby respondents interviewed were quite 
internet savvy and either may not interact in areas online or with brands online, with 
which they do not have a level of familiarity.  Therefore as an avoidance strategy, the 
consumer does not interact with the unknown brand and this shortens the life span, or 
the chance/opportunity for the unfamiliar brand to attempt to interact with the 
consumer as the brand attempts to collect their personal information.  
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8.2.3 Study Three 
Studies One and Two examined consumer attitudes and privacy concerns by 
investigating consumer experiences with brands online.  Research findings revealed 
specific situations and triggers through which consumers are willing, or not willing, 
to give their personal information to a brand online.  The importance of perceived 
benefits, or offer of incentives in order to reduce consumers’ level of perceived risk, 
was illustrated as being a significant influence in willingness to give.  The privacy 
calculus framework (as presented in Section 2.4.2) was therefore added to the 
original conceptual model as a result of these qualitative findings from Studies One 
and Two.   
 
The analysis of the Study Three data however, revealed that the items for perceived 
benefits were too highly correlated with the items for perceived value.  This 
indicated that empirically within this study, the items for perceived benefits could not 
be distinguished from the items for perceived value. Therefore, the perceived 
benefits items which were meant to be theoretically different from those perceived 
value items, were not differentiated.  For theoretical rigour, the perceived benefits 
items were removed from the model and analysis.  Benefits are still implicit in 
perceived value, however in this study it was not possible to specifically model 
perceived benefits or the unique effects of perceived benefits within this study 
sample.   
 
Study Three examined the extent to which brand reputation encourages consumer 
willingness to give personal information online.  More specifically, how brand 
reputation moderates the relationship between consumers’ trusting beliefs and 
willingness to give, and how brand reputation moderates the relationship between the 
privacy calculus (Xu et al., 2011) framework’s perceived value and willingness to 
give.  The original conceptual model in this study was adapted from Malhotra et al’s. 
(2004) Internet Users Information Privacy Concerns (IUIPC) model.  The IUIPC 
model did not investigate the influence of a privacy calculus on consumers’ 
willingness to give.  In addition, the revised conceptual model (refer to Figure 7.2) 
investigated the role, or influence of brand reputation on willingness to give, which 
previous research studies had not investigated.  
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Study Three was a confirmatory study to test the revised conceptual model.  In order 
to investigate the role of brand reputation in moderating the relationships between 
trusting beliefs and perceived value, in influencing consumers’ willingness to give 
their personal information online, Study Three was conducted using a 2 (high/low 
brand reputation) x 2 (high/low trust) x 2 (incentive/no incentive offered) between-
subjects factorial design.  
 
Using quasi-experimental design, the survey was administered via online 
questionnaire design using manipulated scenarios to test the research hypotheses 
(refer to Section 6.3 for Study Three Research Procedure).  The total sample size for 
Study Three was 432 respondents.  Various academic scales were adapted for the 
survey questionnaire items, including Malhotra et. al’s. (2004) IUIPC model scale 
items, Xu et. al’s. (2011) privacy calculus model scale items, Lau and Lee’s (1999) 
brand reputation scale items and items from Sparks and McColl-Kennedy’s (2001) 
scenario credibility checks (refer to Section  6.3.4).  A total of eight hypotheses were 
devised and tested in order to examine the role of brand reputation on willingness to 
give.  The results of these hypotheses were presented in Tables 7.14 and 7.15.  
Various quantitative analysis packages including SPSS (Statistical Package for the 
Social Sciences) and Analysis of Moment Structure software (AMOS) (Version 22), 
were utilised in the Structural Equation Modelling (SEM) undertaken during data 
analysis for Study Three.   
 
8.2.3.1 Experimental Design findings 
The 2x2x2 scenario experimental design data (brand reputation x brand trust x 
incentive/no incentive) was tested in Study Three (through ANOVAs) to identify any 
significant differences in relation to the questionnaire responses based on the 
scenario versions (high/low brand reputation, high/low trust and offer of incentive/no 
incentive).  The findings revealed that at high or low levels of brand reputation and 
trust, respondents’ perceptions of perceived value and trusting beliefs were not 
significantly different.  Of special note, the offer, or lack of an offer of incentive, had 
no significant difference for all constructs.  This reveals that no matter whether the 
respondent was served the high or low brand reputation and high or low trust 
scenarios, the offer of an incentive did not influence them in any way.  This is a key 
finding which reveals that consumers are not influenced by the offer of an incentive 
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and seems to go against current marketing practice.  Marketers should therefore 
consider investing the funds allocated towards consumer incentives and enticements 
into improving the brand’s reputation. 
 
8.2.3.2 IUIPC dimensions 
Hypotheses 1 and 2 tested Malhotra et al’s. (2004) second order factor IUIPC, of 
which is comprised of the first order factors: collection, control and awareness.  As 
expected from the literature presented in Chapter Two, there was a significant 
negative relationship between IUIPC and trusting beliefs (the higher the level of 
concern over their personal information, the lower the trusting beliefs) and a 
significant positive relationship between IUIPC and perceived risk (the higher level 
of concern over their personal information, the higher the perceived risk).   
 
With the progression and dynamism of technology, today’s consumers have a better 
understanding of technology and the online environment.  Despite this, or maybe 
because of this, they still harbour concerns over trust in the online environment and 
risk in information exchanges.  These findings echo support for some of the 
qualitative findings expressed by respondents in Study One (focus group research), 
where respondents conveyed the feeling of a lack of control once they 
shared/disclosed their personal information online (a ‘once it is out there, I can’t get 
it back’ perception), which could result in lower trusting beliefs and higher perceived 
risk.   
 
8.2.3.3 Trusting Beliefs  Perceived Risk  
In line with Malhotra et al’s. (2004) trust  risk relationship in the IUIPC model, 
hypothesis 3 examined this relationship and revealed this to be significant, in that: 
the higher the consumers’ level of trusting beliefs, the lower the level of their 
perceived risk in giving their personal information online.  Therefore, the more 
comfortable, or rather, the higher level of trust that the consumer has that the brand 
will use their personal data in the way intended and protect the security of their 
personal information, the lower their perceived risk and therefore the more willing 
the consumer will be to disclose their personal information online. 
 
  
 222 Chapter Eight: Discussion & Conclusions 
 
8.2.3.4 Privacy Calculus Model 
The privacy calculus model as tested by Xu et al. (2011) postulates perceived risks of 
information disclosure as influencing consumers’ perceived value of information 
disclosure.  Based on previous studies testing the privacy calculus model (Awad & 
Krishnan, 2006; Dinev & Hart, 2006; Li et al., 2010; Li et al., 2011; Treiblmaier & 
Chong, 2011; Xu et al., 2013; Xu et al., 2009), it was hypothesised (hypothesis 5) 
that the lower the consumers’ level of perceived risk, the higher their perception of 
value and therefore, more likely they are to be willing to give their personal 
information online.  In this study the negative relationship between perceived risk 
and perceived value was found to be significant, aligning with literature as presented 
in Chapter Two and key findings from the two qualitative studies (Chapters Four and 
Five). 
 
8.2.3.5 Trusting Beliefs & Perceived Value  Willingness to Give 
In contrast to Malhotra et al’s. (2004) findings from the IUIPC model, Study Three 
revealed non-significant relationships between both trusting beliefs (hypothesis 4) 
and perceived value (hypothesis 7) on willingness to give.   
 
Therefore, the higher the consumers’ level of trusting beliefs or perceived value did 
not indicate the consumer would be more willing to share their personal information 
online.  These findings contrast greatly with the literature and suggest there are other 
factors in the mix which influence a consumers’ willingness to give their personal 
information online.  As revealed in the qualitative research, some of these factors 
could include the depth of research undertaken prior to exchange, relevance of 
information being requested and previous experience with the brand.  These factors 
could be investigated in future research studies.  Of interest to Study Three therefore, 
was whether the moderation of brand reputation would influence the relationships 
between trusting beliefs and perceived value, on willingness to give.  
 
8.2.3.6 Moderating effect of Brand Reputation 
Study Three findings through quantitative analysis and SEM, effectively answered 
the overarching research question of: What is the role of brand reputation in 
encouraging consumers to give personal information online?  It was hypothesised 
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that a strong, positive perception of brand reputation would strengthen the 
relationship between consumers’ trusting beliefs and their willingness to give their 
personal information online (hypothesis 8); and in addition, between consumers’ 
perceived value of information disclosure and their willingness to give (hypothesis 
9).  SEM analysis revealed a significant moderation effect of brand reputation on the 
relationships between trusting beliefs and willingness to give and between perceived 
value of information disclosure and willingness to give.  These findings add value to 
this study, which established that alone, higher levels of trusting beliefs or perceived 
value does not result in consumers being more willing to give their personal 
information online.  However, the higher the perception of the brand’s reputation, the 
stronger the relationships between trusting beliefs and perceived value on willingness 
to give.  Therefore the key findings of importance to marketers are that improving 
the reputation of the brand is: 
1) consequential in encouraging consumers to provide their personal 
information online, as it strengthens the relationship between trusting beliefs 
and perceived value on willingness to give; and 
2) marketers will benefit greatly from enhancing their brand reputation, in 
tandem with providing a strong value proposition.  
 
Overall, the hypotheses testing in Study Three answers RQ3.  The results of the 
study provide evidence of the extent to which brand reputation does influence 
consumer willingness to give personal information online.  Findings revealed that 
consumers may feel more in control of the personal information which is collected 
and used online.  Further, that lowering consumer risk online leads to a higher 
perception of value of information disclosure or willingness to give.  One of the most 
important findings in Study Three relates to the use of incentives, which revealed 
that consumers are not influenced by the existence of an offer or incentive.  
Therefore marketers should consider redirecting the funds allocated towards 
consumer incentives and enticements, into improving the brand’s reputation.  The 
following section outlines the contributions of the research findings from across all 
three studies, to theory and practice.  
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8.3 Contributions to Theory and Practice 
The three studies investigated in this dissertation contribute to a deeper 
understanding of consumer online privacy concerns and the role of brand reputation 
in encouraging consumer willingness to give their personal information online.  This 
is something missing from academic research, and something of vital importance for 
marketers seeking to develop effective and acceptable personalisation strategies.  The 
research contributions arise from examining the current online privacy environment 
for the consumer, addressing the dynamism and role of technology and behavioural 
targeting in relation to consumer privacy concerns and assessing brand reputation’s 
role in the online environment.  In terms of implications for research and practice, 
this research study builds on literature and existing online privacy research in 
relation to consumer online privacy concerns, privacy calculus (perceived risk, 
perceived benefit and perceived value) and brand reputation.  The research study 
builds on proven and tested pre-existing scale measures (Malhotra et al., 2004; 
Myerscough et al., 2006; Okazaki et al., 2009) of online consumer privacy concerns 
and willingness to give personal information online.  The following discussions 
highlight the key theoretical and practical contributions identified from the three 
studies within this dissertation.  
 
8.3.1 Contributions to Theory 
Three main theoretical contributions have emerged from this research study and 
these relate to the model, theoretical framework and the scale utilised in Study Three. 
 
New Model 
This research study has developed a new model to measure consumer online privacy 
concerns, extending on Malhotra et al’s. (2004) IUIPC model and integrating privacy 
calculus, and to incorporate the effect of brand reputation on consumer willingness to 
give personal information.  Given that the IUIPC model was designed and tested by 
Malhotra et al. (2004) in 2004, this extended model reflects changes in the market 
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Theoretical Framework 
The research study has led to the creation of a new theoretical framework for 
measurement of online consumer privacy concerns and the role of brand reputation 
in encouraging consumers to share their personal information with marketers for the 
benefit of personalisation.  Integrating Xu et al’s. (2011) privacy calculus theory with 
Malhotra et al’s. (2004) IUIPC framework and testing the underlying theory of SC 
theory has provided a valuable contribution to online consumer privacy theory.  In 
addition, the application of CIT to the study of consumer online privacy and brand 
reputation is a further contribution to theoretical development. 
 
Scale Development 
The scale measurement adapted for this research study offers further support for the 
application of SC theory to the study of online consumer privacy concerns and builds 
upon the existing study of SC theory in the academic areas of relationship marketing, 
marketing ethics and information privacy (Malhotra et al., 2004).  In addition, this 
research is one of the first to apply SC theory to online privacy concerns and brand 
reputation.  The scale items used in Study Three also include the brand reputation 
construct.  This scale will be a valuable tool for future research into consumer online 
privacy concerns.  
 
8.3.2 Contributions to Marketing Practice 
The research findings present four practical contributions to marketing which 
include: providing a clearer understanding of consumer online concerns; presents 
recommendations to reduce resistance to information collection; provides insights 
into brand reputation; and offers insights on the perceived value of offering 
incentives.  
 
Provides a clearer understanding of consumer online concerns 
This research is beneficial in order to better understand the consumer, as the insights 
collected from this research project will assist in building more positive consumer 
attitudes towards data collection, and thus assist in reducing consumer online privacy 
concerns.  In addition, the research findings draw further attention to the need to 
understand the consumer’s “Pull the Pin” (PTP) point, whereby they will terminate 
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online interaction with a brand and may decide to opt-out of receiving 
communications from a brand on an ongoing basis.  Marketers need to understand 
how to avoid pushing a consumer to their PTP in order to avoid unsubscription and 
loss of a consumer.  In order to reduce consumer data collection concerns, marketers 
need to ensure they offer open lines of communication with consumers and 
importantly, that their data collection policies are easily accessible for consumers 
(and easy to understand), so that consumers feel in control over the personal 
information that is being collected and used online.   
 
Recommendations to reduce resistance to information collection 
Marketers need to better understand consumer behaviour and privacy concerns and 
use online strategies to encourage consumers to opt-in to receiving relationship 
marketing messages.  This research study has presented various recommendations for 
marketers specifically as to how to address consumer concerns regarding data 
collection and privacy issues, and how to generate more consumer awareness and 
positive attitudes towards data collection and involvement in the consumer-marketer 
relationship.  This research develops recommendations for marketers in terms of 
awareness of consumer concern for Behavioural Targeting (BT) practices and online 
privacy concerns which may negatively influence consumers’ willingness to share 
their personal information online.   
 
Insights into Brand Reputation 
From a brand reputation perspective the research findings assist in ensuring a 
stewardship of brand reputation, ensuring that brand reputation does not suffer from 
adverse BT and personalisation strategies.  The research findings have flow-on 
effects for consumer advocacy of the brand and this can assist in the development of 
strategies to monitor advocacy as a result of BT and online requests for consumer 
information. 
 
Value of offering incentives 
Finally, a very interesting key finding from this research study involved the influence 
of incentives on consumers’ willingness to give their personal information online.  
Marketers should investigate this area further, as the research within this study 
revealed that consumers are not influenced by the offer of an incentive; and 
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alternately, marketers should invest those funds allocated towards consumer 
incentives and enticements, into improving the brand’s reputation. 
 
8.4 Limitations of the Research 
A potential limitation within this research study is that it has been examined within 
the context of the online environment only.  The study investigated consumer 
attitudes and privacy concerns in relation to the online environment and the key 
findings will therefore be generalisable to online users only and will not examine 
privacy concerns for offline consumers.  A further limitation is that this study does 
not accommodate all new technologies currently available (i.e., such as mobile 
telephony), but focuses on the attitudes and behaviours in the online domain only.  In 
addition, this research was conducted in Australia thereby restricting the findings to 
Australia only and is not generalisable on a global scale. 
 
The research undertaken only measures brand reputation on willingness to give 
personal information.  There could exist other factors of further importance.  The IVs 
in the research design were decided as key dimensions, whilst other dimensions of 
brand could have been used.  For example, other brand dimensions such as brand 
strength (Myerscough et al., 2006). 
 
8.5 Directions for Future Research 
The key findings within this research project lead to suggestions for various future 
potential research projects.  Firstly, from the data already collected in these studies, 
further analysis of the role of brand reputation on consumer willingness to give, can 
be investigated down to a generational group comparison level and even further, 
down to a gender specific level.  Secondly, the relationship between control (positive 
as opposed to hypothesised negative relationship) suggests an opportunity to 
investigate the consumer dimension of control, in relation to online privacy concerns 
and consumer willingness to give their personal information.  Thirdly, the non-
significant relationship between perceived risk and perceived value from the privacy 
calculus model could be investigated further.  Importantly, the Study Three research 
findings were based on a scenario from the car insurance context.  Fourthly, a 
valuable opportunity exists to investigate this model further in application to a 
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different context or product/service category.  Fifthly, whilst this research examined 
consumer willingness to give personal information online, further behavioural 
intentions could be investigated in future research, such as extending brand 
reputation to brand advocacy and possibly to investigate consumer likelihood of 
sharing personal online privacy experiences via word of mouth (the likelihood of 
passing on information to others (either positive or negative).  Finally, a cross-
cultural / global study could be undertaken in future research in order to investigate 
any differences in consumer willingness to give personal information to a brand 
online, between various countries (such as Australia – United Kingdom – United 
States of America).  
 
8.6 Conclusion 
The three studies developed and reported in this dissertation provided a 
comprehensively integrated program of research that investigates consumer online 
privacy concerns and willingness to give personal information to a brand online.  
When it comes to data collection online and consumer online privacy concerns, 
marketers should endeavour to apply strategies to help consumers feel more in 
control of their personal information, and be open with them as to what personal data 
is being collected on them and for what use.  In addition, consumers want to feel 
control of their information exchange.  They want to feel like they can change, 
remove or update their personal information at any time.  If companies operate with 
transparency in consumer-marketer relationships, this could lead to a reduction in the 
consumers’ level of perceived risk and therefore encourage or increase consumer 
willingness to give their personal information to a marketer/brand online, for the 
benefit of personalisation. 
 
From a review of the literature and identification of research gaps in knowledge, this 
research project has extended Malhotra et al’s. (2004) IUIPC framework to 
investigate consumer online privacy concern, and applied Xu et al’s. (2011) privacy 
calculus framework, to investigate the role of brand reputation as a moderator on 
willingness to give.  This research is highly relevant as most privacy research 
undertaken to date focuses on the consumer side and consumer related concerns, with 
very little research in existence in relation to the role of brand reputation.  Yet 
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literature on brand reputation suggests it could be a potential driver in influencing the 
consumers’ willingness to supply their personal data.  The aim of the dissertation 
was to answer the overarching research question:  What is the role of brand 
reputation in encouraging consumers to give personal information online?   
 
Studies One and Two examined consumer attitudes and privacy concerns by 
investigating consumer experiences with brands online.  Research findings revealed 
specific situations and triggers through which consumers are willing, or not willing 
to give their personal information to a brand online.  Study Three examined the 
extent to which brand reputation encourages consumer willingness to give personal 
information online.  More specifically, how brand reputation moderates the 
relationship between the consumers’ trusting beliefs and willingness to give, and 
how brand reputation moderates the relationship between the privacy calculus 
framework’s perceived value and willingness to give.   
 
Each study provided in-depth answers to research questions derived from identified 
gaps in online consumer privacy, behavioural targeting and brand reputation 
knowledge in the literature review.  As a result, these explanations provided a 
comprehensive answer to the overarching research question.  Through the selection 
of a mixed method design in this dissertation, underpinned by a postpositivist 
philosophy, the research has made important contributions to consumer online 
privacy concerns and the role of brand reputation in influencing consumer 
willingness.  While there are acknowledged limitations in the studies undertaken, the 
research findings provide a solid foundation for further research into consumer 
online privacy concerns and other potential moderators on behavioural intention, 
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Study 1: Focus Group Questions 
Overall Research Question: What is the role of the brand in encouraging 
consumers to give personal information online? 
Purpose of the focus group: to explore what consumers think of online privacy and 
to see if the brand reputation influences their willingness to give personal 
information online. 
 
Groups (2x Focus Groups per Generation): 
 Generation Y: born between 1980 & 1994 (aged: 17-18 to 31-32 years)1 
 Generation X: 1965 – 1979? (aged 32-33 to 46-47 years) OR 1961 – 1981 
 Baby Boomers: born between 1946 & 1964 (aged: 47-48 to 65-66)1 
 
Qualify prospects – participants will be qualified for participation in the focus 
groups based on the following criteria: 
1) Based on their age (Gen Y, Gen X, or Baby Boomer cohorts); 
2) They will have answered “yes” to “spend at least 5 hours online per week”; 
3) They will have answered “yes” to having “purchased a product/service online within the 
last three months”; and 
4) They reside in Brisbane/SEQ area and are available to attend focus group session on the 
nominated date. 
Intro: 
Open with a brief intro of topic - dynamic technology, evolution of WWW/internet 
and communication in our everyday lives. Warm up blurb which leads to first 
question (intro needs to be short & conversational): 
If you’re watching the news or reading the paper, it seems like every second day, 
there is a story about identity theft or online privacy concerns. Central to this issue 
seems to be the fact that marketers are increasingly collecting personal information 
online. Consumers are becoming more concerned about what information is being 
collected about them by marketers and how that information is being used.  
 
Collection: 
1. Have you experienced marketers collecting your personal information online? 
 Why do you think they ask for this information? 
 What kind of information do you think they are after?  
 What do you think they are using it for?  
 Do you give them your personal information online? If not... why not? 
                                                 
1 (Kumar & Lim, 2008) 
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 Could you see any benefit or advantages to providing this information to 
marketers? 
 Is it a concern to you? Why / Why Not?  
 Do you think you always aware of the information being collected?  
 How much control do you feel you have over the information that is being 
collected? 
 What would it take for you to withdraw all your personal information or 
prevent a marketer from collecting any of your personal information online? 
(I.e., here I want to know how far or rather “their limit” to providing their 
personal information to marketers. Are there any specific “warning signs” they 
might look for? 
 Are there any guarantees that would make you feel better about giving your 
personal information online? 
 
Scenario #1 – Trusted Brand: 
 Think of a brand which you trust? (you consider has a good reputation; is 
reliable)    [will not provide any brand names, just some suggestions as 
prompts if needed - e.g.  Apple, Canon, Nike, FedEx, Kelloggs, Johnson & 
Johnson, Coke, Google, Ikea]. 
 Let’s take <X Brand> as an example, if you were on their website, how much 
and what kind of information about yourself and your purchasing habits (/use 
of product) would you be comfortable in sharing with <X Brand>? 
 What type of personal information would you NOT disclose online? 
 What incentives or benefits would you accept in return for providing such 
personal information? 
 Would you trust some brands more with your information than other brands? 
Why / Why not? 
 
Scenario #2 – Non-Trusted Brand: 
 Think of a brand which you do NOT trust? (you consider has a poor/bad 
reputation; is unreliable)    [will not provide any brand names, just some 
suggestions as prompts if needed - e.g.  Apple, Canon, Nike, FedEx, 
Kelloggs, Johnson & Johnson, Coke, Google, Ikea]. 
 Let’s take <X Brand> as an example, if you were on their website, how much 
and what kind of information about yourself and your purchasing habits (/use 
of product) would you be comfortable in sharing with <X Brand>? 
 What type of personal information would you NOT disclose online with <X 
Brand>? 
 What incentives or benefits would you accept in return for providing such 
personal information? 
 Would you trust some brands more with your information than other brands? 
Why / Why not? 
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Competitions: 
 Do you enter competitions online? Why? What kinds of competitions (& 
prizes)? (e.g., “Like us on Facebook to enter / get discount” etc.) 
 What kind of competitions would persuade you to provide more personal 
information?  
 What kind of information are you willing to share online to enter a 
competition?  
 What if you did not trust the brand, would you still enter the competition? 
 
+ Standard Geodemographic information (participant to complete these questions 
on a form supplied & handed out prior to commencement of focus group) 
 Age (use brackets, each group represent cohort X/Y/BB) 
 Gender 
 Ethnic background? 
 Do they use an iPhone/Smart phone/Android? 
 
Q: Work life: Which of the following best describes what you currently do?  
 Work full-time   
 Work part-time 
 Work on a casual basis      
 Unemployed and looking for employment 
 Full-time student        
 Full-time home duties        
 Retired    
 Not employed and not looking for work        
 Sick or disability pension        
 Other (please specify)     
 Don't know/ can't say     
 
Q: What is your income before tax (including pensions, income from investments and 
family allowances etc.)?   (Based on ATO Taxable income levels) 
 > $6,000 
 $6,001 - $34,000 
 $34,001 - $80,000 
 $80,001 - $180,000 
 $180,000 + 
 Don't know/ prefer not to say   
 
 Q: What is the highest level of education you have completed? 
 Primary school  
 Some secondary school  
 Completed secondary school  
 TAFE/ Trade Certificate  
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In-Depth Interview CIT Questions 
 
1. Think of a time when you were online (such as “shopping for 
….” or “searching for information”) and you willingly provided 
your personal information to a brand? Tell me about this 
experience… who was the brand and what kind of personal 
information were they asking for? 
 
2. Think of a time when you were online and you were not 
willing to provide your personal information to a marketer, in 
fact where you refused to give your information? Tell me 
about this experience… who was the brand and what kind of 
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Semi-structured interview questions – with PROMPTS: 
 
1. Think of a time when you were online (such as “shopping for ….” Or 
“searching for information on….”) and you willingly provided your personal 
information to a marketer? Tell me about this experience… who was the 
brand and what kind of personal information were they asking for? 
 
 
PROMPTS (if needed): 
 Why do you think you felt comfortable/uncomfortable in sharing your 
information with the marketer/brand?  (OR what made you feel open/closed 
off to providing the information?) 
 
 How did you feel during this transfer of information, for example: 
o were you open/willing to share? 
o did you have any concerns? 
o what kinds of things were you thinking about? 
o what did you consider before you provided your information? 
 
 What emotions did you feel? 
 
 Do you think the brand has a good reputation?.. or bad reputation? Why? 
 
 Why did you trust / not trust the brand? 
 
 What was the outcome of providing your personal information?  For 
example, did you gain any benefit or trade-off for your information? 
 
 Did you have any regrets? Why? Why not? 
 
 Would you be willing to share your personal information with the 
marketer/brand again in the future? 
 
 WOM question: Would you recommend this brand to others? How? (or if a 
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2. Think of a time when you were online and you were not willing to provide 
your personal information to a marketer, in fact where you refused to give 
your information? Tell me about this experience… who was the brand and 
what kind of personal information were they asking for? 
 
 
PROMPTS (if needed): 
 Why were you not comfortable in sharing your information with the 
marketer/brand?  (OR why did you decide not to provide your personal 
information?) 
 
 How did this experience make you feel? for example: 
o what were your concerns? 
o what kinds of things were you thinking about? 
o what stopped you from providing your information? 
 
 What emotions did you feel? 
 
 What do you think the marketer could have done to improve the brand’s 
reputation? 
 
 Why did you not trust the brand? 
 
 Was there any outcome (positive or negative) as a result of not providing 
your personal information?  
 
 Did you have any regrets? Why? Why not? 
 
 What could the marketer have done to reduce your concerns and make you 
feel more comfortable/more willing to share your personal information with 
them? (possible trade-offs) 
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ONLINE SURVEY QUESTIONNAIRE ITEMS 
QUALIFYING QUESTIONS: 
How old are you? Please select the age bracket you fall into: 
 born before 1946 
 born between 1946 - 1964 
 born between 1965 - 1979 
 born between 1980 - 1994 
 born after 1994 
Which gender are you? 
 Male 
 Female 
On an average week, would you spend at least 5 hours (minimum) online per week? This could include checking emails, online research, 
shopping online, skyping, internet banking or paying bills etc. 
 Yes 
 No 
Have you purchased a product/service online within the past three (3) months? For example, some common items purchased online 
include: books, airline tickets, travel & accommodation, movie/theatre/concert tickets, clothing, presents, groceries, eBay purchases, 
music/iTunes, wine, vouchers etc. 
 Yes 
 No  
SCENARIO COMPREHENSION QUESTIONS: 
SC1 
What was the name of the car insurance company in the scenario you just read?  
 Reliance Car Insurance 
 Low Cost Car Insurance 
 Prestige Car Insurance 
 Dollar saver Car Insurance 
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SC2 
How long has the insurance company been in operation? 
 just over a year 
 since 2012 
 for over 100 years 
 for the past 5 years 
ITEM # WORDING/REVISED ITEM FOR MY STUDY 
SURVEY QUESTIONS        
 1 
Given this hypothetical scenario, specify the extent to which 
you would enter your personal details online. 
1 
Unlikely 
2 3 4 5 6 
7 
Likely 





2 3 4 5 6 
7 
Probable 
         
 (reverse item scale)  NOTE: THIS ITEM WAS DELETED 
1 
Possible 
2 3 4 5 6 
7 
Impossible 
         
 (reverse item scale) 
1 
Willing 
2 3 4 5 6 
7 
Unwilling 









WORDING/REVISED ITEM FOR MY STUDY 
Thinking back to the scenario you have just read, please indicate the extent to which 























Consumer online privacy is really a matter of consumers’ rights to exercise 
control and autonomy over decisions about how their information is collected, 
used, and shared.  
       
3 
It is very important to me that I am aware and knowledgeable about how my 
personal information will be used by a brand online. 
       
4 Consumer control of personal information lies at the heart of consumer privacy.         
5 
A good consumer online privacy policy should have a clear and conspicuous 
disclosure. 
       
6 It usually bothers me when brands online ask me for personal information.        
7 
I believe that online privacy is invaded when control is lost or unwillingly 
reduced as a result of a transacting with a brand. 
       
8 
Brands seeking a consumer's personal information online should disclose the way 
the data are collected, processed, and used. 
       
9 
When brands ask me for personal information online, I sometimes think twice 
before providing it. 
       
Thinking back to the scenario you have just read, please indicate the extent to which 























Providing my personal information to the brand online reduces my searching time 
to find the information I need. 
       
11 
I think the benefits I gain from providing my personal information to the brand 
online can offset the risks of my information disclosure. 
       
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12 It bothers me to give my personal information to so many brands online.         
13 
Storing my personal information with the brand online can provide me with the 
convenience to instantly access the information that I need. 
       
14 
I’m concerned that brands online are collecting too much personal information 
about me. 
       
15 
The value I gain from sharing my personal information with the brand online is 
worth the information I give away. 
       
16 
I think the risks of my information disclosure will be greater than the benefits 
































Overall, I feel that sharing my personal information with the brand online is 
beneficial.  
       
Thinking back to the scenario you have just read, please indicate the extent to which 























Providing the brand described in the scenario with my personal information online 
could involve many unexpected problems. 
       
19 
I trust that online brands will keep my best interests in mind when using my 
personal information. 
       
20 From the scenario the brand appears to have a reputation for being good.        
21 
It would be risky to disclose my personal information to the brand described in the 
scenario online. 
       
22 
Brands online are generally predictable and consistent regarding the usage of my 
personal information. 
       
23 
There would be high potential for loss in disclosing my personal information to the 
brand described in the scenario online. 
       
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24 
Brands online are always honest with consumers when it comes to using the 
personal information which I have provided to them. 
       
25 
From the scenario the brand appears to have a reputation for being unreliable. 






























Thinking back to the scenario you have just read, please indicate the extent to which 






















26 From the scenario the brand is reputed to perform well.        
27 
I would mostly say positive things to others about giving their personal information 
to the brand described in the scenario. 
       
28 
































I would strongly recommend people not give their personal information to the 
brand described in the scenario. 
       
30 
I would strongly recommend people give their personal information to the brand 
described in the scenario. 
       
31 
I would mostly say negative things to others about giving their personal 
information to the brand described in the scenario. 
       
32 How often have you personally been victim of what you felt was an invasion of your privacy online? 
Never  
 









How much have you heard or read during the last year about the use and potential misuse of personal 











Although the scenario that you read is based on a hypothetical company, please 
indicate how much you agree or disagree with the following questions the realism of 
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34 I think there are marketing situations like this in the real world.                                          
35 This type of situation could happen to me.        
36 There are companies in the real world who might behave like this.        
37 I could relate to the events described in the scenario.        
38 This was a realistic scenario.        
39 People could behave in the way described in the scenario.         
40 The events in the scenario were very “lifelike”.        
41 
Based on the scenario you have read, which of the following forms of personal 
information would you be willing to share with the brand:  (check box 
response, check all that apply) 
 annual income bracket 
 current debt level 
 annual mortgage payment 
 savings account balances and any other investments 
 occupation 
 marital status 
 number of children in the household, 
 number & ages of children in the household 
 religion 
 your full name 
 date of birth 
 email address 
 residential address 
 none of the above 
 Other: ____________ 
       
  
  





END OF QUESTIONNAIRE GEO-DEMOGRAPHIC INFORMATION FOR 




 Aboriginal / Torres Strait Islander 
 European descent 
 Asian descent 
 Other (please specify):  ____________________ 
 




Work life: Which of the following best describes what you currently do?  
 Work full-time   
 Work part-time 
 Work on a casual basis      
 Unemployed and looking for employment 
 Full-time student        
 Full-time home duties        
 Retired    
 Not employed and not looking for work        
 Sick or disability pension        
 Other (please specify):  ________________________ 
 Don't know/ can't say 
 
What is your income before tax (including pensions, income from investments & family  
allowances etc.)?   (Based on ATO Taxable income levels) 
 > $6,000 
 $6,001 - $34,000 
 $34,001 - $80,000 
 $80,001 - $180,000 
 $180,000 + 
 Don't know/ prefer not to say   
 
What is the highest level of education you have completed? 
 Primary school 
 Some secondary school 
 Completed secondary school 
 TAFE/ Trade Certificate 
 University/ CAE Degree or Diploma  
 Post-graduate 
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1. High Brand Reputation x High Trust x Incentive Offered  
 
Please read the following scenario, then check the "select to continue" box below and 
click on the NEXT button. 
Imagine you are online, researching car insurance, as your current car insurance 
policy is up for renewal, and you see a pop up advertisement promoting car insurance 
with a company you have not used previously. The brand is Reliance Car Insurance, 
which has been operating successfully for over 100 years. The company is listed as a 
Top 20 ASX company with over $95 billion in assets and has over 15,000 employees 
Australia wide, and more than eight million customers. It is a trustworthy supplier of 
insurance products and has been awarded a 5 star CANSTAR rating.  
Reliance is committed to compliance with the General Insurance Code of Practice 
and the Australian Privacy Principles. A copy of their privacy policy is available for 
customers to view, on their website. The company is also involved in community 
grants projects such as: Youth education programs; CrimeStoppers and 
Neighbourhood Watch community safety awareness programs; regional area school 
holiday programs; PCYC youth support programs and various environmental 
conservation projects.   
You decide to undertake research into the company before you continue with your 
insurance enquiry. Your online search reveals that customers of Reliance Car 
Insurance have generally been happy with the service they have received from 
Reliance. You find very few negative comments online from customers, instead you 
see many comments on blogs which state that Reliance Car Insurance is a very 
reputable and trustworthy company. 
In order to complete a quote for car insurance you are required to enter in your 
personal financial information, including your annual income bracket, current debt, 
annual mortgage payment, savings account balances and any other investments, as 
well as your occupation, marital status, number and ages of children in the 
household, religion, full name, date of birth, and email and residential addresses. All 
of the requested information appears as mandatory data fields and must be entered in 
order for the quote request to be completed.  
The advertisement prompts you that by simply submitting your online quote request 
today, you will gain an automatic entry into the chance to win your car insurance free 
for a year. In addition, if you follow up your quote enquiry and join Reliance Car 
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2. High Brand Reputation x Low Trust x Incentive Offered (trade-off) 
 
Please read the following scenario, then check the "select to continue" box below and 
click on the NEXT button. 
Imagine you are online researching car insurance, as your current car insurance 
policy is up for renewal, and you see a pop up advertisement promoting car insurance 
with a company you have not used previously. The brand is Reliance Car Insurance, 
which has been operating successfully for over 100 years. The company is listed as a 
Top 20 ASX company with over $95 billion in assets and has over 15,000 employees 
Australia wide, and more than eight million customers. It is a trustworthy supplier of 
insurance products and has been awarded a 5 star CANSTAR rating.  
Reliance is committed to compliance with the General Insurance Code of Practice 
and the Australian Privacy Principles. A copy of their privacy policy is available for 
customers to view, on their website. The company is also involved in community 
grants projects such as: Youth education programs; CrimeStoppers and 
Neighbourhood Watch community safety awareness programs; regional area school 
holiday programs; PCYC youth support programs and various environmental 
conservation projects.   
You decide to undertake research into the company before you continue with your 
insurance enquiry. Your online search reveals comments from customers of Reliance 
Car Insurance who state that they were not happy with the level of service offered to 
them during their insurance claims process. Some of the comments you read from 
customers reveal a low level of trust in Reliance Car Insurance.  
In order to complete a quote for car insurance you are required to enter in your 
personal financial information, including your annual income bracket, current debt, 
annual mortgage payment, savings account balances and any other investments, as 
well as your occupation, marital status, number and ages of children in the 
household, religion, full name, date of birth, and email and residential addresses. All 
of the requested information appears as mandatory data fields and must be entered in 
order for the quote request to be completed.  
The advertisement prompts you that by simply submitting your online quote request 
today, you will gain an automatic entry into the chance to win your car insurance free 
for a year. In addition, if you follow up your quote enquiry and join Reliance Car 
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3. High Brand Reputation x High Trust x No Incentive Offered (trade-off) 
 
Please read the following scenario, then check the "select to continue" box below and 
click on the NEXT button. 
Imagine you are online researching car insurance, as your current car insurance 
policy is up for renewal, and you see a pop up advertisement promoting car insurance 
with a company you have not used previously. The brand is Reliance Car Insurance, 
which has been operating successfully for over 100 years. The company is listed as a 
Top 20 ASX company with over $95 billion in assets and has over 15,000 employees 
Australia wide, and more than eight million customers. It is a trustworthy supplier of 
insurance products and has been awarded a 5 star CANSTAR rating.  
Reliance is committed to compliance with the General Insurance Code of Practice 
and the Australian Privacy Principles. A copy of their privacy policy is available for 
customers to view, on their website. The company is also involved in community 
grants projects such as: Youth education programs; CrimeStoppers and 
Neighbourhood Watch community safety awareness programs; regional area school 
holiday programs; PCYC youth support programs and various environmental 
conservation projects.   
You decide to undertake research into the company before you continue with your 
insurance enquiry. Your online search reveals that customers of Reliance Car 
Insurance have generally been happy with the service they have received from 
Reliance. You find very few negative comments online from customers, instead you 
see many comments on blogs which state that Reliance Car Insurance is a very 
reputable and trustworthy company. 
In order to complete a quote for car insurance you are required to enter in your 
personal financial information, including your annual income bracket, current debt, 
annual mortgage payment, savings account balances and any other investments, as 
well as your occupation, marital status, number and ages of children in the 
household, religion, full name, date of birth, and email and residential addresses. All 
of the requested information appears as mandatory data fields and must be entered in 
order for the quote request to be completed. There are currently no special offers or 
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4. High Brand Reputation x Low Trust x No Incentive Offered (trade-off) 
 
Please read the following scenario, then check the "select to continue" box below and 
click on the NEXT button. 
Imagine you are online researching car insurance, as your current car insurance 
policy is up for renewal, and you see a pop up advertisement promoting car insurance 
with a company you have not used previously. The brand is Reliance Car Insurance, 
which has been operating successfully for over 100 years. The company is listed as a 
Top 20 ASX company with over $95 billion in assets and has over 15,000 employees 
Australia wide, and more than eight million customers. It is a trustworthy supplier of 
insurance products and has been awarded a 5 star CANSTAR rating.  
Reliance is committed to compliance with the General Insurance Code of Practice 
and the Australian Privacy Principles. A copy of their privacy policy is available for 
customers to view, on their website. The company is also involved in community 
grants projects such as: Youth education programs; CrimeStoppers and 
Neighbourhood Watch community safety awareness programs; regional area school 
holiday programs; PCYC youth support programs and various environmental 
conservation projects.   
You decide to undertake research into the company before you continue with your 
insurance enquiry. Your online search reveals comments from customers of Reliance 
Car Insurance who state that they were not happy with the level of service offered to 
them during their insurance claims process. Some of the comments you read from 
customers reveal a low level of trust in Reliance Car Insurance. 
In order to complete a quote for car insurance you are required to enter in your 
personal financial information, including your annual income bracket, current debt, 
annual mortgage payment, savings account balances and any other investments, as 
well as your occupation, marital status, number and ages of children in the 
household, religion, full name, date of birth, and email and residential addresses. All 
of the requested information appears as mandatory data fields and must be entered in 
order for the quote request to be completed. There are currently no special offers or 
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5. Low Brand Reputation x High Trust x Incentive Offered (trade-off) 
 
Please read the following scenario, then check the "select to continue" box below and 
click on the NEXT button. 
Imagine you are online researching car insurance, as your current car insurance 
policy is up for renewal, and you see a pop up advertisement promoting car insurance 
with a company you have not used previously. The brand is LOWCOST Car 
Insurance. LOWCOST Car Insurance has been offering Australians cheaper car 
insurance since 2012, with a range of basic cover options at affordable prices.  
Although they issue hundreds of policies every week, LOWCOST does not have any 
physical office locations and all transactions are handled online. LOWCOST Car 
Insurance is owned by an international insurance group, based in the Cayman 
Islands. The Corporation Owners and Managers are not identified on their website. 
Nor is there any information on LOWCOST’s website to indicate any compliance 
with the General Insurance Code of Practice and the Australian Privacy Principles.  
You decide to undertake research into the company before you continue with your 
insurance enquiry. Your online search reveals that customers of LOWCOST Car 
Insurance have generally been happy with the service they have received. You find 
very few negative comments online from customers, instead you see many comments 
on blogs state that LOWCOST Car Insurance is a very reputable and trustworthy 
company. 
In order to complete a quote for car insurance you are required to enter in your 
personal financial information, including your annual income bracket, current debt, 
annual mortgage payment, savings account balances and any other investments, as 
well as your occupation, marital status, number and ages of children in the 
household, religion, full name, date of birth, and email and residential addresses. All 
of the requested information appears as mandatory data fields and must be entered in 
order for the quote request to be completed.  
The advertisement prompts you that by simply submitting your online quote request 
today, you will gain an automatic entry into the chance to win your car insurance free 
for a year. In addition, if you follow up your quote enquiry and join LOWCOST Car 
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6. Low Brand Reputation x Low Trust x Incentive Offered (trade-off) 
 
Please read the following scenario, then check the "select to continue" box below and 
click on the NEXT button. 
Imagine you are online researching car insurance, as your current car insurance 
policy is up for renewal, and you see a pop up advertisement promoting car insurance 
with a company you have not used previously. The brand is LOWCOST Car 
Insurance. LOWCOST Car Insurance has been offering Australians cheaper car 
insurance since 2012, with a range of basic cover options at affordable prices.  
Although they issue hundreds of policies every week, LOWCOST does not have any 
physical office locations and all transactions are handled online. LOWCOST Car 
Insurance is owned by an international insurance group, based in the Cayman 
Islands. The Corporation Owners and Managers are not identified on their website. 
Nor is there any information on LOWCOST’s website to indicate any compliance 
with the General Insurance Code of Practice and the Australian  
You decide to undertake research into the company before you continue with your 
insurance enquiry. Your online search reveals comments from customers of 
LOWCOST Car Insurance who state that they were not happy with the level of 
service offered to them during their insurance claims process and in addition they 
were not saving as much money on their insurance policy as previously promised. 
Some of the comments you read from customers reveal a low level of trust in 
LOWCOST Car Insurance. 
In order to complete a quote for car insurance you are required to enter in your 
personal financial information, including your annual income bracket, current debt, 
annual mortgage payment, savings account balances and any other investments, as 
well as your occupation, marital status, number and ages of children in the 
household, religion, full name, date of birth, and email and residential addresses. All 
of the requested information appears as mandatory data fields and must be entered in 
order for the quote request to be completed.  
The advertisement prompts you that by simply submitting your online quote request 
today, you will gain an automatic entry into the chance to win your car insurance free 
for a year. In addition, if you follow up your quote enquiry and join LOWCOST Car 
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7. Low Brand Reputation x High Trust x No Incentive Offered (trade-off) 
 
Please read the following scenario, then check the "select to continue" box below and 
click on the NEXT button. 
Imagine you are online researching car insurance, as your current car insurance 
policy is up for renewal, and you see a pop up advertisement promoting car insurance 
with a company you have not used previously. The brand is LOWCOST Car 
Insurance. LOWCOST Car Insurance has been offering Australians cheaper car 
insurance since 2012, with a range of basic cover options at affordable prices.  
Although they issue hundreds of policies every week, LOWCOST does not have any 
physical office locations and all transactions are handled online. LOWCOST Car 
Insurance is owned by an international insurance group, based in the Cayman 
Islands. The Corporation Owners and Managers are not identified on their website. 
Nor is there any information on LOWCOST’s website to indicate any compliance 
with the General Insurance Code of Practice and the Australian Privacy Principles.  
You decide to undertake research into the company before you continue with your 
insurance enquiry. Your online search reveals that customers of LOWCOST Car 
Insurance have generally been happy with the service they have received. You find 
very few negative comments online from customers, instead you see many comments 
on blogs state that LOWCOST Car Insurance is a very reputable and trustworthy 
company. 
In order to complete a quote for car insurance you are required to enter in your 
personal financial information, including your annual income bracket, current debt, 
annual mortgage payment, savings account balances and any other investments, as 
well as your occupation, marital status, number and ages of children in the 
household, religion, full name, date of birth, and email and residential addresses. All 
of the requested information appears as mandatory data fields and must be entered in 
order for the quote request to be completed. There are currently no special offers or 
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8. Low Brand Reputation x Low Trust x No Incentive Offered (trade-off) 
 
Please read the following scenario, then check the "select to continue" box below and 
click on the NEXT button. 
Imagine you are online researching car insurance, as your current car insurance 
policy is up for renewal, and you see a pop up advertisement promoting car insurance 
with a company you have not used previously. The brand is LOWCOST Car 
Insurance. LOWCOST Car Insurance has been offering Australians cheaper car 
insurance since 2012, with a range of basic cover options at affordable prices.  
Although they issue hundreds of policies every week, LOWCOST does not have any 
physical office locations and all transactions are handled online. LOWCOST Car 
Insurance is owned by an international insurance group, based in the Cayman 
Islands. The Corporation Owners and Managers are not identified on their website. 
Nor is there any information on LOWCOST’s website to indicate any compliance 
with the General Insurance Code of Practice and the Australian Privacy Principles.  
You decide to undertake research into the company before you continue with your 
insurance enquiry. Your online search reveals comments from customers of 
LOWCOST Car Insurance who state that they were not happy with the level of 
service offered to them during their insurance claims process and in addition they 
were not saving as much money on their insurance policy as previously promised. 
Some of the comments you read from customers reveal a low level of trust in 
LOWCOST Car Insurance. 
In order to complete a quote for car insurance you are required to enter in your 
personal financial information, including your annual income bracket, current debt, 
annual mortgage payment, savings account balances and any other investments, as 
well as your occupation, marital status, number and ages of children in the 
household, religion, full name, date of birth, and email and residential addresses. All 
of the requested information appears as mandatory data fields and must be entered in 
order for the quote request to be completed. There are currently no special offers or 
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APPENDIX 7.1: 










One-way ANOVA between High and Low Brand Reputation and 







Square F Sig. 
Perceived Risk Between Groups 61.000 1 61.000 41.756 .000 
Within Groups 628.172 430 1.461   
Total 689.173 431    
Perceived Benefit Between Groups 1.371 1 1.371 .885 .347 
Within Groups 666.043 430 1.549   
Total 667.413 431    
Perceived Value Between Groups 3.255 1 3.255 1.664 .198 
Within Groups 840.948 430 1.956   
Total 844.203 431    
Brand Reputation Between Groups 80.730 1 80.730 42.290 .000 
Within Groups 820.852 430 1.909   
Total 901.582 431    
Willingness to Give Between Groups 69.280 1 69.280 28.587 .000 
Within Groups 1042.10
6 
430 2.424   
Total 1111.38
7 
431    
Trusting Beliefs 
 
Between Groups 3.891 1 3.891 2.382 .123 
Within Groups 702.440 430 1.634   
Total 706.331 431    




One-way ANOVA between High and Low Brand Trust and Constructs 







Square F Sig. 
Perceived Risk Between Groups 677.061 430 1.575   
Within Groups 689.173 431    
Total .476 1 .476 .307 .580 
Perceived Benefit Between Groups 666.938 430 1.551   
Within Groups 667.413 431    
Total 2.755 1 2.755 1.408 .236 
Perceived Value Between Groups 841.448 430 1.957   








Brand Reputation Between Groups 592.768 430 1.379   
Within Groups 901.582 431    
Total 17.790 1 17.790 6.995 .008 
Willingness to Give Between Groups 1093.59
6 
430 2.543   
Within Groups 1111.38
7 
431    
Total 3.521 1 3.521 2.154 .143 
Trusting Beliefs 
 
Between Groups 702.810 430 1.634   
Within Groups 677.061 430 1.575   
Total 706.331 431    
 
  




One-way ANOVA between Offer/No offer of Incentive and Constructs of 







Square F Sig. 
Perceived Risk Between Groups .002 1 .002 .001 .970 
Within Groups 689.170 430 1.603   
Total 689.173 431    
Perceived Benefit Between Groups 2.945 1 2.945 1.906 .168 
Within Groups 664.469 430 1.545   
Total 667.413 431    
Perceived Value Between Groups 2.598 1 2.598 1.327 .250 
Within Groups 841.605 430 1.957   
Total 844.203 431    
Brand Reputation Between Groups 5.962 1 5.962 2.862 .091 
Within Groups 895.620 430 2.083   
Total 901.582 431    
Willingness to Give Between Groups .013 1 .013 .005 .944 
Within Groups 1111.37
4 
430 2.585   
Total 1111.38
7 
431    
Trusting Beliefs 
 
Between Groups .957 1 .957 .583 .445 
Within Groups 705.374 430 1.640   
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Maximum likelihood estimates & standardised regression  




Constructs Estimate C.R. p 
Std Reg 
Weight 
COL <--- IUIPC 1.000 
  
.723 
CONT <--- IUIPC 1.213 8.840 *** .775 
AWA <--- IUIPC 1.297 10.460 *** .951 
COL1 <--- COL 1.000 
  
.687 
COL3 <--- COL 1.267 14.118 *** .815 
COL4 <--- COL 1.204 14.163 *** .821 
CON1 <--- CONT 1.000 
  
.706 
CON2 <--- CONT 1.022 12.530 *** .845 
AWA1 <--- AWA 1.000 
  
.840 
AWA2 <--- AWA 1.003 22.416 *** .878 
AWA3 <--- AWA 1.017 22.381 *** .877 
TB1 <--- TST 1.000 
  
.732 
TB2 <--- TST .875 13.040 *** .687 
TB3 <--- TST 1.049 15.083 *** .820 
PR1 <--- PRSK 1.000 
  
.795 
PR3 <--- PRSK 1.035 14.998 *** .798 
PB1 <--- PERBEN 1.000 
  
.498 
PB2 <--- PERBEN 1.401 9.837 *** .719 
PB3 <--- PERBEN 1.545 10.508 *** .841 
PV1 <--- PERVAL 1.000 
  
.670 
PV2 <--- PERVAL 1.217 15.667 *** .877 
BR2r <--- BR 1.000 
  
.865 
BR3 <--- BR .882 16.830 *** .783 
WILL1 <--- WILL 1.000 
  
.972 
WILL2 <--- WILL 1.007 63.193 *** .980 
WILL3 <--- WILL .962 50.404 *** .951 
BR4r <--- BR .850 16.591 *** .770 
  




























TST <--> PRSK -.490 
TST <--> PERBEN .772 
TST <--> PERVAL .826 
TST <--> WILL .475 
PRSK <--> PERBEN -.481 
PRSK <--> PERVAL -.505 
PRSK <--> BR -.450 
PRSK <--> WILL -.568 
PERBEN <--> PERVAL 1.007 
PERBEN <--> BR .179 
PERBEN <--> WILL .539 
PERVAL <--> BR .163 
PERVAL <--> WILL .544 
BR <--> WILL .325 
TST <--> BR .213 
TST <--> IUIPC -.364 
PRSK <--> IUIPC .645 
PERBEN <--> IUIPC -.278 
PERVAL <--> IUIPC -.324 
BR <--> IUIPC -.160 
WILL <--> IUIPC -.325 
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Re-specified CFA - testing the Measurement Model (with the 
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Constructs Estimate C.R. p 
Std Reg 
Weights 
COL <--- IUIPC 1.000 
  
.726 
CONT <--- IUIPC 1.208 8.854 *** .776 
AWA <--- IUIPC 1.286 10.480 *** .948 
COL1 <--- COL 1.000 
  
.688 
COL3 <--- COL 1.265 14.125 *** .815 
COL4 <--- COL 1.203 14.175 *** .821 
CON1 <--- CONT 1.000 
  
.706 
CON2 <--- CONT 1.021 12.520 *** .844 
AWA1 <--- AWA 1.000 
  
.840 
AWA2 <--- AWA 1.002 22.416 *** .877 
AWA3 <--- AWA 1.016 22.381 *** .876 
TB1 <--- TST 1.000 
  
.721 
TB2 <--- TST .895 12.929 *** .691 
TB3 <--- TST 1.074 14.823 *** .827 
PR1 <--- PRSK 1.000 
  
.796 
PR3 <--- PRSK 1.031 14.994 *** .797 
PV1 <--- PERVAL 1.000 
  
.689 
PV2 <--- PERVAL 1.148 13.812 *** .852 
BR2r <--- BR 1.000 
  
.865 
BR3 <--- BR .881 16.825 *** .783 
WILL1 <--- WILL 1.000 
  
.972 
WILL2 <--- WILL 1.007 63.207 *** .980 
WILL3 <--- WILL .962 50.406 *** .951 
BR4r <--- BR .850 16.591 *** .770 
Maximum likelihood estimates & standardised  
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Path Analysis results 
 
 
Maximum likelihood estimates & standardised regression weights 
for the path analysis 
 
 
Constructs Estimate C.R. p 
Std Reg 
Weight 
TST <--- IUIPC -.619 -6.057 *** -.407 
PRSK <--- TST -.203 -4.134 *** -.235 
PRSK <--- IUIPC 1.152 10.041 *** .873 
PERVAL <--- PRSK -3.886 -4.116 *** -3.408 
PERVAL <--- IUIPC 4.340 3.397 *** 2.885 
WILL <--- TST -1.798 -1.152 .249 -1.298 
WILL <--- PERVAL -2.911 -.576 .564 -2.076 
WILL <--- INT_CENT_TRSTBR .096 2.448 .014 .123 
WILL <--- INT_CENT_PVBR .112 2.562 .010 .132 
COL <--- IUIPC 1.000 
  
.804 
CONT <--- IUIPC .914 7.951 *** .665 
AWA <--- IUIPC .986 10.832 *** .818 
WILL <--- BR .275 5.187 *** .253 
WILL <--- IUIPC 25.235 1.068 .285 11.964 
WILL <--- PRSK -22.637 -1.106 .269 -14.154 
